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SUBJECT: NFPA 1600 ROP TC Letter Ballot (F2012) 

 ___________________________________________________________  

 
The ROP letter ballot for NFPA 1600 is attached.  The ballot is for formally voting on 

whether or not you concur with the committee’s actions on the proposals.  Reasons must 

accompany all negative and abstention ballots. 

 

Please do not vote negatively because of editorial errors.  However, please bring such 

errors to my attention for action. 

 

Please complete and return your ballot as soon as possible but no later than Friday, 

October 7, 2011.  As noted on the ballot form, please return the ballot to Yvonne Smith 

either via e-mail to ysmith@nfpa.org or via fax to 617-984-7056.  You may also mail 

your ballot to the attention of Yvonne Smith at NFPA, 1 Batterymarch Park, Quincy, MA 

02169. 

 

The return of ballots is required by the Regulations Governing Committee Projects.   

 

Attachments: Proposals 

  Letter Ballot 



Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-1     Log #CP1

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Review entire document to: 1) Update any extracted material by preparing separate proposals to
do so, and 2) review and update references to other organizations documents, by preparing proposal(s) as required.

To conform to the NFPA Regulations Governing Committee Projects.

_______________________________________________________________________________________________
1600-2     Log #6

_______________________________________________________________________________________________
James Stoddard, IBM

1) I did not see anything in the standard stating the frequency/cycle for updating and testing the
plans/procedures.  Chapter 7.4 attempts to address this but if you leave that open ended, you may never have a
reasonably up-to-date plan.  My recommendation is to set that frequency/cycle to an annual basis.
2) I did not see anything in the standard that states where to store the plans/procedures.  My recommendation is to

ensure a copy of the plans are stored in a remote location. This will help ensure the plan owner/recovery team has
access to the document(s) should the original(s) be destroyed in a disaster event.

1) Have a reasonably up-to-date plan.
2) Help ensure the plan owner/recovery team has access to the document(s) should the original(s) be destroyed in a

disaster event.

See 1600- (Log #CP44) which added annex to 7.6 recommending annual frequency of
exercising and testing if no set time period is established.

_______________________________________________________________________________________________
1600-3     Log #CP8

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

In the entire document  change the  word impact  to the word impacts throughout the document.
The committee feels that there are multiple impacts from each hazard, the use of the plural form of the

word, reminds the user to consider more than one impact for each hazard.
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-4     Log #19

_______________________________________________________________________________________________
Kenneth Katz, Travelers Insurance Company

Add new text to read as follows;
(letter to be determined – MSS Annex) is intended to be adopted by the entity at its discretion, replacing

Chapters 1 – 8.  Although this annex is written in mandatory language, it is not intended to be enforced or applied unless
specifically adopted by the entity, thereby replacing Chapters 1 – 8 and becoming the full requirements of the standard.
*MSS Annex 1.x  Information in this annex is intended to be adopted by the entity at its discretion.  Although this annex

is written in mandatory language, it is not intended to be enforced or applied unless specifically adopted by the entity.
Proposis needed to support the use of the voluntary MSS Annex.ed wording

The committee feels that acceptance of this log enabling use of the the new annex in place of
the standard should be carefully considered because of its potential implications.  In the past the committee has taken
gradual steps to implement significant change in the document.  The committee feels that this significant change should
follow the same gradual path.

_______________________________________________________________________________________________
1600-5     Log #21

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Delete text to read as follows:

This document shall apply to public, not-for-profit, non-governmental organizations (NGO), and private entities on a
local, regional, national, international, and global basis

The intent of the application is clear without the modifying phrase.

_______________________________________________________________________________________________
1600-6     Log #CP34

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Chapter 3 Definitions
: A management level analysis that identifies, quantifies, and qualifies the impacts

resulting from interruptions or disruptions of an entity’s resources. The analysis may identify time-critical functions,
recovery priorities, dependencies, and interdependencies so that recovery time objectives can be established and
approved.

: The ability to perform required actions.
The committee added these definitions to explain what a BIA is and to emphasize what a capability is.
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-7     Log #20

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new text to read as follows:
APELL (Awareness and Preparedness for Emergencies at the Local Level) consists of a series of programs developed

in 1988 under the leadership of the United Nations Environmental Programme (UNEP) with the cooperation of multiple
organizations, including the U.S. EPA, in response to the tragic accident in Bhopal, India. APELL is a multi-stakeholder
dialogue tool that establishes adequate coordination and communication in situations where the public might be affected
by accidents and disasters.
APELL process implementation consists of ten steps:
Step ONE - Identify the emergency response participants and establish their roles, resources and their concerns,
Step TWO - Evaluate the hazards and risks that may result in emergency situations in the community,
Step THREE - Have participants review their own emergency response plans for adequacy relative to a co-ordinated

response
Step FOUR - Identify the required response tasks not covered by existing plans
Step FIVE - Match the Step 4 tasks to the resources available from the identified participants
Step SIX - Make changes necessary to improve existing plans and integrate existing plans into an overall community

plan and gain agreement
Step SEVEN - Commit an integrated community plan to writing and get approvals from the local government
Step EIGHT - Educate participating groups about the integrated plan and ensure that all responders are trained
Step NINE - Establish procedures for periodic testing, review and updating of the plan
Step TEN - Educate the general community on the integrated emergency response plan
The APELL process informs the community about the risks they are exposed to and educates the community on how

to react to accidents/disasters. The program promotes the coordination between representatives from the industry, the
local level institutions and the public. The APELL process included the preparation of an integrated community
preparedness plan, including preparing the community for early warnings of emergencies.
The APELL program for technological hazards was implemented over ten years ago in Bahía Blanca, Argentina a city

located in the south east of the province of Buenos Aires, Argentina, by the Atlantic Ocean. It has a population of over
300,000 inhabitants. The city has an important sea port with a depth of 40 feet (12 m), kept constant upstream almost all
along the length of the bay, where the Naposta Stream drains. means "White Bay". The name is due to
the typical color of the salt covering the soils surrounding the shores.
The need for the APELL program in Bahia Blanca is reinforced when reviewing the number and amounts of hazardous

chemicals produced each year. The industrial complex is made up of three types of industry: Petroleum Industry with an
installed capacity of 4 million tons a year producing ethanol, petrol, naphtha, GLP, fuel oil, gas oil, gasoline, asphalt,
kerosene; Petrochemical Industry installed capacity of 3.4 million tons a year with ethylene, VCM, PVC, polyethylene,
urea, pure ammonia as products; and, Chemical Industry installed capacity of 350 thousand tons a year producing
chlorine, caustic soda.
Led by Ing. Nestor Sposito, of Dow Chemical in Bahia Blanca and a member of the NFPA Capitulo Argentina, the

APELL program for technological hazards as been successfully used to implement NFPA 1600
, a standard developed to define a program for the

integration of Emergency Management and Business Continuity, applicable to the private, public, and not-for-profit
sectors. The community support for the project has been excellent led the mayor of Bahia Blanca establishing the goal
for his city to be the first in the world to implement NFPA 1600. Due to the success of combining APELL with NFPA
1600 in Argentina, a recent conference held with representatives of chemicals companies in Zhanjiagang, China
included presentations on the Bahia Blanca project and on NFPA 1600.
IRAM, the national standards body of Argentina, issued IRAM/NFPA 1600 as their national standard, the result of

nearly three years of cooperative effort between NFPA volunteers in both Argentina and the United States including
working with the APELL process in Bahia Blanca.
Other APELL programs have been produced for mining, port areas, multi-hazards, transportation, and tourism and are

available at http://www.unep.fr/scp/sp/.
In response to the Bhopal incident, under the leadership of the United Nations Environmental

Programme [correct spelling] (UNEP), a group representing various, including the U.S. Environmental Protection
Agency, the APELL (Awareness and Preparedness for Emergencies at the Local Level) for Technological hazards.
Additional APELL programs for mining, port areas, multi-hazards, transportation, and tourism have been developed.
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Report on Proposals  –  November 2012 NFPA 1600
In 2010, NFPA signed a MOU with UNEP to share various NFPA programs including NFPA 1600. APELL programs

are a current “tool” for implementation of NFPA 1600 and should be covered in annex material for the 2013 Edition.

ISO/TC 22393 Committee Draft (CD) Societal security Guidelines for exercises and testing.

Proposal 1600- 7 (Log 20) was a duplication of 1600-89 (Log #17), see committee action on
1600-89 (Log #17). Submitter agreed to delete 1600- 7 (Log 20), since it was a duplication.

_______________________________________________________________________________________________
1600-8     Log #16

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new definition to read as follows:
Demonstrated ability to apply knowledge and skills to achieve intended results.

With the renewed emphasis on competencies, it is prudent to clearly define the base term
“competence.”  Merriam-Webster Dictionary definition is not appropriate. Other definitions for competence,
competencies and core competencies lack the required demonstrated ability of knowledge and skills.  A person may
have the knowledge and skills based on education/training but not be able to properly demonstrate the ability to properly
use. The proposed definition is in the past tense meaning that the person or organization has been evaluated against
criteria that insure proper and timely application.
Other definitions:

http://www.businessdictionary.com/definition/competence.html

http://searchcio-midmarket.techtarget.com/definition/core-competency
The proposed text comes from ISO/TC 22393 Committee Draft (CD)  Societal security – Guidelines for exercises and

testing.

Add new definition to read as follows:
Demonstrated ability to apply knowledge and skills to achieve intended results.

The submitter suggested that the definition be changed to the word Competency from the
original word of competence to match the word used in the document.
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-9     Log #26

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new text to read as follows:
Procedure for evaluation; a means of determining the presence, quality, or veracity of something
Chapter 7 is entitled “Testing and Exercises.” A clarifying definition is needed to support the standard.

Revise definition to read as follows:
3.3X* Testing: A pass/fail evaluation a means of determining the presence, quality or veracity of something.

The submitter and the committee feels that the addition of the words A pass fail, improves the
definition.

_______________________________________________________________________________________________
1600-10     Log #24

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Revise text to read as follows:
Activity in which the entity’s plan(s) is rehearsed in part or in whole to ensure that the plan(s)

contains the appropriate information and produces the desired result when put into effect.
A process to assess, train for, practice, and improve performance in an organization

The recommended revised definition enhances the definition with additional characteristics.

Add definition to read as follows:
A process to assess, train for, practice, and improve performance in an organization to approved

standards or objectives
The committee and submitter feels that the addition of the added text helps define the criteria.
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-11     Log #CP35

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Chapter 4 moves and renames
4.6 5.5 Performance Objectives
4.6.1* 5.5.1* The entity shall establish performance objectives for program requirements in accordance with Chapter 4
and program elements in accordance with Chapters 4 through 8.
4.6.2 5.5.2 The performance objectives shall depend on the results of the hazard identification, risk assessment, and
business impact analysis.
4.6.3* 5.5.3 Performance objectives shall be developed by the entity to address both short-term and long-term needs.
4.6.4* 5.5.4 The entity shall define the terms and .
4.7* 4.6 Finance and Administration
4.7.1 4.6.1 The entity shall develop financial and administrative procedures to support the program before, during, and
after an incident.
4.7.2 4.6.2 The program shall include procedures for expediting fiscal decisions and measures to control allocated
funds in accordance with the entity’s governance requirements.
4.7.3 4.6.3 There shall be crisis management procedures to provide coordinated authorization levels and appropriate
control measures.
4.8* 4.7* Records Management
4.8.1 4.7.1 Program records shall be managed in accordance with the entity’s Records Management program.
4.8.2 4.7.2 The entity shall develop a vital records management program that includes the following to ensure vital
records that may be in hard copy and or electronic are available to the entity following an incident:
(1) Identification of records that are vital to continue the operations of the entity
(2) Backup of vital records on the frequency necessary to meet program goals and objectives
(3) Protection to ensure the confidentiality of vital records as required by law or regulation
(4) Validation of the integrity of vital records backup
(5) Procedures to store and retrieve vital records offsite
(6) Procedures to recover vital records as required to continue the entity’s operations

The document has been expanded during the processing of preceding editions generally by adding new
material to the end of existing material. This has resulted in an arrangement of requirements that are not always user
friendly to follow and requirements for dissimilar products in the same chapter.

_______________________________________________________________________________________________
1600-12     Log #CP2

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
The leadership commitment shall include the following:
(1)  Policies, plans, and procedures to develop, implement, and maintain the program
(2)  Resources to support the program
(3)  Reviews and evaluations to ensure program effectiveness
(4)  Correction of deficiencies
(1) Support the development, implementation, and maintenance of the program
(2) Provide necessary resources to support the program.
(3) Ensure the program is reviewed and evaluated as needed to ensure program effectiveness.
(4) Support corrective action to address program deficiencies.

The committee feels that making each of the four subsections stronger by adding an active verb at the
beginning:
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-13     Log #CP3

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
4.2*  Program Coordinator.
The program coordinator shall be appointed by the entity’s leadership and authorized to develop, implement, administer,
evaluate, and maintain the program.
4.3 A.4.2 Professional Qualifications Certification programs for emergency managers and business continuity
professionals can be found in the DRII Professional Practices for Business Continuity Practitioners and the CEM®
program.

The committee added the word entity's leadership to show that the the program coordinator will have
better standing and creditability. The text in 4.2 was changed to correct the reference to certification from professional
qualifications.

_______________________________________________________________________________________________
1600-14     Log #CP5

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
4.4  Program Administration.
(2)* Program scope, goals, objectives, and metrics for method of program evaluation.

The committee feels that adding the word metrics further defines the criteria for program evaluation.

_______________________________________________________________________________________________
1600-15     Log #8

_______________________________________________________________________________________________
Kenneth Katz, Travelers Insurance Company

Revise text to read as follows:
4.4 Program Administration – add new paragraph
Chapter 4.4 (7)
The entity shall develop and implement a process for managing change.

Managing change is essential to maintaining an effective program.

4.4 Program Administration – add new paragraph
Chapter 4.4

(7) Change Management process
The committee agrees for the changes for the change management  is and added subpart (7).
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-16     Log #1

_______________________________________________________________________________________________

Michael W. Janko,
Add 4.5.5 to read as follows:

The entity shall develop a maturity model for self assessment of goals and objectives in establishing short and long
term performance.  The maturity model should be scalable and be recognized as a metric in quantifying the program's
ability to cascade throughout the organization.

The term "maturity model" is being utilized by private sector organizations and others who have
interest in establishing a meaningful program that shows long term program commitment.  This would include a self
assessment across all business lines, tactical teams and support functions.

See 1600-14 (Log #CP5), additional information for the Annex will be provided for to address
the item.  information coming from the submitter.

_______________________________________________________________________________________________
1600-17     Log #39

_______________________________________________________________________________________________
Michael A. Anthony, University of Michigan

Add text to read as follows:

4.6.++ The entity, or the expert agency retained by the entity to prepare the product described in this document, shall
demonstrate proficiency in Monte Carlo modeling and simulation of disaster and recovery scenarios.
4.6.+++ The criterion for demonstrating proficiency in Monte-Carlo modeling and simulation shall be determined by the

Authority Having Jurisdiction
When its objectives are fully realized, this document will create a cadre of expert agencies to meet

market demand for Disaster/Emergency Management and Business Continuity Programs.   We need to have a
discussion about -- and an enforceable requirement  for  -- the qualifications of the expert agencies producing this
deliverable.
Monte Carlo methods are especially useful for modeling phenomena with significant uncertainty in inputs, such as the
calculation of risk in business, the likelihood of hazards or combinations of hazards. When Monte Carlo simulations have
been applied in space exploration and oil exploration, their predictions of failures, cost overruns and schedule overruns
are routinely better than human intuition or alternative "soft" methods.
Since Section 4.7 of this document states,

qualitative considerations described in this document should be informed by quantitative modeling.  Monte Carlo
methods in finance are often used to evaluate investments in projects such as the suite of mitigation measures
described in this document. Such methods can be used to model project schedules, where simulations aggregate
estimates for worst-case, best-case, and most likely durations for each task to determine outcomes for the overall
project.  Mastery of Monte-Carlo methods should be regarded as distinctive a measure of competence as trade union
membership or professional engineering licensure.

The committee feels that the text would add an unacceptable level of complexity to the
standard.
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-18     Log #42

_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add text to read as follows:
4.6.+  The performance objective shall include the use of a gradient scale in the determining how critical the individual

infrastructure elements are to both responding/recovering from the event and also in mitigating further escalation of the
damages:
Category I – Systems that have been designated to remain operational or be immediately restorable to service after the
event for emergency services to function or to prevent significant escalation of the damages.
Category II – Systems that have been designated to significantly contribute to the delivery of emergency services or are
essential for disaster recovery or to prevent significant escalation of the damages.  Category II systems are typically
restorable to operation within 4 hours.
Category III – Systems that have significant impact on the protection of life and property, but are not immediately
essential for providing emergency services or to prevent significant escalation of the damages.  Category III systems are
typically restorable to operation within 24 hours.
Category IV – Critical systems that have significant impact on the protection of life and property, but are not immediately
essential, as there are multiple systems or facilities providing the same function.  Category IV systems are typically
restorable to operation within 24 hours for the time utility power, water and sewage disposal are available to the facility.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage
service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
 The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected. 
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
Therefore hardening the key pieces of the infrastructure (such as 911 Call Centers) that are required for recovery from

the event or to mitigate significant escalation of the damages should be specifically addressed as part of the Prevention
strategy.   The essential infrastructure elements should be given a priority ranking, so the most critical elements receive
the most resources.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the text would add an unacceptable level of complexity to the
standard.
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Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-19     Log #44

_______________________________________________________________________________________________
Robert G. Arno, EYP Mission Critical Facilities, Inc.

Add text to read as follows:

The performance objectives shall utilize statistical methods to determine the vulnerability of systems or
subsystems during potential natural disaster periods utilizing existing information to determine the probability of
occurrences.

Suggested methodologies utilizing existing information determining the probability of occurrences
What is the likely hood that a facilities infrastructure will be operational during critical vulnerability

periods such as peak hurricane season? Applying Reliability statistical methodologies to determine the failure
distribution of critical components will provide for a manageable decision process identifying the components is a
system needing the most attention. This is especially useful in determining the risk of failure during natural disaster
events. Utilizing known documents such as the IEEE STD 493 (Gold Book) and the US Army Corps of Engineers,
Power Reliability Enhancement Program Database a statistical approach to vulnerability can be determined.
The need for comprehensive information supporting the decision process is critical to achieving accurate assessments.

The two identified sources of information are the most comprehensive in the world representing years of data collection
and statistical assessment supporting facility infrastructure. The existence of these data sources allows the use of
comprehensive statistical analysis techniques provide for more accurate determination of levels of vulnerability of an
infrastructure.

The committee feels that the text would add an unacceptable level of complexity to the
standard.

_______________________________________________________________________________________________
1600-20     Log #9

_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:
The performance objectives shall depend on consider the results of the hazard identification, risk assessment,

and business impact analysis.
The current wording is too prescriptive and the suggested wording is meant to bring this more in line

with the intention of the standard.
Just because the organization’s assessment indicates a meteor would be a high consequence hazard, doesn’t mean the
organization should put a lot of money into mitigating against the possibility of that happening.  Certainly high
consequence impacts should be considered, but management should have some leeway in determining the best
direction to go based on judgement, cost-benefit analysis, and other unnamed factors.  Hazard identification, risk
assessment, BIA, etc. should be used as tools not as laws that must be abided by.

Revise text to read as follows:
The performance objectives shall address depend on the results of the hazard identification, risk assessment,

and business impact analysis.
The committee agreed that the section needed to be addressed , because the word considered

is an unenforceable term in the manual style, they agreed to use the term address.
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_______________________________________________________________________________________________
1600-21     Log #CP27

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
The entity shall develop financial and administrative procedures to support the program before, during, and after

an incident.
There shall be a responsive financial management and administrative framework that complies with the entity’s

program requirements and is uniquely linked to response, continuity, and recovery operations.
There shall be crisis management procedures to provide coordinated situation-specific authorization levels and

appropriate control measures.
The framework shall provide for maximum flexibility to expeditiously request, receive, manage, and apply funds in

a non-emergency environment and in emergency situations to ensure the timely delivery of assistance.
The administrative process shall be documented through written procedures.
The program shall be capable of capturing financial data for future cost recovery, as well as identifying and

accessing alternative funding sources and managing budgeted and specially appropriated funds.
Procedures shall be created and maintained for expediting fiscal decisions in accordance with established

authorization levels, accounting principles, and other fiscal policy.
The procedures specified in 4.7.7 shall include the following:

(1) Establishment and definition of responsibilities for the program finance authority, including its reporting relationships
to the program coordinator
(2)  Program procurement procedures
(3) Payroll
(4)* Accounting systems to track and document costs
(5)  Management of funding from external sources
4.7.1 The entity shall develop financial and administrative procedures to support the program before, during, and after
an incident.
4.7.2 The program shall include procedures for expediting fiscal decisions and measures to control allocated funds in
accordance with the entity’s governance requirements.
4.7.3 The program shall have procedures for documenting financial expenditures incurred during an incident and for
compiling claims for future cost recovery.

This section was condensed to make it easier to understand and avoid the perception that a separate
finance and administrative system was required.
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_______________________________________________________________________________________________
1600-22     Log #10

_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:
There shall be crisis management procedures to provide coordinated situation-specific authorization levels and

appropriate control measures.

The current wording is too prescriptive and the suggested wording is meant to bring this more in line
with the intention of the standard.
For example, the current wording seems to indicate that Finance must be authorized to spend only within a certain
range if the organization is hit by a hurricane and within a different range if the disaster is an earthquake.  But what if the
situation is a large fire rather than a small fire?  What if flooding necessitates the expenditure of money but flooding
hasn’t been itemized as among the disasters which Finance is authorized to expend money on?
What if a better means of stipulating authorization levels is to identify that __________, ___________, and ____________
are pre-authorized to spend up to $___________ on disaster response and if anticipated costs are likely to be higher the
process for authorizing additional expenditures is ____________________. (?)
Bottom line, the organization should be allowed to determine the authorization levels that best fit, rather than be
strapped to situation-specific authorization levels.
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_______________________________________________________________________________________________
1600-23     Log #CP26

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
4.8* Records Management

The entity shall develop a records management program
Policies shall be created, approved, and enforced to address the following:

(1)  Records classification
(2) Maintenance of confidentiality
(3)  Maintenance of integrity incorporating audit trail
(4)  Record retention
(5) Record storage
(6)  Record archiving
(7)  Record destruction
(8)  Access control
(9) Document control

The entity shall apply the program to existing and newly created records.
The entity shall develop and enforce procedures coordinating the access and circulation of records within and

outside of the organization.
The entity shall execute the records management program.

Program ecords shall be managed in accordance with the entity’s Records Management program.
The entity shall develop a vital records management program that includes the following to ensure vital records

that may be in hard copy and or electronic are available to the entity following an incident:
(1) Identification of records that are vital to continue the operations of the entity
(2) Backup of vital records on the frequency necessary to meet program goals and objectives
(3) Protection to ensure the confidentiality of vital records as required by law or regulation
(4) Validation of the integrity of vital records backup
(5) Procedures to store and retrieve vital records offsite
(6) Procedures to recover vital records as required to continue the entity’s operations

The committee rewrote the section to clarify the committee's intent that this section applies to records
which are vital to the continued operations of the entity and not a general requirement pertaining to  all records of the
entity.  Content changes are specific to the goal of identification, protection and recovery of vital records.
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_______________________________________________________________________________________________
1600-24     Log #CP36

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Chapter 5
5.1 Planning Process Planning Process and Planning and Design
5.3* Planning and Design 5.1.5*
5.3.1* 5.1.6* The program shall include the requirements specified in Chapters 4 through 8, the scope of which shall be
determined through an “all-hazards” approach, and the risk assessment.
5.3.2* 5.1.7* The program requirements shall be applicable to prevention, mitigation, preparedness, response,
continuity, and recovery.

5.4* 5.2* Risk Assessment
5.4.1* 5.2.1* The entity shall conduct a risk assessment in accordance with Section 5.4 5.2 to identify strategies for
prevention and mitigation and to gather information to develop plans for response, continuity, and recovery.
5.4.2* 5.2.2* The entity shall identify hazards and monitor those hazards and the likelihood of their occurrence.
5.4.2.1* 5.2.2.1* Hazards to be evaluated shall include the following:
(1) Natural hazards (geological, meteorological, and biological)
(2) Human-caused events (accidental and intentional)
(3) Technologically caused events (accidental and intentional)
5.4.2.2 5.2.2.2 The vulnerability of people, property, operations, the environment, and the entity shall be identified,
evaluated, and monitored.
5.4.3* 5.2.3* The entity shall conduct an analysis of the impact of the hazards identified in 5.4.2 5.2.2* on the following:
(1) Health and safety of persons in the affected area
(2) Health and safety of personnel responding to the incident
(3)* Continuity of operations
(4)* Property, facilities, assets, and critical infrastructure
(5) Delivery of the entity’s services
(6) Supply chain
(7) Environment
(8)* Economic and financial condition
(9) Regulatory and contractual obligations
(10) Reputation of or confidence in the entity
5.4.4* 5.2.4* The analysis shall evaluate the potential effects of regional, national, or international incidents that could
have cascading impacts.
5.4.5 5.2.5 The risk assessment shall evaluate the adequacy of existing prevention and mitigation strategies.
5.5* 5.3 Business Impact Analysis
5.5.1 5.3.1 The entity shall conduct a business impact analysis (BIA).
5.5.2 5.3.2 The BIA shall evaluate the potential impacts resulting from interruption or disruption of individual functions,
processes, and applications.
5.5.3* 5.3.3* The BIA shall identify those functions, processes, infrastructure, systems, and applications that are
critical to the entity and the point in time (Recovery Time Objective) when the impact(s) of the interruption or disruption
becomes unacceptable to the entity.
5.5.4 5.3.4 “The BIA shall identify dependencies and interdependencies across functions, processes, and
applications, to determine the potential for compounding impacts in the event of an interruption or disruption.”
5.5. 5* 5.3.5* The BIA shall evaluate the potential loss of information and the point in time (Recovery Point Objective)
that defines the potential gap between the last backup of information and the time of the interruption or disruption.
5.5.6 5.3.6 The BIA developed in Section 5.5 5.3 shall be used in the development of recovery strategies and plans
to support the program.
5.6 6.2 Prevention
5.6.1* 6.2.1* The entity shall develop a strategy to prevent an incident that threatens life, property, and the
environment.
5.6.2* 6.2.2*The prevention strategy shall be based on the information obtained from Section 5.4 5.2 and shall be
kept current using the techniques of information collection and intelligence.
5.6.3 6.2.3 The prevention strategy shall be based on the results of hazard identification and risk assessment, impact
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analysis, program constraints, operational experience, and cost benefit analysis.
5.6.4 6.2.4 The entity shall have a process to monitor the identified hazards and adjust the level of preventive
measures to be commensurate with the risk.
5.7 6.3 Mitigation
5.7.1* 6.3 .1* The entity shall develop and implement a mitigation strategy that includes measures to be taken to limit
or control the consequences, extent, or severity of an incident that cannot be prevented.
5.7.2* 6.3 .2*The mitigation strategy shall be based on the results of hazard identification and risk assessment, impact
analysis, program constraints, operational experience, and cost benefit analysis.
5.7.3* 6.3.3* The mitigation strategy shall include interim and long-term actions to reduce vulnerabilities.

The document has been expanded during the processing of preceding editions generally by adding new
material to the end of existing material. This has resulted in an arrangement of requirements that are not always user
friendly to follow and requirements for dissimilar products in the same chapter.

_______________________________________________________________________________________________
1600-25     Log #CP6

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
5.2 Common Plan Requirements.

Plans shall identify and document the following: the functional roles and responsibilities of internal and external
agencies, organizations, departments, and positions.
(1) Assumptions made during the planning process.
(2) functional roles and responsibilities of internal and external agencies, organizations, departments, and positions.
5.2.2  Plans shall identify (3) lines of authority.
5.2.5  Plans shall identify (4) the process for delegation of authority.
5.2.3  Plans shall identify (5) lines of succession for the entity.
5.2.4  Plans shall identify (6) liaisons to external organizations.
5.2.6  Plans shall identify (7) logistics support and resource requirements.
5.2.72* Plans shall address the health and safety of personnel.
5.2.8.3* Plans shall be individual, integrated into a single plan document, or a combination of the two.
5.2.94.* The entity shall make sections of the plans available to those assigned specific tasks and responsibilities
therein and to key stakeholders as required.

The committee changed the order of the text to provided a more clear and consistent process and the
use of the word Liaison is more commonly understood than  interface.

_______________________________________________________________________________________________
1600-26     Log #CP4

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Add text to read as follows:
(1) Assumption made during the planning process.

Understanding assumptions is necessary to understand the limitations in the program.
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_______________________________________________________________________________________________
1600-27     Log #2

_______________________________________________________________________________________________

Janusz Wasiolek, Rockville, MD
Revise text to read as follows:

5.2.5* The entity shall conduct a business impact analysis (BIA) or community impact analysis.
5.2.5.1 The BIA or community impact analysis shall be based on significant hazards (risk based) and the interruption or

disruption of individual functions and applications (functional based).
5.2.5.2 The BIA or community impact analysis shall evaluate the impact of functional failure to the entity as a whole.
5.2.6 The BIA or community impact analysis developed in 5.2.5 shall be used in the development of continuity plans.

The section as its written seems to apply primarily to businesses. Since the goals of government
during a disaster are different than that of a business (i.e. protect the community served vs. maximize profit and/or
protect employees), a true business impact analysis may not be appropriate for government entities. Therefore, a
community impact analysis which evaluates how the community served by the government may be impacted by an
incident would be more appropriate considering the greater external goals and objectives of government.

The committee feels that this issues is already addressed in section 5.4.
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_______________________________________________________________________________________________
1600-28     Log #43

_______________________________________________________________________________________________
Michael A. Anthony, University of Michigan / Rep. APPA.ORG - Leadership in Education

Add text to read as follows:

Plans shall identify the functional roles and responsibilities of internal and external agencies, organizations,
departments, and positions.

Plans shall identify lines of authority.
Plans shall identify lines of succession for the entity.
Plans shall identify interfaces to external organizations.
Plans shall identify the process for delegation of authority.
Plans shall identify logistics support and resource requirements.

Plans shall address the health and safety of personnel.
Plans shall be individual, integrated into a single plan document, or a combination of the two.
The entity shall make sections of the plans available to those assigned specific tasks and responsibilities therein

and to key stakeholders as required.
A requirement of this nature will strengthen NFPA 1600 and Article 708 of the National Electrical Code

and will provide a crosswalk for the specifics that this document needs.
For the convenience of the committee, some of the introductory material of Article 708 is reproduced below:
I. General708.1 Scope. The provisions of this article apply to the installation, operation, monitoring, control, and

maintenance of the portions of the premises wiring system intended to supply, distribute, and control electricity to
designated critical operations areas (DCOA) in the event of disruption to elements of the normal system.
Critical operations power systems are those systems so classed by municipal, state, federal, or other codes by any
governmental agency having jurisdiction or by facility engineering documentation establishing the necessity for such a
system. These systems include but are not limited to power systems, HVAC, fire alarm, security, communications, and
signaling for designated critical operations areas.

Critical operations power systems are generally installed in vital infrastructure facilities that,
if destroyed or incapacitated, would disrupt national security, the economy, public health or safety; and where enhanced
electrical infrastructure for continuity of operation has been deemed necessary by governmental authority.

For further information on disaster and emergency management see -2010,
.

For further information regarding performance of emergency and standby power systems,
see NFPA 110-2010, .

For further information regarding performance and maintenance of emergency systems in
health care facilities, see NFPA 99-2005, .

For specification of locations where emergency lighting is considered essential to life safety,
see NFPA -2009, .

For further information on regarding physical security, see NFPA 730-2008,
.

Threats to facilities that may require transfer of operation to the critical systems include both
naturally occurring hazards and human-caused events. See also A.5.3.2 of -2010.

See Informative Annex F, Availability and Reliability for Critical Operations Power Systems;
and Development and Implementation of Functional Performance Tests (FPTs) for Critical Operations Power Systems.

See Informative Annex G, Supervisory Control and Data Acquisition (SCADA).

The committee feels that the text is too specific and prescriptive.
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_______________________________________________________________________________________________
1600-29     Log #40

_______________________________________________________________________________________________
Michael A. Anthony, University of Michigan

Add text to read as follows:
  Plans shall identify the functional roles and responsibilities of internal and external agencies, organizations,

departments, and positions
  Plans shall identify lines of authority.
  Plans shall identify lines of succession for the entity.
  Plans shall identify interfaces to external organizations.
  Plans shall identify the process for delegation of authority.
  Plans shall identify logistics support and resource requirements.
  Plans shall address the health and safety of personnel.

 Plans shall provide for the survivability of a 30-day electrical power outage.
  Plans shall be individual, integrated into a single plan document, or a combination of the two.
  The entity shall make sections of the plans available to those assigned specific tasks and responsibilities

therein and to key stakeholders as required.
The mandatory sections of this document need more specifics to get it to the next leg of acceptance

and adoption.
This proposal is intended to assert an all-discipline benchmark for a community served by a typical emergency
management district when utility power is not available at the transmission level for any reason.  This condition permits
limited use of the distribution system -- the "last mile" for example -- to be used for feeding (and backfeeding) loads on a
basis limited by duration and quantity of power.  Just as civil engineers benchmark their infrastructure design around
10-, 25-, and 100-year floods, emergency management  professionals and power engineers should have a conversation
about the range of options for survivability of a 30 day power outage.
Electrical infrastructure is the "infrastructure of infrastructures" in the US economy.  It is important to think about the
unthinkable. A program for the survivability of a 30-day power outage may not necessarily mean an extremely large
expenditure in infrastructure if the 30-day benchmark starts with blocks of survivability concepts from the bottom up.
Some of the features of a 30-day plan might include the following:

1. Assisting homeowners in the purchase and safe operation of small residential generators and fuel storage.
2. Education and assistance in the safe use of DC-AC inverters that use automobiles as a prime mover for providing
limited power to individual homes.
3. Providing finance programs or engineering approaches in which small generators may be safely shared by two or
more homeowners.
4. Encourage the purchase of small communication equipment with alternative energy charging systems.
5. Use of recreational vehicles as standby domiciles.
6. Generally optimizing the prospect that our personal or commercial transportation system can safely morph into a
backup power system.

7. Encourage gasoline filling stations, pharmacies and grocery stores to have on-site generation facilities -- possibly
shared among them across differing ownership regimes -- for the purpose of providing limited business continuity and
community survivability.
8. Encourage apartment complexes to re-configure utility service equipment with appropriate manual transfer switchgear
so that large groups of residents can have limited power from privately owned rolling generation and fuel supplies.
9. Measure total fuel reserves in the emergency management district (including all filling stations) and reconfigure the
fuel supply chain and/or purchasing aggregations -- especially with respect to health care and municipal service facility
priorities.
10. Creation of shared, community battery charging stations for residential use.
11. Adding more municipally owned mobile generators that can be used to inject power into public facilities, for public
use, for 4-8 hours
12. Encourage power-take-off equipment in trucks and heavy vehicles that can be moved to stationary generation
equipment.

13. Small hydro, hydro-storage, or biomass plants in the range of 100-500 kW may be identified as a component in a
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municipal critical operations power system and thereby deploy balance sheet offsets that get them to the financial
break-even point.
14. Expansion of municipal biomass, hydro-storage, and wind power storage systems to release fuel for standby power
for residential use.
15. Public service commission support for utility inter-ties identified as having a significant homeland security
component.
16. Public service commission granting utilities compensation for identifying circuit locations where mobile sources of
power may be injected onto the last mile of the distribution grid in 1-2 megawatt chunks.
17. The creation of, or support for small district energy systems with a critical operations power system component.
This is only a brief list of possibilities.  It may be found that simple administrative measures such as knowing where
power injection points may be, or how much fuel is available in the emergency management district at any given time
may result in significant gains in meeting the 30-day benchmark.  In any case, the concept presented here should add
new dimensions to homeland security discussions and charge the next edition of NFPA 1600 with more specifics.

The committee fees that the text would be too prescriptive.

_______________________________________________________________________________________________
1600-30     Log #CP7

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
5.4.2.2 The vulnerability of people, property, operations, the environment, and the entity shall be identified, evaluated,
and monitored.

The word operation was added to be more consistent with  other sections of the standard.

_______________________________________________________________________________________________
1600-31     Log #CP9

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
5.4.3* The entity shall conduct an analysis of the impact of the hazards identified in 5.4.2 on the following:
(1)  Health and safety of persons in the affected area. at the time of the incident (injury and death)

The committee feels that health and safety is a consideration before, during, and after an incident and
deletion of the text broaden the scpe of this section and is consistent with the committee intent.

_______________________________________________________________________________________________
1600-32     Log #CP10

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Add new text to read as follows:
5.4.5 The risk assessment shall evaluate the adequacy of existing prevention and mitigation strategies.

Risk assessment has multiple objectives, addition of the this section identifies another important
objective of risk assessment. Understanding the adequacy of prevention and mitigation enables further development of
strategies and required resources.
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_______________________________________________________________________________________________
1600-33     Log #31

_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add new text to read as follows:
5.4.5  The risk assessment shall include an analysis of the essential infrastructure elements required to

respond/recover from the event or prevent significant escalation of the damages and the impact on the
response/recovery/damages if the operational time is not met.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
 The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected. 
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the proposal is too prescriptive and overly complex.
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_______________________________________________________________________________________________
1600-34     Log #32

_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add text to read as follows:
5.4.6  The risk assessment shall include an analysis of the risk and severity escalation over time, showing key

milestones for response/recovery to be accomplished by and the risk/severity escalation that would occur if the
response/recovery time is not met.

The BIA shall identify those functions, processes, and applications that are critical to the entity and the point in
time when the impact(s) of the interruption or disruption becomes unacceptable to the entity. The BIA shall also
evaluate to what extent the severity escalates over time until the critical functions, processes, and applications are
restored to operation.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
 The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected. 
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the proposal is too prescriptive and overly complex.
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_______________________________________________________________________________________________
1600-35     Log #36

_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add new text to read as follows:
The Risk Assessment shall include an analysis of how critical the individual systems or infrastructure elements

are in comparison to each other with recommendations as to which of the following categories each system or element
should be assigned to.
Category I – Systems that have been designated to remain operational or be immediately restorable to service after the

event for emergency services to function or to prevent significant escalation of the damages.
Category II – Systems that have been designated to significantly contribute to the delivery of emergency services or

are essential for disaster recovery or to prevent significant escalation of the damages.  Category II systems are typically
restorable to operation within 4 hours.
Category III – Systems that have significant impact on the protection of life and property, but are not immediately

essential for providing emergency services or to prevent significant escalation of the damages.  Category III systems are
typically restorable to operation within 24 hours.
Category IV – Critical systems that have significant impact on the protection of life and property, but are not

immediately essential, as there are multiple systems or facilities providing the same function.  Category IV systems are
typically restorable to operation within 24 hours for the time utility power, water and sewage disposal are available to the
facility.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected.
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
The requirement for the various types of critical systems needs to align with the importance of the system to the

protection of life and property.  A set of specific requirements for the various levels of criticality needs to be included in
the article to provide direction, adequate design criteria and for consistent application.
The classifying governmental agency having jurisdiction would benefit from consistent guidelines to be use in

determining which systems in their jurisdiction should be addressed.  A gradient level of criticality provides a method to
ensure the most critical systems have the resources allocated to them so that they are available when needed to deliver
emergency services and provide for disaster recovery.  It also provides the sequence in which to make incremental
improvements most effectively.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the proposal is too prescriptive and overly complex.
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_______________________________________________________________________________________________
1600-36     Log #3

_______________________________________________________________________________________________

Ronald Holten, Chevron Corp.
Restructure the standard to more clearly describe the plans an entity is expected to have.

The standard is very loose in its descriptions of the types of plans that are needed, what they should
contain, and how they should be physically presented.  Section 5.5.1 suggests the need for the following plans:
● Strategic
● Crisis management
● Prevention
● Mitigation
● Emergency operations/Response
● Continuity
●  Recovery
Upon researching the entire standard, something is indeed said about each of these plans.  But these descriptions are

widely spread and they vary in format and level of detail.  It would be far better to have one chapter that specifically
describes the exceptions for each type of plan.
Also, entities will present these plans in different ways due to different organizational and regulatory histories and other

factors.  For example, the industry I operate in tends to merge prevention and mitigation into one plan, continuity and
recovery in another.  Crisis management usually stands alone.  Emergency response also stands alone.  Strategic
planning concepts are built into all of these plans individually rather than being presented in a separate plan.  The
standard should expand on Section 5.6.8 to clarify that flexibility like this exists.

The committee is addressing the submitters concern by 1600-63 (Log #CP36) to reorganize the
document.

_______________________________________________________________________________________________
1600-37     Log #CP11

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
5.5.3* The BIA shall identify those functions, processes, infrastructure, systems, and applications that are critical to the
entity and the point in time (Recovery Time Objective) when the impact(s) of the interruption or disruption becomes
unacceptable to the entity.

Facilities can not run without supporting infrastructure and systems.  The additional text strengthens this
requirement.  Addition of the words recovery time objective introduces a commonly acceptedterm used by business
continuity professionals.
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_______________________________________________________________________________________________
1600-38     Log #CP12

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Add text to read as follows:
5.5.4 “The BIA shall identify dependencies and interdependencies across functions, processes, and applications, to
determine the potential for compounding impacts in the event of an interruption or disruption.”

Understanding dependencies and interdependencies across the entity's functions, processes, and
applications is essential to understanding the potential impacts of an interruption or disruption of an individual function ,
process or application.

_______________________________________________________________________________________________
1600-39     Log #CP13

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
5.5. 4 5* The BIA shall evaluate the potential loss of information and the point in time (Recovery Point Objective) that
defines the potential gap between the last backup of information and the time of the interruption or disruption.

Committee added a commonly used term to enhance the understanding of this section.

_______________________________________________________________________________________________
1600-40     Log #CP14

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
The BIA developed in Section 5.5 shall be used in the development of recovery strategies and plans to support

the program.
Adding the words recovery strategies emphasizes one of the primary purposes for conducting a BIA.

_______________________________________________________________________________________________
1600-41     Log #CP15

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
The impact analysis required by 5.4.3 and the BIA required by Section 5.5 shall be permitted to be conducted in

conjunction with each other jointly or separately.
The committee added text to make the section easier to understand.
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_______________________________________________________________________________________________
1600-42     Log #33

_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add new text to read as follows:
5.6.5  The prevention strategy shall include analysis of the essential infrastructure elements required to

respond/recover from the event or prevent significant escalation of the damages and the hardening of these elements to
increase the probability they will be operational or quickly restored after the event.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
 The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected. 
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the proposal is too prescriptive and overly complex and the analysis
has already been completed.
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_______________________________________________________________________________________________
1600-43     Log #35

_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add text to read as follows:
5.6.6  The prevention strategy should include the use of the following gradient scale in the determining how critical the

individual infrastructure elements are to both responding/recovering from the event and also in mitigating further
escalation of the damages:
Category I – Systems that have been designated to remain operational or be immediately restorable to service after the
event for emergency services to function or to prevent significant escalation of the damages.
Category II – Systems that have been designated to significantly contribute to the delivery of emergency services or are
essential for disaster recovery or to prevent significant escalation of the damages.  Category II systems are typically
restorable to operation within 4 hours.
Category III – Systems that have significant impact on the protection of life and property, but are not immediately
essential for providing emergency services or to prevent significant escalation of the damages.  Category III systems are
typically restorable to operation within 24 hours.
Category IV – Critical systems that have significant impact on the protection of life and property, but are not immediately
essential, as there are multiple systems or facilities providing the same function.  Category IV systems are typically
restorable to operation within 24 hours for the time utility power, water and sewage disposal are available to the facility.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage
service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
 The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected. 
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
Therefore hardening the key pieces of the infrastructure (such as 911 Call Centers) that are required for recovery from

the event or to mitigate significant escalation of the damages should be specifically addressed as part of the Prevention
strategy.   The essential infrastructure elements should be given a priority ranking, so the most critical elements receive
the most resources.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the proposal is too prescriptive and overly complex.
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_______________________________________________________________________________________________
1600-44     Log #CP37

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
6.1 Resource Management 6.1 Requirements for Plans and Procedures
5.2 6.2 Common Plan Requirements.
5.2.1* 6.2.1* Plans shall identify and document the following:
(1) Assumption made during the planning process.
(2) functional roles and responsibilities of internal and external agencies, organizations, departments, and positions.
(3) lines of authority.
(4) the process for delegation of authority.
(5) lines of succession for the entity.
(6) liaisons to external organizations.
(7) logistics support and resource requirements.
5.2.10 6.2 The entity shall document assumptions made within the entity's functions and processes.
5.2.2* 6.3* Plans shall address the health and safety of personnel.
5.2.3* 6.4* Plans shall be individual, integrated into a single plan document, or a combination of the two.
5.2.4* 6.5* The entity shall make sections of the plans available to those assigned specific tasks and responsibilities
therein and to key stakeholders as required.
6.4 6.6 Operational Procedures.
6.4.1 6.6.1 The entity shall develop, coordinate, and implement operational procedures to support the program and
execute its plans.
6.4.2* 6.6.2* Procedures shall be established and implemented for response to and recovery from the impact of
hazards identified in 5.4.2.
6.4.3* 6.6.3*Procedures shall provide for life safety, property conservation, incident stabilization, continuity, and
protection of the environment under the jurisdiction of the entity.
6.4.4 6.6.4 Procedures shall include the following:
(1) Control of access to the area affected by the incident
(2) Identification of personnel engaged in activities at the incident
(3) Accounting for personnel engaged in incident activities
(4) Mobilization and demobilization of resources
6.4.5 6.6.5 Procedures shall include a situation analysis that incorporates a damage assessment and a needs
assessment to identify resources to support activities.
6.4.6 6.6.6 On activation of a local emergency operations center (EOC), communications and coordination shall be
established between the Incident Management System (IMS) and the EOC.
6.4.7* 6.6.7 Procedures shall allow for concurrent activities of response, continuity, recovery, and mitigation.

The document has been expanded during the processing of preceding editions generally by adding new
material to the end of existing material. This has resulted in an arrangement of requirements that are not always user
friendly to follow and requirements for dissimilar products in the same chapter.
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_______________________________________________________________________________________________
1600-45     Log #CP38

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

6.1* Resource Management 5.4 Resource Needs Assessment
6.1.1* 5.4.1* The entity shall conduct a resource management needs assessment based on the hazards identified in
5.4.2 5.2
6.1.2 5.4.2 The resource management needs assessment shall include the following:
(1)* Human resources, equipment, training, facilities, funding, expert knowledge, materials, technology, information,
intelligence, and the time frames within which they will be needed
(2) Quantity, response time, capability, limitations, cost, and liability connected with using the involved resources
(3) Resources and any needed partnership arrangements essential to the program
6.1.3* 5.4.3* The entity shall establish procedures to locate, acquire, store, distribute, maintain, test, and account for
services, human resources, equipment, materials, and facilities procured or donated to support the program.
6.1.4* 5.4.4* Facilities capable of supporting response, continuity, and recovery operations shall be identified.
6.1.5 6.11.2 Resource management shall include the following tasks:
(1) Establishing processes for describing, taking inventory of, requesting, and tracking resources
(2) Resource typing or categorizing resources by size, capacity, capability, and skill
(3) Mobilizing and demobilizing resources in accordance with the established IMS
(4) Conducting contingency planning for resource deficiencies
6.1.6 6.11.3A current inventory of internal and external resources shall be maintained.
6.1.7 6.11.4 Donations of human resources, equipment, material, and facilities shall be managed.
6.2* Mutual Aid/Assistance 5.4.1 Mutual Aid/Partnership Agreements.
6.2.1 5.4.1.2 The need for mutual aid/assistance shall be determined.
6.2.2 5.4.1.3 If mutual aid/assistance is needed, agreements shall be established.
6.2.3* 5.4.1.4* Any mutual aid/assistance agreements shall be documented.
6.3* Communications and Warning 6.6* Warning, Notification and Communications.
6.3.1 6.6.1* The entity shall determine warning, notification, and communications needs to execute plans.
6.3.2* 6.6.2* Warning, notification, and communications systems shall be reliable, redundant, and interoperable.
6.3.3* 6.6.3* The entity shall develop and test warning, notification and communications protocols and procedures
to alert people and stakeholders potentially at risk from an actual or impending incident.
6.3.4 6.6.4 Procedures shall include issuing warnings through authorized agencies if required by law.
6.3.5 6.6.5* The entity shall develop and maintain the following capabilities:(1) A structure and process for
communications to stakeholders throughout the organization as well as outside entities like emergency responders and
the media.(2) A process that ensures all information is coordinated through a central communications hub.
(3) Documentation of warnings and communications
6.5 Emergency Response 6.7 Emergency Operations/Response Plan
6.5.1* 6.7.1* Emergency operations/response plans shall assign responsibilities for carrying out specific actions in an
emergency.
6.5.2* 6.7.2* The plan shall identify actions to be taken to protect people (including those with functional needs),
property, operations, the environment, and the entity and to provide for incident stabilization.
6.5.3 6.7.3 The plan shall include the following:
(1) Communication and warning in accordance with Section 6.3 6.6
(2) Crisis communication and public information in accordance with Section 6.8 6.5
(3) Protective actions for life safety
(4) Resource management in accordance with Sections 6.1 6.11.2
and 6.2 5.4.1

(5) Donation management in accordance with 6.1.7 6.11
6.6* 6.10* Employee Assistance and Support.
6.6.1* 6.10.1* The entity shall develop a strategy for employee assistance and support to include the following:
(1) Communications procedures
(2)* Contact information, including emergency contact outside anticipated hazard area
(3) Accounting for persons affected, displaced, or injured by the incident
(4) Temporary, short-term, or long-term housing, and feeding and care of those displaced by an incident
(5) Mental health and physical well-being of individuals affected by the incident
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(6) Pre-incident and post-incident awareness
6.6.2 6.10.2 The strategy shall be flexible for use in all incidents.
6.6.3* 6.10.3*The entity shall promote Family Preparedness education and training for employees.
6.7 6.8 Business Continuity and Recovery.
6.7.1 6.8.1 The continuity plan should include recovery strategies to maintain critical or time-sensitive functions and
processes identified during the business impact analysis.
6.7.2* 6.8.2 The continuity plan shall identify stakeholders that need to be notified; critical and time-sensitive
applications; alternative work sites; vital records, contact lists, functions, and processes that must be maintained; and
personnel, procedures, and resources that are needed while the entity is recovering.
6.7.3 6.9.1 The recovery plan shall provide for restoration of functions, services, resources, facilities, programs, and
infrastructure.
6.8* 6.5 Crisis Communications and Public Information
6.8.1* 6.5.1* The entity shall develop a plan and procedures to disseminate information to and respond to requests for
information from the following audiences before, during, and after an incident:
(1) Internal audiences, including employees
(2) External audiences, including the news media, functional needs population, and stakeholders
6.8.2* 6.5.2* The entity shall establish and maintain a crisis communications or public information capability that
includes the following:
(1)* Central contact facility or communications hub
(2) Physical or virtual information center
(3) System for gathering, monitoring, and disseminating information
(4) Procedures for developing and delivering coordinated messages
(5) Pre-scripted information bulletins or templates
(6) Protocol to clear information for release
6.9 Incident Management 6.11
6.9.1* 6.11.1* The entity shall develop an incident management system to direct, control, and coordinate response
and recovery operations.
6.9.2* 6.11.2* The incident management system shall describe specific organizational roles, titles, and responsibilities
for each incident management function.
6.9.3 6.11.3 The entity shall establish procedures and policies for coordinating mitigation, preparedness, response,
continuity and recovery activities.
6.9.4 6.11.4 The entity shall coordinate the activities specified in 6.9.3 6.11.3 with stakeholders in the mitigation,
preparedness, response, continuity, and recovery operations.
6.9.5* 6.11.5* Emergency operations/response shall be guided by an incident action plan or management by
objectives.
6.10* 6.11.1 Emergency Operations Centers (EOCs)
6.10.1* 6.11.1.1 The entity shall establish primary and alternate EOCs capable of managing response, continuity, and
recovery operations.
6.10.2* 6.11.1.2 The EOCs shall be permitted to be physical or virtual.
Section 6.11* Chapter 7* Training and Education.
6.11.1* 7.1* The entity shall develop and implement a competency-based training and education curriculum that
supports all employees who have a role in the program curriculum to support the program.
6.11.2 7.2 The goal of the curriculum shall be to create awareness and enhance the knowledge, skills, and abilities
required to implement, support, and maintain the program.
6.11.3 7.3 The scope of the curriculum and frequency of instruction shall be identified.
6.11.4 7.4 Personnel shall be trained in the entity’s IMS and other components of the program to the level of their
involvement.
6.11.5 7.5 Records of training and education shall be maintained as specified in Section 4.8 4.7.
6.11.6 7.6 The curriculum shall comply with applicable regulatory and program requirements.
6.11.7* 7.5.7*A public education program shall be implemented to communicate the following:
(1) Potential hazard impacts
(2) Preparedness information
(3) Information needed to develop a preparedness plan
A.6.11* A.7.1* Training addresses known knowledge, skill, and ability requirements while education addresses
unknown knowledge, skill, and ability requirements.
Competency-based education and training program focuses on the specific knowledge elements, skills, and/or abilities
that are objective; measurable (i.e., demonstrable on the job); and, necessary to  the effective implementation of NFPA
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1600 and other requirements. Education is instruction, structured to achieve specific competency-based objectives, that
imparts primarily knowledge. Training is instruction that imparts and/or maintains the skills (and abilities such as strength
and endurance) necessary for individuals and teams to perform their assigned system responsibilities. Training
objectives should be competency-based and specify a level of proficiency that relates to the relevant competencies
(“awareness, operations, or expert”).  Proficiency is the degree of understanding of the subject matter and its practical
application through training and performance.  (Examples of competency frameworks to be added to Annex B-2).
Competency  - the specific knowledge element, skill, and/or ability that is objective and measurable (i.e., demonstrable)
on the job.  It is required for effective implementation of NFPA 1600 that leads to achieving the objectives of the
organization.

The committee added the text in new 7.1* to emphasize the goal of training and education is to achieve
competency of everyone who is needed to execute the program. The committee added this text to explain and
emphasize what a “competency” based education and training program is. The definition of Competency provides
additional explanation of the intent of the committee to emphasize competency as the goal of the education and training
program.  The document has been expanded during the processing of preceding editions generally by adding new
material to the end of existing material. This has resulted in an arrangement of requirements that are not always user
friendly to follow and requirements for dissimilar products in the same chapter.

_______________________________________________________________________________________________
1600-46     Log #11

_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:
Mutual aid/assistance agreements, if appropriate, shall be documented in the program.

Mutual aid agreements are not necessarily feasible for all organizations, especially in the private
sector.

Revise text to read as follows:
Any Mmutual aid/assistance agreements shall be documented. in the program.

The committee feels that the amended text address the submitters need.  The Submitter
approved the change.
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_______________________________________________________________________________________________
1600-47     Log #12

_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:

The entity shall determine communications and warning needs, based on required capabilities to execute plans.
Communications and warning systems shall be reliable, redundant, and interoperable.
Emergency communications and warning protocols and procedures shall be developed, tested, and used to

alert stakeholders people potentially impacted by an actual or impending incident emergency.
Advisory and warning systems shall be integrated into planning and operational use.
The entity shall develop and maintain the following capabilities:

(1) Communications between the levels and functions of the organization and outside entities
(2) Documentation of communications (3) Communications with emergency responders (4) Central contact facility or

communications hub
(1) A structure and process for communications to stakeholders throughout the organization as well as outside entities

like emergency responders and the media.
(2) A process that ensures all information is coordinated through a central contact facility or communications hub

The entity shall establish, implement, and maintain procedures to disseminate warnings and requests for
information.

The entity shall develop procedures to advise the pub- lic, through authorized agencies, of threats to life,
property, and the environment.
6.3.8* The entity shall disseminate warning information to stakeholders potentially impacted.
6.3.9 The entity shall document issued warnings.
[Note:  It would make sense to move section 6.3 closer to section 6.8 to position the communications sections closer

together.  Is this something we can consider please?]
Revised wording is meant to further clarify this section of the standard and remove unnecessarily

confusing language.

See revised text for 6.3 and 6.8 and action on 1600-48 (Log #4).

_______________________________________________________________________________________________
1600-48     Log #4

_______________________________________________________________________________________________

Jo Robertson, Falls Church, VA
Revise text as follows:

The entity shall develop and maintain the following capabilities:
(1) Communications between the levels and functions of the organization and outside entities
(1) A structure and process for communications to stakeholders throughout the organization as well as outside entities

like emergency responders and the media.
(2) A process that ensures all information is coordinated through a central communications hub.
(2) Documentation of communications
(3) Communications with emergency responders
(4) Central contact facility or communications hub

Wording throughout the communications sections should be clearer and more concise with less
confusing overlap.  Recommendations should be consistent with guidance.
Original 6.3.5 (2) text has been struck because it repeats 6.3.8 as rewritten.
Original 6.3.5 (3) text has been struck because it repeats the rewrite of 6.3.5 (1).
Original 6.4.5 (4) text has been reworded more clearly with 6.3.5 (2).

See revised text for 6.3 and 6.8.
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_______________________________________________________________________________________________
1600-49     Log #5

_______________________________________________________________________________________________

Doug Harrison, Georgian Emergency Management & Associates, Inc
Delete entire section.  Insert new section as follows:

6.4 Plans and Procedures
6.4.1 The entity shall develop, coordinate, maintain an implement plans and procedures to support the emergency

management program.  Plans detail policies, basic concepts, organizational structures and roles and responsibilities.
Procedures are more detailed and outline specific steps and actions to implement various functions (e.g. public alerting,
EOC activation, etc.)
6.4.2 Emergency management program plans for program elements (or components) include a prevention plan, a

mitigation plan, emergency response/operations plan, recovery plan and continuity plan.  Each of these plans contains
appropriate content for the hazards and risks identified in the hazard and risk assessment process.   Emergency
management program administrative plans included a strategic plan and annual business plan.
6.4.3 Procedures shall be developed to detail specific steps and actions for each plan element (component) as

necessary.  Emergency response/operations procedures shall detail arrangements between emergency operations
centers and the various components of the Incident Management System.
6.4.4 A plan and procedure shall be developed to access the situation and impact for each identified hazard in the

event of an emergency incident.  The situational analysis shall include content for damage and needs assessments and
identify emergency response and recovery activities by priority.
6.4.5 Emergency response/operations procedures shall allow for the concurrent activities of mitigation, response,

recovery and continuity during the emergency incident.
Procedures are different from plans and have been explained in the revised text.  A variation of this

suggestion could be a separate section for plans and procedures.  Plans and procedures must also be related to the
modern emergency management all hazards comprehensive program.

The committee feels that the text is already covered in the document and recommendation
would delete valuable information.

_______________________________________________________________________________________________
1600-50     Log #CP16

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
On activation of a local emergency operations center (EOC), communications and coordination shall be

established between the Incident Management System (IMS) and the EOC.
The committee spelled out Incident management system.

_______________________________________________________________________________________________
1600-51     Log #CP17

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
The plan shall identify actions to be taken to protect people (including those with functional special needs),

property, operations, and the environment, and the entity and to provide for incident stabilization.
The committee changed the word special needs to functional needs.
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_______________________________________________________________________________________________
1600-52     Log #13

_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:
6.5.3 The plan shall include the following:
(1) Communication and warning in accordance with Section 6.3
(2) Crisis communication and public information in accordance with Section 6.8
(3) Protective actions for life safety
(4) Direction and control in accordance with Section 6.8
(5) Resource management in accordance with Sections 6.1

and 6.2
(6) (5) Donation management in accordance with 6.1.7

(4) is an unnecessary duplication of (2) and should be removed.

Revise text to read as follows:
6.5.3 The plan shall include the following:

(1) Communication and warning in accordance with Section 6.3
(2) Crisis communication and public information in accordance with Section 6.8
(3) Protective actions for life safety
(4) Direction and control in accordance with Section 6.8
(5) Resource management in accordance with Sections 6.1

and 6.2
(6) (5) Donation management in accordance with 6.1.7

Error in reference to 6.8 the reference should be 6.9 or what ever the new number may be.
Keep and Correct the text.

_______________________________________________________________________________________________
1600-53     Log #CP33

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Add text to read as follows:
6.6.3* The entity shall promote Family Preparedness education and training for employees.

The committee introduced this requirement for family preparedness because the availability of
employees may be dependent on the preparedness of the employees’ families.
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_______________________________________________________________________________________________
1600-54     Log #48

_______________________________________________________________________________________________
Paul Dimond, University of California, Berkeley

Add text to read as follows:

* The continuity plan shall identify stakeholders that need to be notified; critical and time-sensitive applications;
alternative work sites; vital records, contact lists, processes, and functions that must be maintained; and personnel,
procedures, and resources that are needed while the entity is recovering.

The recovery plan shall provide for restoration of functions, services, resources, facilities, programs, and
infrastructure.

Both continuity and recovery plans shall identify the mitigation and preparedness elements needed to support
continuity and recovery.

The addition of this sentence is meant to counter a common misconception:  that continuity & recovery
plans consist primarily of procedures to follow after a disruptive event occurs.  In fact, a key insight about continuity &
recovery planning is that the most effective and least costly strategies generally require actions in advance.  For
example,
-- If temporarily working from home is a continuity strategy for some employees, those employees should practice doing
so in advance, to ensure that they can access & operate the needed systems from home.
-- If paper records are vital to the business, those records should be stored off the floor (against flooding) or in
fire-resistant cabinets (against fire) or replaced with electronic records (against all hazards).
-- If essential skills are possessed uniquely by one employee, another employee should be cross-trained ahead of time
to perform that employee’s tasks if needed.

Indeed, the organizational resilience that supports effective continuity & recovery is achieved mainly in advance of the
disruptive event;  plans that specify post-event procedures, while important, may be difficult to implement without
pre-event mitigation & preparedness.

The committee feels that throughout the standard that preparedness before the incident and
resources to support continuity and and recovery actions.

_______________________________________________________________________________________________
1600-55     Log #CP18

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Add text to read as follows:
6.7.1 The continuity plan should include recovery strategies to maintain critical or time-sensitive functions and processes
identified during the business impact analysis.
Renumber 6.7.1 to 6.7.2.
Renumber 6.7.2 to 6.7.3.

This new section specifies or adds detail to the requirements for the continuity plan.
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_______________________________________________________________________________________________
1600-56     Log #14

_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:

The entity shall develop a crisis communications plan and procedures to gather and disseminate and respond to
requests for pre-incident, incident, and post-incident information to and from emergency or crisis information to the
following:

(1) Internal audiences including employees
(2) External audiences including the media and special needs populations

A capability shall be established and maintained to The entity’s crisis communications capability shall include
the following:

(1)*Central notification point contact facility
(2) System for gathering, monitoring, and disseminating gathering and monitoring information
(3) Procedures for developing and delivering coordinated messages
(4) Pre-scripted information bulletins or templates
(5) Protocol to coordinate and clear information for release

The entity shall establish a physical or virtual information center.

Revised wording is meant to further clarify this section of the standard and remove unnecessarily
confusing language.

See revised text for 6.3 and 6.8 and action on 1600-48 (Log #4).

_______________________________________________________________________________________________
1600-57     Log #CP20

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise title to read as follows:
Chapter 7 Testing and Exercises Exercises and Testing

The committee feels that the change in the name is more appropriate since exercising comes before
testing during the evaluation of a plan.

_______________________________________________________________________________________________
1600-58     Log #CP21

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Change the order of the wording from "testing and exercise" to "exercise and testing".
Committees intent to be consistent with the use of the terms.
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_______________________________________________________________________________________________
1600-59     Log #CP30

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise title to read as follows:

The committee wanted to emphasize the importance of training and education by making it its own
chapter.
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_______________________________________________________________________________________________
1600-60     Log #CP39

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Chapter 7 Testing and Exercises Chapter 8 Exercises and Testing
7.1 8.1 Entity Evaluation
The entity shall evaluate program plans, procedures, and capabilities and promote continuous improvement through
periodic testing and exercises.
7.2* 8.2 Exercise Evaluation.
Exercises shall be designed to evaluate program plans, procedures, and capabilities.
7.3* 8.3 Exercise Methodology
Exercises shall provide a standardized methodology to practice procedures and interact with other entities (internal and
external) in a controlled setting.
7.4 Frequency
7.4* 8.4* Testing and exercises shall be conducted on the frequency needed to establish and maintain required
capabilities. Exercises and tests shall be conducted on the frequency needed to establish and maintain required
capabilities.
A.8.4* A minimum annual frequency of exercising or testing is recommended where no set time period is established.

8.5 Test Evaluation Tests shall be designed to demonstrate capability and maturity of program plans, procedures, and
strategies. Tests will follow the same design flow as exercises but will distinguish the end results of the test as pass or
fail.
8.6 Test Evaluation.
Tests shall be designed to demonstrate capability and maturity of program plans, procedures, and strategies. Tests will
follow the same design flow as exercises but will distinguish the end results of the test as pass or fail.
7.5 Exercise Design 8.7 Design of Exercises and Testing
(1) Ensure the safety of people, property, operations, and the environment,   involved in the exercise or testing.
(2) Evaluate the program
(3) Identify planning and procedural deficiencies
(4) Test or validate recently changed procedures or plans
(5) Clarify roles and responsibilities
(6) Obtain participant feedback and recommendations for program improvement
(7) Measure improvement compared to performance objectives
(8) Improve coordination between internal and external teams, organizations, and entities
(9) Validate training and education
(10) Increase awareness and understanding of hazards and the potential impacts of hazards on the entity

(11) Identify additional resources and assess the capabilities of existing resources, including personnel and equipment
needed for effective response and recovery.
(12) Assess the ability of the team to identify, assess, and direct an incident
(13) Practice the deployment of teams and resources to manage an incident
(14) Improve individual performance

The committee added the Entity Evaluation text to emphasize the goal of maintenance and reviews
should be continuous improvement.  The committee added the Exercise Methodology text to emphasize exercises may
involve and should involve if possible involve both internal and external resources.  The committee added the Test
Evaluation text to further define requirements for tests and to differentiate tests from exercises.  The committee added
the Test Methodology text to further define requirements for tests and to differentiate tests from exercises.  The
committee did not want to add the requirement of annual testing to the body of the standard, but felt that it is still good
guidance. The committee added the subparts (12 -14) to new 8.7 to further define what the exercise program should
accomplish.

37Printed on  9/23/2011



Report on Proposals  –  November 2012 NFPA 1600
_______________________________________________________________________________________________
1600-61     Log #18

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calument

Revise text to read as follows:

Exercises shall be designed to do the following:
(1) Insure the safety of people, property, and processes involved in the exercise or testing.
(2) Evaluate the program
(3) Identify planning and procedural deficiencies
(4) Test or validate recently changed procedures or plans
(5) Clarify roles and responsibilities
(6) Obtain participant feedback and recommendations for program improvement
(7) Measure improvement compared to performance objectives
(8) Improve coordination between internal and external teams, organizations, and entities
(9) Validate training and education
(10) Increase awareness and understanding of hazards and the potential impacts of hazards on the entity
(11) Identify additional resources and assess the capabilities of existing resources, including personnel and equipment

needed for effective response and recovery.
If an injury occurs during an exercise or testing, the event must stop and will have an undesirable

outcome; the injury becomes the outcome. At best, part of the team is lost because of the injury. At worst, the team
member will have to be replaced. If a team member is replaced, the team is disrupted; the training must be "replaced"
with a new team member, and new teamwork relations must be established. The time spent on the exercise might result
in the participants learning the wrong objective: "I am going to get hurt if I do it that way." The decision might be reached
in error that the tactics and procedures used when the injury occurred are incorrect just because someone was hurt, not
because the "wrong" tactic was chosen. Injuring someone during an exercise or testing is not acceptable.

Revise text to read as follows:

Exercises shall be designed to do the following:
(1) Ensure the safety of people, property, operations, and the enviroment,   involved in the exercise or testing.
(2) Evaluate the program
(3) Identify planning and procedural deficiencies
(4) Test or validate recently changed procedures or plans
(5) Clarify roles and responsibilities
(6) Obtain participant feedback and recommendations for program improvement
(7) Measure improvement compared to performance objectives
(8) Improve coordination between internal and external teams, organizations, and entities
(9) Validate training and education
(10) Increase awareness and understanding of hazards and the potential impacts of hazards on the entity
(11) Identify additional resources and assess the capabilities of existing resources, including personnel and equipment

needed for effective response and recovery.
Change the text to maintain consistency with the document.
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_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Revise text to read as follows:

Chapter 7 is entitled “Testing and Exercises” but the 2010 Edition does not include a section designing
testing.

_______________________________________________________________________________________________
1600-63     Log #CP31

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise title to read as follows:
Chapter 8  Program Maintenance and Improvement

The change in chapter title identifies the maintenance content of the chapter in addition to the
improvement content.
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_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Chapter 8 Program Maintenance and Improvement Chapter 9 Program Maintenance and
Improvement
8.1* 9.1* Program Reviews.
The entity shall evaluate its policies, program, procedures, and capabilities in accordance with the performance
objectives.
8.1.1 9.1.1 The entity shall improve effectiveness of the program through evaluation of the implementation of changes
resulting from preventive and corrective action.
8.1.2* 9.1.2* Evaluations shall be conducted on a regularly scheduled basis, and when the situation changes to
challenge the effectiveness of the existing program.
8.1.3 9.1.3 The program shall also be re-evaluated when any of the following occur:
(1) Regulatory changes
(2) Changes in hazards and potential impacts
(3) Resource availability or capability changes
(4) Organizational changes
(5)* Funding changes
(6) Infrastructure including technology environment.
(7) Economic and geopolitical changes.
(8) Operational changes
8.1.4 9.1.4 Reviews shall be conducted based on post-incident analyses, lessons learned, and operational
performance.
8.1.5 9.1.5 The entity shall maintain records of its reviews and evaluations, in accordance with the records
management practices developed under Section 4.8.
8.1.6 9.1.6 Documentation, records, and reports shall be provided to management for review and follow-up.
8.2* 9.2* Corrective Action.
8.2.1* 9.2 .1* The entity shall establish a corrective action process.
8.2.2* 9.2.2* The entity shall take corrective action on deficiencies identified.
8.3 9.3 Continuous Improvement.
8.3.1 9.3.1 The entity shall effect continuous improvement of the program through the use of program reviews and the
corrective action process.

The document has been expanded during the processing of preceding editions generally by adding new
material to the end of existing material. This has resulted in an arrangement of requirements that are not always user
friendly to follow and requirements for dissimilar products in the same chapter.
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_______________________________________________________________________________________________
Jo Robertson, Falls Church, VA

Revise text to read as follows:
The program shall should also be re-evaluated when any of the following occur:

(1) Regulatory changes
(2) Changes in hazards and potential impacts
(3) Resource availability or capability changes
(4) Organizational changes
(5)*Funding changes
(6) Infrastructure, economic, and geopolitical changes
(7) Changes in products or services
(8) Operational changes

Regulatory changes (1) that don’t impact the organization shouldn’t necessarily trigger a program
re-write.  Similarly, a well-created program won’t change because of a political election in the country where the
organization operates.
This statement just seems overly prescriptive.  “Should” (rather than “shall”) seems more in alignment with the intention

of this section.

Revise text to read as follows:
The program shall also be re-evaluated when any of the following impact the entity's program:

(1) Regulatory changes
(2) Changes in hazards and potential impacts
(3) Resource availability or capability changes
(4) Organizational changes
(5)*Funding changes
(6) Infrastructure, economic, and geopolitical changes
(7) Changes in products or services
(8) Operational changes
Occurrence of any of the following impacts the entity’s program.

The committee and the submitter agreed that the change in text would clarify the requirements
in the section.

_______________________________________________________________________________________________
1600-66     Log #CP22

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:
8.1.3
(6) Infrastructure, economic, and geopolitical changes including technology environment.
(7) Changes in products or services Economic and geopolitical changes

8.3 Continuous Improvement.
8.3.1 The entity shall effect continuous improvement of the program through the use of program reviews and the
corrective action process.

Committee wanted to separate infrastructure from economic and geopolitical changes because of their
differences.  The committee added technology environment because changes in technology can have a significant
impact on the entity's program.
Continuous improvement was added to emphasize that that reviews and corrective actions should be a continuous
process.
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_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

8.1* Program Reviews.
8.1 The entity shall evaluate its policies, program, procedures, and capabilities in accordance with the performance
objectives.
8.1.1  The entity shall improve effectiveness of the program through management review of the policies, performance
objectives, evaluation of the program implementation, and of changes resulting from preventive and corrective action.
8.1.2* Reviews Evaluation shall be conducted on a regularly scheduled basis, and when the situation changes to
challenge the effectiveness of the existing program.

The committee wanted to emphasize the use of performance objectives as criteria for evaluation of the
program by making it its own section.

_______________________________________________________________________________________________
1600-68     Log #CP43

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

****Insert Include 1600_LCP43_R Here****
The document has been expanded during the processing of preceding editions generally by adding new

material to the end of existing material.  This has resulted in an arrangement of requirements that are not always user
friendly to follow and requirements for dissimilar products in the same matter.

_______________________________________________________________________________________________
1600-69     Log #30

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

New text to read as follows:

The application of within the private sector is described in detail in a handbook,
written by members of the Technical Committee on Emergency Management

and Business Continuity, who are responsible for the standard. This handbook is available from the NFPA catalog of
publications at www.nfpa.org.

The submitter motioned to reject the proposal because the reference to the handbook is
already in Annex E.
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Revise Annex A to read as follows: 

A.1.1 The emergency management and business continuitycommunity comprises many 

different entities, including the government at distinct levels (e.g., federal, state/provincial, 

territorial, tribal, indigenous, and local levels); business and industry; not for profit, 

nongovernmental organizations; and individual citizens. 

 

Each of these entities has its own focus, unique missions and responsibilities, varied resources 

and capabilities, and operating principles and procedures.  

 

A.1.2  

A.1.2 This standard promotes a common understanding of the fundamentals of planning and 

decision making to help entities examine all hazards and produce an integrated, coordinated, 

and synchronized program for Disaster/Emergency Management and Business Continuity. 

 

A.1.3 The application of NFPA 1600 within the private sector is described in detail in a 

handbook, Implementing NFPA 1600, National Preparedness Standard, written by members of 

the Technical Committee on Emergency Management and Business Continuity. This handbook 

is available from the NFPA catalog of publications 

at www.nfpa.org. 

 

A.3.2.1 Approved. The National Fire Protection Association does not approve, inspect, or 

certify any installations, procedures, equipment, or materials; nor does it approve or evaluate 

testing laboratories. In determining the acceptability of installations, procedures, equipment, or 

materials, the author- ity having jurisdiction may base acceptance on compliance with NFPA or 

other appropriate standards. In the absence of such standards, said authority may require 

evidence of proper  installation, procedure, or use. The authority having jurisdiction may also 

refer to the listings or labeling practices of an organization that is concerned with product 

evaluations and is thus in a position to determine compliance with appropriate standards for the 

current production of listed items. 

 

A.3.2.2 Authority Having Jurisdiction (AHJ). The phrase ―authority having jurisdiction,‖ or 

its acronym AHJ, is used in NFPA documents in a broad manner, since jurisdictions and 

approval agencies vary, as do their responsibilities. Where public safety is primary, the 

authority having jurisdiction may be a federal, state, local, or other regional department or 

individual such as a fire chief; fire marshal; chief of a fire prevention bureau, labor department, 

or health department; building official; electrical inspector; or others having statutory authority. 

For insurance purposes, an insurance inspection department, rating bureau, or other insurance 

company representative may be the authority having jurisdiction. In many circumstances, the 

property owner or his or her designated agent assumes the role of the authority having 

jurisdiction; at government installations, the commanding officer or departmental official may 

be the authority having jurisdiction.  

 

A.3.3.2 Business Continuity. Another term for business continuity is operational continuity or 

continuity of operations (COOP).   

 

A.3.3.4 Continuity. An evolving concept that is linked to continuity is resilience. 

Organizational resilience is the ability of an entity to respond to the impact of an incident, 

continue to provide a minimum acceptable level of service in the immediate aftermath of the 

incident, and thereafter return conditions to a level that is acceptable to the entity. 

http://www.nfpa.org/
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Entities generally are interdependent with a wider community.  To ensure that the 

community(ies) in which the entity operates is resilient, entities should work with local 

stakeholders (including public, private, and voluntary organizations) to promote emergency 

management and business continuity processes. Entities that outsource any of their facilities or 

services should assist their suppliers in developing and maintaining these processes, and 

evaluate requiring their suppliers to maintain programs to assure organizational resilience to 

emergencies and disasters. Providing generic advice as well as more detailed assistance on a 

one-to-one basis to external stakeholders can ensure that businesses and government are 

resilient and can quickly restore a community‘s ability to function normally after an incident. 

The underlying strategy is to bring together all sectors to collaborate and share good practice.  

This concept can be referred to as community resilience. 

 

A.3.3.9 Exercise. Exercise is the principal means of testing a program‘s ability to implement its 

response procedures. It allows the entity and stakeholder organizations to practice procedures 

and interact in a controlled setting. Participants identify and make recommendations to improve 

the overall program. The fundamental purpose is to improve the implementation of procedures. 

In support of that goal, an exercise should be used to achieve the following: 

(1) Reveal planning weaknesses and strengths in the plan or standard operating 

procedures/standard operating guidelines (SOP/SOG), or to test and validate recently changed 

procedures 

(2) Improve the coordination between various response organizations, elected officials, and 

community support organizations 

(3) Validate the training of the critical elements of response (e.g., incident command, hazard 

recognition, evacuation, decontamination) 

(4) Increase the entity‘s general awareness and understanding of the hazards present 

(5) Identify additional resources, equipment, or personnel needed to prepare for and respond to 

an incident  

 

Exercises include activities performed for the purpose of training and conditioning team 

members and personnel in appropriate responses, with the goal of achieving maximum 

performance. 

 

An exercise may involve the simulation of a response or operational continuity incident, may be 

announced or  unannounced, and may involve participant role play in order to identify those 

issues that might arise, prior to a real invocation.  

 

A.3.3.11 Incident. Over the past 50 years, social scientists have studied disasters and have 

concluded that disasters are both quantitatively and qualitatively different from day-to-day 

incidents or emergencies. For example, during disasters, responding entities are forced into 

more and different kinds of interactions with other groups and may lose some of their autonomy 

and direct control over their own functioning. Other differences include the crossing of 

jurisdictional boundaries; a more coordinated relationship among public and private sector 

entities becomes necessary, and, performance standards for responding entities change to reflect 

disaster-relevant priorities. (Source: Major Criteria for Judging Disaster Planning and 

Managing and Their Applicability in Developing Societies) 

A.3.3.13 Incident Management System (IMS). The incident management system is based on 

effective management characteristics which can be used by the public and private sector.  In 

order for an IMS to work effectively  each management characteristic must contribute to the 

strength and efficiency of the overall system. 
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A description of management characteristics follows. 

 

Common Terminology. Common terminology allows diverse incident management and support 

entities to work together across a wide variety of incident management functions and hazard 

scenarios. This common terminology is covered in the paragraphs that follow. 

 

Organizational Functions. Major functions and functional units with domestic incident 

management responsibilities are named, and defined terminology for the organizational 

elements involved is standard and consistent. The incident management organization establishes 

a process for gathering, sharing, and managing incident-related information and intelligence. 

 

Modular Organization. The organizational structure develops in a top-down, modular fashion 

that is based on the size and complexity of the incident, as well as the specifics of the hazard 

environment created by the incident. Where needed, separate functional elements can be 

established, each of which can be further subdivided to enhance external organizational 

management and external coordination. 

 

Comprehensive Resource Management. Maintaining an accurate and up-to-date picture of 

resource utilization is a critical component of domestic incident management. Resource 

management includes processes for categorizing, ordering, dispatching, tracking, and recovering 

resources. It also includes processes for reimbursement for resources, as appropriate. Resources 

are defined as personnel, teams, equipment, supplies, and facilities available or potentially 

available for assignment or allocation in support of incident management and emergency 

response activities. Personnel and equipment should respond only when requested or when 

dispatched by an appropriate authority. 

 

Incident Facilities. Various types of operational locations and support facilities are established 

in the vicinity of an incident to accomplish a variety of objectives, such as decontamination, 

donated goods processing, mass care, and evacuation. Typical pre-designated facilities include 

incident command posts, bases, camps, staging areas, mass casualty triage areas, and other 

facilities as required. 

 

Management by Objectives. Management by objectives represents an approach that is 

communicated throughout the entire organization. This approach includes establishing 

overarching objectives for the following: 

 

(1) Developing and issuing assignments, plans, procedures, and protocols 

(2) Establishing specific, measurable objectives for various incident management functional 

activities, and directing efforts to attain them, in support of defined strategic objectives 

(3) Documenting results to measure performance and facilitate corrective action 

 

Reliance on an Incident Action Plan. Incident action plans (IAPs) provide a coherent means of 

communicating the overall incident objectives in the context of both operational and support 

activities. 

 

Manageable Span of Control. Span of control is key to effective and efficient incident 

management. Although effective private sector span of control varies, the span of control for 

public sector incident management supervisory responsibility is typically identified as ranging 

from three to seven subordinates. The type of incident, nature of the task, hazards and safety 
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factors, and distances between personnel and resources all influence span of control 

considerations. 

 

Integrated Communications. Incident communications are facilitated through the development 

and use of a common communications plan and interoperable communications processes and 

architectures. This integrated approach links the operational and support units of the various 

agencies involved and is necessary to maintain communications connectivity and discipline and 

to enable common situational awareness and interaction. Preparedness planning has to address 

the equipment, systems, and protocols necessary to achieve integrated voice and data incident 

management communications. 

 

Establishment and Transfer of Command. The command function has to be clearly established 

from the beginning of incident operations. The agency with primary jurisdictional authority 

over the incident designates the individual at the scene responsible for establishing command. 

When command is transferred, the process must include a briefing that captures all essential 

information for continuing safe and effective operations. 

 

Chain of Command and Unity of Command. Chain of command refers to the orderly line of 

authority within the ranks of the incident management organization. Unity of command means 

that every individual has a designated supervisor to whom he or she reports at the scene of the 

incident. These principles clarify reporting relationships and eliminate the confusion caused by 

multiple, conflicting directives. Incident managers at all levels have to be able to control the 

actions of all personnel under their supervision. 

 

Unified Command (UC). In incidents involving multiple jurisdictions, a single jurisdiction with 

multi-agency involvement, or multiple jurisdictions with multi-agency involvement, unified 

command allows agencies with different legal, geographic, and functional authorities and 

responsibilities to work together effectively without affecting individual agency authority, 

responsibility, or accountability. 

 

Although a single Incident Commander normally handles the command function, an Incident 

Management System (IMS) organization may be expanded into a Unified Command (UC). The 

UC is a structure that brings together the "Incident Commanders" of all major organizations, 

which could include personnel from both private and public sectors involved in the incident in 

order to coordinate an effective response while at the same time carrying out their own 

jurisdictional responsibilities. The UC links the organizations responding to the incident and 

provides a forum for these entities to make consensus decisions. Under the UC, the various 

jurisdictions and/or agencies and non-government responders may blend together throughout 

the operation to create an integrated response team.  

 

A.3.3.*  Measurement: 

Formative evaluation:  
A process designed to further shape the direction, strategy and tactics of the entity being 

evaluated, and provide feedback that will result in positive system change rather than focus 

upon shortcomings as failure: ―evaluations are intended – by the evaluator – as a basis for 

improvement‖ (Scriven, 1996) 

Summative evaluation:  
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A process designed to provide a composite judgment of all evaluated aspects of the entity, 

hence the term ―summative.‖ The primary purpose for this type of evaluation is to provide a 

definitive statement, essentially a ―grade‖ that stands as the judgment of merit for the evaluated 

entity (adapted from Scriven, 1980) 

Input measure:  
Input evaluation measures the quality as well as the quantity of resources applied to the system 

(i.e., ―inputs‖). An input is effort, funding, personnel and materiel resources. 

Process measure:   

A process is a defined activity, related to planning and/or implementation, carried out to achieve 

the objectives of the program. It is therefore also referred to as an ―implementation‖ measure. 

Process evaluation focuses on these activities as critical components of the system and/or 

program 

Output measure:  Courtesy Barbera, J., ICDRM GWU 

A process is a defined activity, related to planning and/or implementation, carried out to achieve 

the objectives of the program. It is therefore also referred to as an ―implementation‖ measure. 

Process evaluation focuses on these activities as critical components of the system and/or 

program 

Outcome measure:  Courtesy Barbera, J., ICDRM GWU 

An outcome is the actual final result of the system performance under the circumstances in 

which the system is being used. The outcomes may be goods and/or services but are commonly 

some defined endpoint or result. Outcome metrics in an emergency management program are 

defined by the overall system‘s goals and objectives, and the outcome measures can be assessed 

against these objective and measurable endpoints. 

Performance Measure:  Courtesy of Barbera, J., ICDRM GWU 

The specific data sets, objective observations, or other findings captured during the 

performance-based evaluation process. Performance measures may address the adequacy of 

resources applied to the program (inputs), the type, level, and quality of program activities 

conducted (process), the direct products and services delivered by the program (outputs), or the 

results of those products and services (outcomes).See ―metrics, performance.‖ 

 

A.3.3.16 Mutual Aid/Assistance Agreement. The term mutual aid/assistance agreement, as 

used herein, includes cooperative agreements, partnership agreements, memoranda of 

understanding, intergovernmental compacts, or other terms commonly used for the sharing of 

resources. 

 

A.3.3.18 Prevention. The term prevention refers to activities, tasks, programs, and systems 

intended to avoid or intervene in order to stop an incident from occurring. Prevention can apply 

both to human-caused incidents (such as terrorism, vandalism, sabotage, or human error) and 

naturally occurring incidents. Prevention of human-caused incidents can include applying 

intelligence and other information to a range of activities that includes such countermeasures as 

deterrence operations; heightened inspections; improved surveillance and security operations; 

investigations to determine the nature and source of the threat; and law enforcement operations 

directed at deterrence, preemption, interdiction, or disruption. Naturally occurring incidents 

such as floods can be ―prevented‖ from causing harm by prohibiting people from building 

structures in areas prone to flooding. While the flooding cannot be stopped, the impact is. 

 

A.3.3.19 Recovery. Recovery programs are designed to assist victims and their families, restore 

institutions to suitable economic growth and confidence, rebuild destroyed property, and 

reconstitute government operations and services. Recovery actions often continue long after the 
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incident itself. Recovery programs include mitigation components designed to avoid damage 

from future incidents. 

 

A.3.3.20 Resource Management. Resource management is a system for identifying available 

resources at all jurisdictional levels to enable timely and unimpeded access to resources needed 

to prepare for, respond to, or recover from an incident. This system includes a process for 

identifying, categorizing, ordering, mobilizing, tracking, and recovering and demobilizing 

resources, as well as a process for reimbursement for resources, as appropriate. See ASTM WK 

1652, Standard Guide for Resource Management in Emergency Management and Homeland 

Security. 

 

A.3.3.21 Response. The term response of an entity refers to the response of an entity to an 

incident or other significant event that might impact the entity. Activities, tasks, programs, and 

systems can include the preserving of life, meeting basic human needs, preserving business 

operations, and protecting property and the environment. An incident response can include 

evacuating a facility, conducting damage assessment, initiating recovery strategies, and any 

other measures necessary to bring an entity to a more stable status. 

 

A.4.1  Leadership should identify and have access to applicable legal, regulatory, and other 

requirements to which the organization subscribes that are related to the organization's hazards, 

threats, and risks that are associated with its facilities, activities, functions, products, services, 

and supply chain, the environment, and stakeholders. The way these requirements apply to its 

hazards, threats, and risks, and their potential impact should be determined. The organization 

should document this information and keep it up to date.  

A.4.2  It is not the intent of this standard to restrict the users to program coordinator titles. It is 

recognized that different entities use various forms and names for their program coordinator 

who performs the functions identified in the standard. An example of a title for the public sector 

is emergency manager, and an example of a title for the private sector is business continuity 

manager.  

A.4.2.2  Certification programs for emergency managers and business continuity professionals 

can be found in the DRII Professional Practices for Business Continuity Practitioners and the 

CEM® program. 

 

 

A.4.3  Professional qualifications for emergency managers and business continuity 

professionals can be found in the DRII Professional Practices for Business Continuity 

Practitioners and the CEM® program.  

 

A.4.3.1  Mandating that an entity have a program committee will, in some cases, violate the 

authorities under which the emergency management entity is established. Those organizations 

that can have, or want to have, a program committee that will provide advice and guidance 

should be encouraged to do so. 

Advisory committees are administrative and assist the program coordinator in developing 

administrative priorities and in developing pre-incident resource allocation priorities, and, while 

the program committee and the program coordinator should be in agreement concerning such 

priorities, the program coordinator should have the final authority in deciding the course of the 

program during day-to-day operations. The program committee is for administrative activities 
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and, unless identified as having a functional role or responsibility during incidents, is not 

consulted. 

All state and local emergency management entities report to a higher authority and might 

include governors, adjutant generals, chief law enforcement officers, county commissions, or 

city commissions. These authorities set the agendas for emergency management activities, and a 

program committee might not be appropriate.  

 

A.4.3.3  When determining the representation on the program committee, consideration should 

be given to public sector representation on a private sector committee and vice versa. This will 

help to establish a coordinated and cooperative approach to the program.  

 

A.4.4(2)  The goals and objectives should be consistent with the entity‘s policy, vision, mission 

statement, roles and responsibilities, and enabling authority. Consideration should also be given 

to financial constraints, management support, regulatory requirements, and codes of practice.  

 

A.4.4 (7) The entity should establish a change management process (i.e., a process involving all 

sectors of an entity‘s operations in which changes to the operations are reflected in the plan and, 

vice versa, changes in the plan are reflected in the entity‘s operations). 

 

A.4.5.1  Industry codes of practices and guidelines should also be considered. In the private 

sector, corporate policy may dictate the directives that must be followed.  

 

A.4.5.2  The entity should consider local cultural and religious customs when developing the 

program.  

 

A.4.5.3  If, through exercise or incident analysis, program evaluation, or corrective action, 

limitations in the necessary laws and applicable authorities are discovered, a formal process 

should exist to amend them. This procedure should include an understanding of the procedures 

to influence the necessary changes to applicable legislation, policies, directives, standards, and 

industry codes of practice. 

 

In the case of public/ private entities, consideration should be made for periodic review of 

existing legislation, regulations, codes, and authorities to determine whether adequate flexibility 

exists to accommodate evolving programmatic policy or if new legislation should be developed 

and introduced through a legislative initiative. This is particularly relevant as program 

requirements change to comply with changing roles and relationships in and among varying 

levels of government. 

For example, the entity might have the appropriate authority to conduct emergency operations 

but lack authority to take action prior to an event to mitigate the occurrence or the recurrence of 

an incident. In other cases, additional authorities could be needed to generate the necessary 

revenue to sustain a viable program or to create a standing contingency fund to adequately 

support an emergency operation. 

 

Evolving best practices should be incorporated in the public and private sectors as applicable.  

 

A.4.6.1 Performance objectives should be established for all elements in the program and 

should be linked to human performance. Without well-written performance objectives, 

measurement of performance and evaluation, when the performance is compared to criteria to 

determine if the performance meets expectations, is impossible.  Performance objectives should 

contain the following three essential parts: 
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(1) Performance. Specific identification of expected behavior that is observable and 

measurable. If the specific behavior is based on expected knowledge (cognitive process) 

or attitudes (emotions, feelings), indicator behaviors must be used, because knowledge 

and attitude performance objectives are not directly observable and, therefore, are not 

measurable. An indicator behavior is observable and is based on either cognitive or 

emotional processes. 

 

(2) Conditions. Specific identification of the exact location, tools, the equipment used, 

and so forth, will be part of the observable, measurable behavior.  

 

(3) Criteria. Specific criteria that will be compared with the observed behavior to 

determine if the performance objectives have been achieved during the expected 

behavior.  

 

Performance improvement is based on the following two distinct but interrelated functions:   

 

(1) Measurement, sometimes called ―assessment‖ or ―observation,‖ is the function in 

which the personnel accurately determine exactly what organizational performance has 

occurred. 

 

(2) Evaluation is the function in which the observed performance is compared with 

criteria, sometimes called ―standards‖ or ―competencies,‖ to determine if the actual 

organizational performance meets expectations. 

 

A.4.6.3  An example of a technique for the development of objectives would be to utilize the 

―SMART‖ process for writing objectives in ICS-300, Intermediate ICS for Expanding 

Incidents, as follows:   

(1)  Specific. The wording must be precise and unambiguous in describing the objective. 

(2)  Measurable. The design and statement of objectives should make it possible to conduct a 

final accounting as to whether objectives were achieved. 

(3)  Action Oriented. The objective must have an action verb that describes the expected 

accomplishments. 

(4)  Realistic. Objectives must be achievable with the resources that the entity can allocate or 

make available. 

(5)  Time Sensitive. Time frames should be specified (if applicable).  

 

A.4.6.4  Time frames defining short-term and long-term performance objectives should be 

developed by the entity. Examples of short-term objectives might include ―stabilize the 

incident‖ and ― support entities that are responding and stabilizing the incident,‖ while long-

term objectives might include ―prevent environmental damage‖ and ―comply with regulatory 

requirements.‖  

 

A.4.7  In addition to having sound financial and administration procedures for daily operations, 

it is equally important to have procedures in place that will allow an entity to expedite financial 

decision making and ensure that proper accounting occurs. To develop proper financial and 

administration procedures, the following steps should be taken:   

(1)  The finance department should be included as a member of the program committee. 

(2)  The finance department should be actively involved with identifying, prioritizing, and 

purchasing internal and external resources. 
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(3)  The entity's financial opportunities or limitations should be identified within the 

strategic plan that defines the vision, mission, goals, and objectives of the program.  

A.4.7.8  The entity should consider negotiating contracts for resources in advance of an 

incident.  

 

 

A.4.7.8(4)  Existing internal controls could be impacted by the same event necessitating a 

response. This opens the door for opportunistic fraud as we have seen in almost every large-

scale event. It is important that the entity recognize the possibility of fraud occurring during this 

window of opportunity and take reasonable precautions.  

 

A.4.8  Financial and administrative procedures are designed to aid in the capture, classification, 

and ongoing management of records throughout their life cycle. Such a system might be paper-

based or might be based in a computer system, such as an electronic records management 

application. 

Records management practices should include the following activities:  

(1)  Creating, approving, and enforcing records policies, including a classification system 

and a records retention policy 

(2)  Developing a records storage plan, including the short-term and long-term housing of 

physical records and digital information 

(3)  Identifying existing and newly created records and classifying and storing them 

according to SOPs 

(4)  Coordinating the access and circulation of records within and outside of the organization 

(5)  Executing a retention policy to archive and destroy records according to operational 

needs, operating procedures, statutes, and regulations   

 

A.5.1.1 The assumptions used in preparation of all plans, especially those regarding hazard 

identification, risk assessment, and impact analysis, should be identified, reviewed, and 

included at the start of the planning process. Confidential or sensitive information can be 

redacted or protected. 

 

A.5.2.1 An entity should coordinate regional planning approaches with other entities to better 

leverage resources. 

 

A.5.2.7 The safety and health of personnel are critical to the successful execution of the 

program. Thus, consideration of the safety and health aspects for the performance expected is 

the responsibility of all personnel, not just the leadership. 

When every person accepts and performs as if safety and health are their personal responsibility, 

performance under hazardous conditions will minimize exposure and reduce the probability of 

incidents that result in injuries or impairment of health. 

 

Ideally, exposure caused by performance in proximity to hazardous conditions can be managed 

by removing the hazards, and as a result, eliminating the exposure.  However, complete 

elimination of all hazards may not always be feasible and controls must be instituted. 

 

Hazard Control(4)Assess and mitigate hazards according to the hierarchy of controls specified 

in the paragraphs that follow: 

 

Elimination or Substitution. Whenever possible, eliminate the hazard from the work area 

(e.g., repair or remove fallen electrical power lines before allowing other work to 



10 

NFPA 1600 Log #CP43 Rec F2012 ROP 
 

proceed in the area). Although desirable, elimination or substitution might not be options 

for most airborne/chemical hazards created by an incident. 

 

Engineering Controls. Take steps to reduce or eliminate exposure to a hazard through 

the provision of automatic sprinklers (building) or special protection systems (i.e. CO2, 

Intergen, etc.), fire walls, etc. 

 

Work Practice or Administrative Controls. Implement work procedures that reduce the 

duration, frequency, and severity of exposure. For example, use well-rested crews and 

daylight hours to perform higher hazard or unfamiliar tasks, take frequent breaks during 

hot weather, remove nonessential personnel from the area during certain task/operations, 

and decontaminate equipment and personnel after contact with contaminated floodwater 

or chemicals. When possible, use water to suppress dust and work upwind in dusty 

conditions. 

Where extensive hot work is performed in the form of cutting, welding, burning, or any 

procedure producing heat or sparks  a "Hot Work" supervisory program should be 

utilized. 

 

A.5.2.8 Many entities have written one or more plan documents that comprise their program. 

For example, environmental health and safety, security, emergency response, business 

continuity, and crisis communications plans are written by private sector organizations. Some 

plans exist at the corporate level (e.g., crisis management) to direct the efforts of senior 

management. Within the public sector, mitigation, emergency management, continuity of 

operations, and other plans are written. The committee‘s intent in this section is to provide 

flexibility for the user to create needed program plans. However, development of all plans 

should be coordinated and plans should be sufficiently connected to ensure they meet the needs 

of the entity.  

 

A.5.2.9 Distributing plans internally or to key stakeholders could require an entity to exercise 

safeguards like obtaining confidentiality or nondisclosure agreements. 

 

A.5.3 Multi-organizational coordination of the planning process and plans ensures no 

duplication, improves understanding, increases support, and ensures that all stakeholders have a 

voice [(e.g., the National Incident Management System (NIMS)]. 

The extent of planning requirements will depend on the program‘s objectives, results of the 

hazard analysis, organizational culture and philosophy, and regulations. 

 

   A.5.4 Risk Assessment   

  There are multiple ways to perform a Risk Assessment: 

  (1) ―What-if‖: The purpose of the what-if analysis is to identify specific hazards or hazardous 

situations that could result in undesirable consequences. This technique has limited structure 

and relies on knowledgeable individuals who are familiar with the operation of the critical 

systems, the interaction between critical systems and the broad range of potential failures that 

could occur.  The value of this type of Risk Assessment is totally dependent on the quality of 

the team performing it and how thorough they are in determining all of the significant hazards. 

This is the most basic method and is included to some extent in all of the following methods. 

  (2) Checklist: A specific list of items is used to identify risks, specific hazards and hazardous 

situations by comparing the current or projected situations with accepted standards and risk 

assessments performed on similar systems. The person initially developing the checklist would 
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typically review applicable standards on the equipment and systems to be analyzed to collect 

what information is available from analysis on similar equipment or systems.  The value of this 

type of Risk Assessment is dependent on the quality of the checklist as to whether it accurately 

includes all of the significant hazards and the skill and understanding of the checklist user.  

Where comprehensive information is available developed by industry experts on the equipment 

and systems to be analyzed, this type of risk assessment can be very effective. 

  (3) Failure Modes, Effects and Criticality Analysis (FMECA): Each element in a system is 

examined individually and collectively to determine the effect when one or more elements fail. 

This is a bottom-up approach: each of the elements is examined, all of the ways it can fail are 

listed (failure modes) and the effect of each failure to the element itself and on the overall 

system is predicted. Then a criticality level is assigned for each failure mode, based on the 

overall effect on the system.  An interdisciplinary team is required and it is time consuming in 

direct proportion to how thorough and to what level of detail the analysis is taken. This 

technique is well suited for assessing potential equipment failures and how they impact the 

overall mission of the system being analyzed. The value of this type of Risk Assessment is 

dependent on the skill and understanding of the team performing the analysis and how 

comprehensive the scope is for the analysis. 

  (4) Fault Tree Analysis (FTA): This is a top-down approach where an undesirable event is 

identified as the ―top event‖ in the ―tree‖ and the potential causes that could lead to the 

undesirable event are identified as ―branches‖ below.  Boolean Algebra is used to connect the 

potential causes of failure in the branches to other branches and the top event.  If the failure rate 

and repair data is available for all of the initiating failures in the Fault Tree, quantitative results 

(unreliability and unavailability) can be calculated for the ―top event‖ and each of the branches. 

The value of the assessment is dependent on the competence of the team in using the FTA 

process, on their skill and understanding of the systems they are analyzing, and on the depth to 

which they take the analysis. In addition to the major benefit of quantitative analysis, FTA also 

specifically addresses an individual issue and is therefore ideal for incremental improvement 

over time.  An individual systems (such as waste water) or type of facility (911 Call Center) can 

be comprehensively analyzed. 

  (5) Reliability Block Diagram (RBD): An RBD is a block diagram in which the major 

components are connected together in the same manner as they are in an electrical one-line 

diagram or mechanical piping diagram.  Each of the blocks have the failure and repair data for 

that component included in the block.  The junctions connecting the block are set according to 

the system redundancy (e.g. ―one out of two‖ when there are two components and only one is 

required to carry the load).  Quantitative results (reliability, availability, etc.) for the RBD are 

obtained by performing the series and parallel combinations of the blocks.  RBD is a very 

effective tool in providing quantitative analysis for system that have flow characteristics (such 

as electrical power, water and waste water systems).  It is more intuitive and less prone to major 

omissions in the analysis than the previous methods, since the RBD is primarily based on the 

electrical one-line diagram or mechanical piping diagrams.  The value of this type of Risk 

Assessment is dependent on the availability and accuracy of failure and repair data for the 

equipment being modeled, the accuracy in which the RBD matches the system being analyzed 

and the quality of the statistician or software program used to perform the calculations. 

  Methods 1 thru 3 are strictly qualitative analysis.  Methods 4 thru 7 can provide qualitative 

analysis, provided the failure and repair rates for the equipment being modeled are available.  

The method used for the Risk Assessment should be comparable with the criticality of the 

system being analyzed.  A gradient level of risk assessment, with probabilistic modeling 

providing the quantitative method used for the most critical systems, greatly increases the 

probability that they will be designed sufficiently robust so that they are available when needed 

to deliver emergency services and provide for disaster recovery. 
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A.5.3.2 Key program elements cross boundaries during prevention, mitigation, preparedness, 

response, continuity, and recovery. Each element should be considered interrelated and can be 

considered concurrently. The use of the terms phases, elements, or components varies from 

program to program. 

 

A.5.4 Risk assessment is a process for identifying hazards and their relative probability of 

occurrence, identifying assets at risk, assessing the vulnerability of the assets at risk by the 

identified hazards, and quantifying the potential impact of the hazard on the assets. Many 

potential hazards should initially be assessed and a periodic reassessment is needed, as the 

entity and hazards will change over time. 

 

A comprehensive risk assessment identifies the range of possible hazards, threats, or 

emergencies that have impacted or might impact the entity, surrounding area, or critical 

infrastructure supporting the entity. The potential impact of each hazard, threat, or emergency is 

determined by the severity of each and the vulnerability of people, property, technology, 

business and technology operations, the environment, and the entity to each threat, hazard, or 

emergency. 

 

The entity should follow these steps for conducting a comprehensive risk assessment. 

1.The risk assessment should categorize threats, hazards, or emergencies by both their relative 

frequency and severity, keeping in mind that there might be many possible combinations of 

frequency and severity for each. 

2.The entity should identify and categorize assets (building, human resources, equipment, 

technology, third parties/suppliers/vendors, data) 

3.The entity should identify key risks, hazards and threats – natural, intentional/human-caused, 

technological – to these assets.  

4.The entity should evaluate inherent risks (to which business is exposed to, involving multiple 

threats, continuity having a potential negative impact on business resources) 

5.The entity should assess the existing/current preventive measures and mitigation controls in 

place against credible threats 

6.The entity should evaluate the residual risks (those that remain after taking into account the 

existing prevention and mitigation controls). 

 

The entity should attempt to prevent, mitigate, prepare for, plan to respond to, and plan to 

recover from those threats, hazards, or emergencies that are able to significantly impact people, 

property, operations, the environment, or the entity as a whole. 

 

Information from the risk assessment and the BIA will help determine priorities for prevention 

and mitigation activities as well as prioritize development of plans and procedures. The entity 

should attempt to prevent, mitigate, prepare for, plan to respond to, and plan to recover from 

those threats, hazards, or emergencies that are able to significantly impact people, property, 

technology, business and technology operations, the environment, or the entity itself. 

 

A.5.4.1 A number of methodologies and techniques for risk assessment exist that range from 

simple to complex. 

A.5.4.2 The entity shall have a system to monitor the identified hazards and adjust the level of 

preventative measures to be commensurate with the risk. 
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A.5.4.2.1 The hazard identification should include the types of potential hazards that follow in 

items (1) through (3). This list is not all-inclusive but reflects the general categories that should 

be assessed in the hazard identification. 

 

Natural hazards (geological, meteorological, and biological) 

Geological hazards 

 Earthquake 

 Tsunami 

 Volcano 

 Landslide, mudslide, subsidence 

Meteorological Hazards 

 Flood, flash flood, tidal surge 

 Water control structure/dam/levee failure 

 Drought 

 Snow, ice, hail, sleet, avalanche, arctic freeze 

 Windstorm, tropical cyclone, hurricane, tornado, water spout, dust/sand storm 

 Extreme temperatures (heat, cold) 

 Wildland fire 

 Lightning strikes 

 Geomagnetic storm 

Biological hazards 

 Foodborne Illnesses 

 Pandemic disease (Avian flu, H1N1, etc.) 

 Infectious/communicable disease [plague, smallpox, anthrax, West Nile virus, foot and 

mouth disease, SARS, BSE (Mad Cow Disease)] 

Human-caused events (accidental and intentional) 

Accidental 

 Hazardous material spill or release (explosive, flammable liquid, flammable gas, 

flammable solid, oxidizer, poison, radiological, corrosive) 

 Nuclear Power Plant Incident, Radiological incident 

 Explosion/Fire 

 Transportation accident 

 Building/structure collapse 

 Entrapment and or rescue--machinery, confined space, high angle, water 

 Fuel/resource shortage 

 Mechanical Breakdown 

 Transportation Incidents (Motor Vehicle, Railroad, Watercraft, Aircraft, Pipeline) 

 Untimely death of employee 

Intentional 

 Strike or labor dispute 

 Criminal activity (vandalism, sabotage, arson, robbery, theft, fraud, embezzlement, data 

theft, malfeasance) 

 Physical or information security breach 

 Lost Person, Child Abduction, Kidnap, Extortion, Hostage Incident, Workplace 

violence, Homicide 
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 Product defect or contamination 

 Disinformation 

 Harassment 

 Discrimination 

 Demonstrations, civil disturbance, public unrest, mass hysteria, riot 

 Bomb threat, suspicious package 

 Terrorism (explosive, chemical, biological, radiological, nuclear, cyber, Electromagnetic 

pulse) 

 Insurrection 

 Enemy attack, war 

 Arson 

Technology caused event 

 Computer systems (outages, hardware failure, data corruption, deletion, or theft, loss of 

network connectivity (internet or intranet), loss of electronic data interchange or 

ecommerce, loss of domain name server (DNS), virus, worm, Trojan horse, power surge, 

lightning, host site interdependencies, direct physical loss, water damage, cyber 

terrorism, vulnerability exploitation, botnets, hacking, phishing, spyware, malware, 

computer fraud, loss of encryption, denial of service, improper system use by employee, 

telecommunications interruption or failure, internet service provider, electricity 

brownout or blackout) 

 Computer software or application interruption, disruption or failure (internal/external) 

 Loss, corruption, or theft of electronic information 

 Utility interruption or failure (telecommunications, electrical power, water, gas, steam, 

HVAC, pollution control system, sewerage system, other critical infrastructure) 

Other 

 Supply Chain Interruption (Loss of Shipping or Transportation, Vendor failure (single or 

sole source provider) 

 

A.5.4.3 The entity should conduct an analysis of the impact of the identified hazards on the 

following: 

(1) Health and safety of persons in the affected area at the time of the incident (injury and death) 

(2) Health and safety of personnel responding to the incident 

(3)*Continuity of operations 

(4)*Property, facilities, assets, and critical infrastructure 

(5) Delivery of the entity‘s services 

(6) Supply chain 

(7) Environment 

(8)*Economic and financial condition 

(9) Regulatory and contractual obligations 

(10) Reputation of or confidence in the entity 

 

In order to maintain continuity of operations, the entity should identify essential or critical 

functions and processes, their recovery priorities, and their internal and external 

interdependencies, so that recovery time objectives can be set. Consideration should also be 

given to situations that cause the entity to become incapable of response or be incapable of 

maintaining any continuity of operations for the foreseeable future. 
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Assets include data, information, vital records, patents, intellectual property, and institutional 

knowledge. 

 

An economic and financial impact analysis allows the quantification of the impact without 

considering the cause of the incident. This analysis is closely related to the process of 

identifying essential or critical functions or processes and helps decide where to place the 

emphasis in planning efforts. 

 

The Business Impact Analysis (BIA), sometimes called a business interruption study (BIS), 

provides an assessment of how key disruption risks could affect an entity‘s operations and 

identifies capabilities that are required to manage them. 

 

The Process 

An impact analysis can be undertaken using engineering analysis, mathematical modeling, 

simulations, surveys, questionnaires, interviews, structured workshops, or combinations thereof, 

to obtain an understanding of the critical processes, people/personnel, assets and resources, 

physical and non-physical properties, and the financial and operational effects of the loss of 

these elements, as well as the required recovery time frames and supporting resources. 

 

The key steps are as follows: 

(1) Based on the risk and vulnerability assessment, confirm the key processes and outputs of the 

organization to determine the criticality of the processes. 

(2) Determine the consequences of a disruption of the identified 

critical processes in financial or operational terms, or both, over defined periods. 

(3) Identify the interdependencies with key internal and external stakeholders, which could 

include mapping the nature of the interdependencies through the supply chain (both inbound 

and outbound). 

(4) Determine the current available resources and the essential level of resources required to 

continue to operate at a minimum acceptable level following a disruption. 

(5) Identify ways to bypass problems (―workarounds‖) in processes currently in use or planned 

to be developed. Alternate processes might need to be developed where resources or capability 

are inaccessible or insufficient during the disruption. 

(6) Determine the maximum acceptable down time (MAD) [or maximum acceptable outage 

time (MAO)] for each process, based on the identified consequences and the critical success 

factors for the function. The MAD (MAO) represents the maximum period of time the 

organization can tolerate the loss of capability. 

  (7) Determine the rate at which the severity of the identified consequences increase by if the 

MAD is not met. 

 

 

(8) Confirm the current level of preparedness of the critical processes to manage a disruption. 

This might include evaluating the level of redundancy within the process (e.g., spare equipment) 

or the existence of alternate suppliers. The IA is a broad description and quantification of a 

potential event that can impact an entity. This analysis should provide a clear idea of the 

hazards that are most likely to occur; which entity facilities, functions, or services are affected, 

based on their vulnerability to a particular hazard; which actions will most effectively protect 

such facilities, functions, or services; and the potential impact on the entity in quantifiable 

terms. Within the IA, the entity should consider the impact external to its area of influence that 

can affect the entity‘s ability to cope with an incident. One example is the cascade effect of a 
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hurricane. Direct impact can include wind and flood damage. Secondary impact can include 

communications, power, and transportation disruptions, both inside and outside the direct 

impact area, and the potential impact on the entity in quantifiable terms. 

 

Within the IA, the entity should also consider the following: 

(1) Health and safety of persons in the affected area at the time of the incident (injury and death) 

(2) Health and safety of personnel responding to the incident 

(3) Continuity of operations 

 

A.5.4.3(3) In order to maintain continuity of operations, the entity should identify essential or 

critical functions and processes,  their recovery priorities, and their internal and external 

interdependencies, so that recovery time objectives can be set. Consideration should also be 

given to situations that cause the entity to become incapable of response or be incapable of 

maintaining any continuity of operations for the foreseeable future.  

 

A.5.4.3(4) Assets include facilities, production/processing equipment, tools, inventory, raw 

materials, vehicles, data, vital records, patents, intellectual property, and personnel/institutional 

knowledge.  

 

A.5.4.3(8) An economic and financial impact analysis allows the quantification of the impact 

without considering the cause of the incident. This analysis is closely related to the process of 

identifying essential or critical functions or processes and helps decide where to place the 

emphasis in planning efforts.  

 

A.5.4.4 It is important to consider the regional, national, or international implications of a 

hazard‘s impact on a community, such as in New York City. A hazard that affects the New 

York Stock Exchange will have national and international impact that should be considered. 

Cascading impacts are events following the primary hazard occurrence. An example would be a 

tornado that creates a power outage leading to the inability to dispense fuel, thus curtailing 

transportation due to the lack of fuel for motor vehicles. 

 

 

  A.5.4.5  There are essential infrastructure elements required to respond/recover from the event, 

such communication facilities (911 Call Centers) for the police and fire departments.  The water 

supply and waste water removal systems have critical elements, such as key pumping stations 

that broadly affect the distribution of water or prevent release of sewage. 

 

A.5.5 The overall goal of a BIA is to understand that if a business function failed, the impact 

that would that have on the overall operation of the entity. 

 

The Process 

The functional BIA is not based on any specific hazard or risk. The idea is to understand the 

impact that business function failure would have on the overall operation of the corporation or 

organization. 

 

The analysis should consist of following three components: 

 

(1) Understanding the business purpose and process by conducting the business impact analysis 

(BIA), which identifies the lines of process flow (i.e., material flow, information flow, people 
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movement, cash flow) and time constraints. This activity simply forces the planner to 

understand the reason for the existence of the company and the value proposition of its various 

departments toward that end. Typical output of the BPA analysis will provide, at a minimum, an 

interdepartmental process flow chart or map for an entire organization, identifying external 

dependencies.  

(2) Understanding the high-level business interruption potentials by conducting the BIA, which 

identifies and describes the potential bottlenecks, upstream and downstream supply chains for 

single points of failure, long lead time or imported equipment, single-source and sole source 

suppliers, time constraint processing (i.e., long batch time), and identifying interdependencies 

between internal and external entities and facilities. The BIA will also assist the planner in 

determining the existing vulnerabilities and the resiliency (i.e., level of redundancy) of the 

organization. This analysis can be assessed at multiple levels of complexity. The intent of the 

BIA is to depict the propagation of interruption through the business processes. 

It is recommended that the BIA initially be performed at two levels, this can be defined as 

follows: 

(a) Global dependencies, which are the dependencies between an organization‘s multiple 

facilities and external entities and are assessed to determine the propagation of 

interruptions. This study looks at the potential loss of a single facility and determines the 

impact to the overall corporation or organization. This facility might be a single building 

on a campus or a single site within a regional disaster. The BIA determines how this loss 

will impact the other facilities.  

(b) Inter-departmental dependencies, which are dependencies between departments and 

are assessed to determine the internal propagation of interruptions. By looking at the 

critical interdepartmental processes identified in the BPA, the BIA will analyze further 

to discover the critical components or critical pieces of equipment, information, utilities, 

infrastructure, vital records, or people that can impact the entire operation of the facility 

if interrupted. 

 (c) Upon the completion of the BPA and BIA, the planner can start using the necessary 

information and organizational knowledge to determine the impact of interruption(s) on 

the mission of the organization. 

(3) Understanding the entity‘s dependency on critical technology infrastructure components*, 

including systems and applications, by identifying and prioritizing critical technological 

systems and components. The technology aspect of the BIA is a key step in the DR planning 

process. Its objectives are: 

(a) Correlate specific technology components with the critical business processes they 

support; and 

(b) Based on that information, to assess the impacts to the business and technology 

operations due to disruption to these components. 

(c) Characterize the system requirements, processes, and interdependencies and allow 

this information to be used in determining DR requirements and priorities. 

(d) Prioritize recovery of the identified technology components on the basis of 

technology outage impact to the business and technology recovery objectives. 

Technology recovery objectives should be aligned to the business recovery objectives. 

 

*Entities would have varying amount of technology implementation in their processes 

and functions. An organization-wide or even facility-based implementation of 

technology usually needs technological infrastructure. A technology infrastructure 

component would be some or all of, but not limited to, the following: 

 

1. Internet 
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2. Intranet 

3. Email server and database 

4. Voice Communications – VoIP, Telephony, etc. 

5. Storage Area Network (SAN) 

6. Wide Area Network (WAN) 

7. LAN 

8. Virtual Private Network (VPN) 

9. Physical Servers 

10. Virtual servers 

11. Cloud (internal or external/third-party) 

12. Physical Database/storage devices (internal or external/third-party) 

13. Virtual Database/storage devices (internal or external/third-party) 

 

Some examples of systems and applications are Enterprise Resource Planning (ERP), 

Enterprise Performance Management (EPM), Customer Relationship Management 

(CRM), Directory services like Active Directory, Collaboration software like SharePoint 

and several other software and applications which support business functions/processes 

like Payroll, accounting, HR, Information Technology, Operations, etc. 

 

 

 Based on the available BIA business process knowledge, the BIA will assist the planner in 

determining individual process maximum acceptable down time (MAD) [or maximum 

acceptable outage time (MAO)] and Recovery Time Objectives (RTO) and Recovery Point 

Objectives (RPO) for critical technology resources The definition of these recovery objectives, 

in turn, defines the department/business unit prioritization within the organization. 

 

 A typical analysis will include questions related to the following: 

i. Understanding the operational impact and financial impact to the organization if the 

department or function fails to perform 

ii. The seasonality impact profile 

iii. Time-sensitive critical impact 

iv. Amount of critical work backlog 

v. Recovery resources and technology resources that are critical for department function 

and the escalation of these resources over time 

vi. Evaluation of the technology infrastructure components, systems and applications in 

order to determine critical functions performed by the system and to identify the specific 

system resources required to perform them. 

vii. Recovery Time Objectives (RTO) of different technology components 

viii. Recovery Point Objectives (RPO) of processes dependent on these technology 

components 

ix. Financial impact, operational impact, regulatory/legal impact, brand/reputation 

impact of disruptions to critical technology infrastructure components, including 

systems and applications 

x. Interdependency between different technology components. 

xi. Core infrastructure, systems and services such as network components, directory 

services, etc. which are essential for recovery of other technology components 

xii. Evaluation of the technology infrastructure components, systems and applications in 

order to determine critical functions performed by the system and to identify the specific 

system resources required to perform them. 

vi. Whether any stand-alone personal computers 
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or legacy equipment need to be considered for 

recovery 

vii. Number of recovery resources and the escalation of the need for these resources over 

time, such as workstations; local area networks (LANs); storage area network (SAN); 

server, network and telecommunications infrastructure support; and so forth 

viii. Any documented process bypass procedures 

ix. Work-at-home possibilities 

x. Workload shifting to other mutual aid facilities 

or entities (internal and external) 

xi. Vital business records and time requirements 

xii. Regulatory reporting with time constraints 

xiii. Description of material/work inflows and material/work outflows to other entities, 

internal and external 

xiv. Any previous business disruption experience 

xv. Any known competitive issues analysis\ 

 

Recovery objectives should also include consideration of 

the following: 

(1) Physical, operational, and financial impact. For example, the currency exchange rate 

fluctuation, legal ramifications of import/export law changes, money transfer law changes, 

environmental law changes, and so forth, should also be considered. 

(2) The results might be quantifiable or might be qualified on an ordinal scale. 

(3) It must be as certain that the comparison of recovery objectives is done from the same 

perspective and assumptions; 

that is, comparing apples to apples, not apples to oranges. 

 

Outputs 

The outputs of functional BIA are as follows: 

(1) Financial, operational, and other non-tangible impacts to the organization from a 

worst-case failure of a department or function,   processes or its technology 

infrastructure component, including its system and application. 

(2) Identification of all critical functions and their critical resources requirements 

(3) Identification of critical tier‘0‘ technology components essential to recover other 

technology components and business processes  

(4)Prioritized critical business units and functions recovery 

(5) Prioritized technology components in their order of recovery in alignment with 

prioritized critical business units and function recovery 

(6) Understanding of key internal and external interdependencies of business units, 

functions, processes, critical resources, and technology components 

(7) Understanding of the seasonal impact to operations for each business unit and 

function 

(8) Determination of resources (people, vendors, equipment, Technology, 

data/information, funding, and time) required for resumption and recovery and their 

escalation sequence for deployment over time 

(9) MAD and RTO for each business unit and function 

 

The output information will help to achieve the following: 

(1) Identify the company‘s mission critical operations. 

(2) Identify the company‘s time-critical operations. 
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(3) Determine the MAD for each critical operation (both time critical and mission 

critical). 

(4) Determine RTO/RPO for each technology component in alignment with business 

process MADs. 

(5) Determine the interdependencies with internal business units and external units, 

upstream and downstream, between other facilities and the facility being analyzed, and 

between other companies both on the supply side and the customer side. 

(6) Determine the critical resources (people, vendors, equipment, technology, 

data/information, funding, and time ) requirements required by the company‘s mission 

operations 

 

(7) Determine the recovery strategies and course of action, alternatives and 

repair/replace, as well as possible contingency plan for each critical operation if the 

operation ceases to function. 

(8) Determine those functions that cannot be non-functional at any time or that have a 

recovery time objective of zero, thus requiring a mirrored or fail-over operation. 

 

A 5.5.3 The Recovery Time Objective (RTO) is the point in time following an operational 

disruption/ outage (e.g., one business day) within which a system, IT application or business 

function must be recovered and restored in order to ensure the viability of ongoing business 

operations. An RTO may also be thought of as acceptable downtime. 

 

RTOs are often used as the basis for the development of recovery strategies and as a 

determinant as to whether to implement the recovery strategies during a disaster situation. For 

example: 

 An RTO in the range of a few minutes to hours requires internal facilities that either 

operate in parallel (active/active; e.g. mirroring) or at least duplicate the primary 

environment (active/passive, e.g. clustering or high-availability) 

 An RTO expressed in hours to days may be sufficiently addressed by a commercial 

recovery facility or an internally developed and maintained hot, warm, cold or mobile 

site. 

 An RTO expressed in days to weeks may be sufficiently addressed by switching to 

manual procedures, wherever possible, till replacement equipment and resources become 

available. 

 

The shorter the RTO, the more probable the entity might need to institute recovery 

infrastructure in advance of a disruption. 

 

A.5.5.4 The recovery point objective is the point within a data flow that will be used as a base to 

begin the recovery of data back to the state at the time of disruption. Alternatively, it is the 

chronological point, beyond which the loss of vital records, works-in-progress, and/or IT 

application data may risk the viability of ongoing business operations, or at least result in a 

material loss to the company. It can be deemed as acceptable data loss. The gap between the 

recovery point objective and the state at the time of disruption equals the data loss sustained 

during the incident. 

 

An RPO may be zero, for e.g. when it concerns to financial transactions data in the financial 

industry domain, to a few hours or days, depending on the criticality of the data concerned. 
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While assessing RPO, the availability of data from a second physical location that cannot be 

affected by the physical damage of the primary source of the data should be considered. 

 

Some key considerations when developing RPO include: 

• Whether transactional data can be reconstructed within an acceptable timeframe and cost 

if the primary records are destroyed. 

• Whether the loss of data create an unacceptable legal or regulatory liability 

• Whether such enterprise-wide applications exist in which one transaction can create 

several other transactions and affect both timeframes and credibility of data 

 

A.5.6.1 The prevention strategy should include the following: 

(1) Deterrence operations (e.g., patrols inside and outside of facilities) and increased inspections 

of vehicles entering the facility or background checks of personnel, or both  

(2) Provision of protective systems or equipment for physical or cyber risks [i.e., perimeter 

fence line and gates, access control systems, increased camera surveillance, intruder detection 

systems (motion-sensing cameras, infrared detectors)]  

(3) Immunizations, isolation, or quarantine 

(4) Threat assessment documentation 

(5) Land use restrictions to prevent development in hazard prone areas, such as flooding areas 

or construction of hazardous materials facilities in areas near schools, in population centers, or 

in areas of identified critical infrastructure. 

 

A.5.6.2 Techniques to consider in a prevention strategy include the following: 

(1) Ongoing hazard identification 

(2) Threat assessment 

(3) Risk assessment 

(4) Impact analysis 

(5) Program assessment 

(6) Operational experience 

(7) Ongoing incident analysis 

(8) Information collection and analysis 

(9) Intelligence and information sharing 

 

An IA could include a cost benefit analysis. The cost benefit analysis should not be the 

overriding factor in establishing a prevention strategy. 

 

In relation to prevent disruption of IT systems in the entity. a number of feasible preventive 

controls are currently available depending on type and configuration; a few common preventive 

measures are listed below: 

 

 Appropriately sized uninterruptible power supplies (UPS) to provide short-term backup 

power to all technology components (including environmental and safety controls) 

 Gasoline- or diesel-powered generators to provide long-term backup power 

 Air-conditioning systems with adequate excess capacity to permit failure of certain 

components, such as a compressor 

 Fire suppression systems 

 Fire and smoke detectors 

 Water sensors in the computer room ceiling and floor 

 Plastic tarps unrolled over IT equipment to protect from water damage 
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 Heat-resistant and waterproof containers for backup media and vital non-electronic 

records 

 Emergency master system shutdown switch 

 Offsite storage of backup media, non-electronic records, and system documentation 

 Technical security controls, such as cryptographic key management and least-privilege 

access controls 

 Frequent, scheduled backups. 

 

A.5.7.1 The mitigation strategy should include the following:  

(1) Explanation of hazard and vulnerability 

(2) Quantified risk if unmitigated 

(3) Strategy for mitigation project development 

(4) Anticipated cost 

(5) Anticipated benefit 

(6) Cost benefit analysis 

(7) Prioritization of projects 

(8) Project time line 

(9) Resources required 

(10) Funding mechanism 

 

A.5.7.2 The mitigation strategy should include the following: 

(1) Use of applicable building construction standards 

(2) Hazard avoidance through appropriate land use practices 

(3) Relocation, retrofitting, or removal of structures at risk 

(4) Removal or elimination of the hazard 

(5) Reduction or limitation of the amount or size of the hazard 

(6) Segregation of the hazard from that which is to be protected 

(7) Modification of the basic characteristics of the hazard 

(8) Control of the rate of release of the hazard 

(9) Provision of protective systems or equipment for both cyber and physical risks 

(10) Establishment of hazard warning and communication procedures 

(11) Redundancy or diversity of essential personnel, critical systems, equipment, information, 

operations, or materials 

(12) Acceptance/retention/transfer of risk (insurance programs) 

(13) Protection of competitive/proprietary information 

 

A.5.7.3 The mitigation strategy should establish interim and long-term actions to reduce the 

severity of potential impacts from hazards. 

 

A.5.8 Recovery strategies provide a means to restore technological operations quickly and 

effectively following a service disruption. The recovery strategies should not only consider 

impacts of disruption and allowable outage times identified in the BIA and TIA, but also 

consider cost, security, and integration with larger, organization-level recovery plans. 

 

Recovery strategies can be both proactive and reactive, and can be developed around following 

themes: 
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1. Anticipate – Although not entirely in an entity‘s control, robust forewarning and prediction 

systems could be in place to warn against credible risks and threats, especially natural threats, 

in advance. e.g. Tsunami early warning system. 

2. Prevent – Mitigating and change controls could be incorporated in the entity to reduce the 

vulnerabilities to assets. e.g. sprinkler system in a building to protect against fire incidents. 

3. Withstand – This is about proactively building resiliency and recoverability by incorporating 

redundancy in the processes and systems. For e.g. active-active data storage and replication 

capability for data centers is built by investing in mirrored or hot sites. 

4. Respond – While on the business side, this relates to emergency response, on the technology 

side- it relates to incident management procedures and practices. Active role of local 

response teams like police, fire and hazmat personnel is often a part of response procedures. 

5. Recover – This is done though development of robust and comprehensive disaster recovery 

procedures (documented into DR plans). Usually, there are designated roles and 

responsibilities and clear time-lined activities to bring a disrupted process or system up to an 

acceptable level of operation. 

 

While ‗Anticipate‘, ‗Prevent‘ and ‗Withstand‘ are proactive, ‗Respond‘ and ‗Recover‘ are 

reactive in nature. A combination of strategies would have to be built for a successful recovery 

program for an entity. 

 

The following highlights some examples of Strategy options/alternatives by Category: 

 

Recovery site strategy alternative options 

• Internal reciprocal 

• Hot site 

• Mobile facility (trailer) 

• Warm site 

• Cold site 

• Dedicated workspace 

• Remote access 

• Resources acquired at the time of disruption  

• Mutual aid 

 

Technical recovery - desktop strategy alternative options 

• Quick ship (pre-arranged) with vendor contract 

• Stockpile (dedicated desktop computers) 

• Commandeer equipment 

• Resources acquired at the time of a disruption 

 

Technical recovery - centralized and distributed strategy alternative options 

• Commercial vendor (hot site) 

• Resources acquired at the time of a disruption 

• Quick ship 

• Active / active 

• Active / passive 

• Outsourcing with a service level agreement (SLA) 

• Stockpile 

 

Data network recovery strategy alternative options 

• VPN 
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• Resources acquired at the time of a disruption 

• Stockpile 

• Commercial vendor 

• Multiple carriers  

• Single resilient carrier 

• Redirect (e.g., ATM / frame relay) 

• Diversity and redundancy 

 

Electronic data recovery strategy alternative options 

• Synchronous replication 

• Asynchronous replication 

• Electronic journaling 

• Standby database 

• Electronic vaulting 

• Tape backup 

• Salvage 

 

Third-party (extended enterprise) recovery strategy alternative options 

• Multiple sourcing 

• Alternate sourcing 

• SLA 

• In-source or do not outsource 

 

A.6.1  To the extent practical and feasible, an entity should identify what resources will be 

necessary to support the program, plan for/procure any needed resources, effectively manage 

any resources that have been acquired to support operational needs, and put in place any 

resource agreements that may be necessary with other entities.  Resources should be available in 

a timely manner and should have the capability to perform their intended function. 

 

Restriction on the use of the resource should be taken into account, and application of the 

resource should not incur more liability than would failure to use the resource. Finally, the cost 

of the resource should not outweigh the benefit. 

 

A.6.1.1  A resource needs assessment should be done based on the hazards present and should 

be tied directly to the overall performance objectives established to deal with those hazards. 

 

A.6.1.2(1)  The assessment might include ―credentialing,‖ which addresses the question of 

individuals licensed (e.g., doctors, engineers) in one jurisdiction (state or country) performing 

their professional duties (as volunteers or under mutual aid compacts) during an incident in a 

jurisdiction where they are not licensed or do not hold the proper credentials. Credentialing 

provides minimum professional qualifications, certifications, training, and education 

requirements that define the standards required for specific emergency response functional 

assignments. 

 

A.6.1.3  All program equipment should be checked and tested on a regularly scheduled basis to 

ensure it will function properly when required. This includes vehicles, PPE, radio, information 

technology equipment, and warning and alerting devices and equipment including sirens, 

special emergency response equipment, and so forth. 
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A.6.1.5  Resources for program administration, as well as emergency operations, should be 

specifically identified. Resources might be pre-positioned to expedite deployment. These 

resources could include the following:   

(1)  Locations, quantities, accessibility, operability, and maintenance of equipment 

(2)  Supplies (medical, personal hygiene, consumable, administrative, ice) 

(3)  Sources of energy (electrical, fuel) 

(4)  Emergency power 

(5)  Communications systems 

(6)  Food and water 

(7)  Technical information 

(8)  Clothing 

(9)  Shelter 

(10)  Specialized human resources (medical, faith-based, volunteer organizations, emergency 

management staff, utility workers, morticians, and private contractors) 

(11)  Employee and family assistance 

(12)  Specialized volunteer groups [International Red Cross/Red Crescent, amateur radio, 

religious relief organizations, charitable agencies, volunteer organization active in disaster 

(VOAD), community organization active in disaster (COAD), community emergency response 

team (CERT)].   

 

Managing the risks of using volunteers, particularly ―unaffiliated‖ volunteers is very important.  

Unaffiliated volunteers should be used with special controls, e.g. under direct supervision by a 

trained, affiliated volunteer.  

Spontaneous [sometimes called ―unaffiliated].  These are people who volunteer in the 

immediate aftermath of a disaster or an emergency.  They may be skilled or unskilled and may 

be from the affected area or from outside the area.  Channeling spontaneous volunteers—

especially if they present in large numbers as they did in New York City following September 

11th—presents special management challenges. 

 

Affiliated.  These volunteers are attached to a recognized voluntary agency that has trained them 

for disaster response and has a mechanism in place to address their use in an emergency. 

[FEMA Independent Study course IS – 244 Developing and Managing Volunteers.]  

(13)  External entities at all levels of governance 

 

A.6.2  Mutual aid/assistance agreements between entities are an effective means to obtain 

resources and should be developed whenever possible. Mutual aid/assistance agreements should 

be in writing, be reviewed by legal counsel, be signed by a responsible official, define liability, 

and detail funding and cost arrangements. The term mutual aid/assistance agreement, as used 

here, includes cooperative assistance agreements, intergovernmental compacts, or other terms 

commonly used for the sharing of resources. 

 

Mutual aid/assistance agreements are the means for one entity to provide resources, facilities, 

services, and other required support to another entity during an incident. Each entity should be 

party to a mutual aid/assistance agreement with appropriate entities from which they expect to 

receive, or to which they expect to provide, assistance during an incident. This would normally 

include all neighboring or nearby entities, as well as relevant private sector and 

nongovernmental organizations. States should participate in interstate compacts and look to 

establish intrastate agreements that encompass all local entities. Mutual aid/assistance 

agreements with private organizations, such as the International Red Cross, may also be helpful 
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in facilitating the timely delivery of private assistance at the appropriate entity level during 

incidents. 

 

A.6.2.3  If mutual aid/assistance agreements are deemed appropriate, they should include the 

following elements or provisions:  

(1)  Definitions of key terms used in the agreement, including intellectual property, duration 

of the agreement, and duration of assistance 

(2)  Roles and responsibilities of individual parties 

(3)  Procedures for requesting and providing assistance, including mobilization and 

demobilization 

(4)  Procedures, authorities, and rules for payment, reimbursement, and allocation of costs 

(5)  Notification procedures 

(6)  Protocols for interoperable communications 

(7)  Relationships with other agreements among entities 

(8)  Workers‘ Compensation 

(9)  Treatment of liability and immunity 

(10)  Recognition of qualifications and certifications 

 

A.6.3  The organization should create a basic communications structure and make it flexible 

enough to expand to fit the needs of the individual situation. Communications activities should 

be coordinated not only among the various communications functions that have been activated, 

but also with the site team and response organization. For specific information on 

communications and warning and emergency public information, see pages 168, 169, 175, 178 

of Implementing NFPA 1600 National Preparedness Standard. 

 

A.6.3.1  The entity should determine communications and warning needs based on its hazard 

identification and risk assessment process as well as preparedness plans, procedures, and public 

education / emergency information programs. 

 

A.6.3.2  Entities should evaluate the need for alternative methods or redundant systems to better 

ensure warning capabilities. 

 

A.6.3.3  The entity should identify the circumstances under which emergency communication 

may be necessary and the stakeholders that may need to be warned.  Warning protocols / 

procedures for implementing such communications should be put in place in advance and 

tested.  In many cases it may be helpful to pre-develop likely message content as well as think 

through the best communication mechanisms to execute said communications. 

 

A.6.3.5  Critical stakeholders may vary depending on the organization.  Typical stakeholders for 

many organizations include the media, government, customers, employees, community, and 

investors.   

 

A.6.4.2  Recovery planning for the public and private sector will normally bring the entity, 

infrastructure, and individuals back to pre-incident conditions, including implementation of 

mitigation measures, to facilitate short-term and long-term recovery. 

The recovery plan should include the following:   

(1)  Facilities 

(2) Critical infrastructure 

(3)  Telecommunications and cyber systems 

(4)  Distribution systems or networks for essential goods, or both 
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(5)  Transportation systems, networks, and infrastructure 

(6)  Psychosocial services 

(7)  Health services 

(8)  Continuity of operations 

 

Short-term goals and objectives should be established and include the following:   

(1)  Vital personnel, systems, operations, records, and equipment identified in Section 5.6 

(2)  Priorities for restoration and mitigation 

(3)  Acceptable downtime before restoration to a minimal level 

(4)  Minimum of functions, services, and resources needed to provide for the restoration of 

facilities, programs, and infrastructure 

Long-term goals and objectives should be based on the entity‘s strategic plan and include the 

following:   

(1)  Management and coordination of activities 

(2)  Funding and fiscal management 

(3)  Management of volunteer, contractual, and entity resources 

(4)  Opportunities for mitigation 

 

A.6.4.3  The term property conservation means minimizing property damage. 

 

A.6.4.7  Plans for business continuity, continuity of government, and continuity of operations 

are generally similar in intent and less similar in content. Continuity plans have various names 

in both the public and private sectors. These include business continuity plans, business 

resumption plans, and disaster recovery plans. In addition, within the public sector, continuity 

of operations (COOP) plans might use BIA to identify critical governmental functions. 

 

Business continuity planning in the private sector focuses primarily on the restoration of the 

business and its functions to pre-incident levels. As a result, there are differences and 

similarities between public sector recovery plans and private sector business continuity plans. 

 

 

Specific areas to consider in continuity plans include the following:   

(1)  Succession. To ensure that the leadership will continue to function effectively under 

emergency conditions. When practical, there is a designation of at least three successors for 

each position, although this may not be feasible in the private sector. Provisions have been 

made to deal with vacancies and other contingencies, such as absence or inability to act. 

(2)  Pre-Delegation of Emergency Authorities. To ensure that sufficient enabling measures 

are in effect to continue operations under emergency conditions. Emergency authorities have 

been enacted that specify the essential duties to be performed by the leadership during the 

emergency period and that enable the leadership to act if other associated entities are disrupted, 

and to re-delegate with appropriate limitations. 

 

A.6.4.8   Partnerships, including public/private partnerships, should address the following list of 

considerations: 

  

(1) Establish Clear Incentives & Mandates for All Stakeholders 

(2) Address Impediments to Public – Private Cooperation 

(3) Pre-Crisis Identification of Needs 

(4) Integrated Approach to Sourcing Resources Reflecting the Full Spectrum from 

Contribution to Contract 
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(5) Advance Communication of Needs to Prospective Suppliers 

(6) Development of Prospective Donor/Supplier Relationships in Advance of Crisis 

(7) Development of Formal Resource Commitments in Advance to the Extent Possible 

(8) Needs Assessment Capability During Crisis 

(9) Capacity for Expedited Sourcing and Acquisition of Resources 

(10) Special Consideration of Suppliers Local to Disaster 

(11) Planning for Resource-Related Ancillary Requirements 

(12) Logistics Capacity 

(13) Connectivity to and Acceptance by Ultimate Recipients 

(14) Program Administration & Management 

(15) Stakeholder Involvement 

(16) Planning 

(17) Exercises 

(18) Training 

(19) Ongoing Program Evaluation and Continuous Improvement 

(20) Identification of and Response to Unintended Consequences 

(21) Legal and Regulatory Compliance 

(22) Processes and Procedures 

(23) Auditing and Accounting 

(24) External Reporting 

(25) External Coordination and information sharing 

(Source: NYU InterCEP – Considerations for Public-Private Partnership) 

In addition, some key considerations and sample requirements identified by FEMA are: 

Key Considerations 

1) Publically accessible: The Partnership includes the private sector. As appropriate to the 

region, this means business and industry, trade and professional organizations, academic 

institutions, voluntary, non-profit, and other non-governmental organizations.  

2) Dedicated: A liaison has been identified to staff and manage the public-private 

partnership, and implement the Partnership‘s strategic plan. 

3) Resourced: Funding, facilities, tools, and staffing are available to support Partnership 

efforts  

4) Engaged: There is active support, participation, and two-way communication by the 

public and private sector members, as well as their leadership.   

5) Sustainable: The Partnership is supported by strategic plans, funds, and resources 

necessary for long-term viability. Activity takes place around the year, and throughout 

the emergency management cycle.  

Sample Requirements  

Program management: 

1) Salary for a dedicated liaison who acts as the primary point of contact, coordinates the 

public-private partnership and ensures proper implementation of the strategic plan 

2) Facilities, including meeting space and work space for private sector liaisons 

3) Supplies needed to support regular communications and document partnership efforts 

Tools, resources and activities that facilitate shared situational awareness between the 

public and private sectors.   

1) Web-based and new media platforms that allow real-time information exchange 
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2) Asset mapping, such as participation in FEMA‘s Total Asset Visibility and LogViz 

initiatives 

3) A seat(s) in the emergency operation center, or virtual EOC 

Structures and mechanisms for information sharing between the public and private 

sector: 

1) Tools, software, programs, and other mechanisms that support two-way information 

sharing during normal and emergency operations  

2) Means to receive input or feedback from the private sector, and encourage participation 

from civic leaders from all sectors 

3) Regular and timely communications on subjects relating to all phases of emergency 

management, such as newsletters, emails, and alerts.  

Operational Support: 

1) Tools for identifying and tracking available paid and unpaid disaster response resources  

2) Dedicated space and equipment for private sector representation within a state, county, 

or city emergency operation center 

3) A dedicated business emergency operations center that works with the state, county or 

city EOC.  

4) Tools for real time information sharing between the public and private sector 

5) Licensing, screening, or other requirements for access to real EOC or virtual EOC  

Joint Training and Exercises with the Public and Private Sectors: 

1) Training to ensure private sector and public sector participants are qualified to work on 

specific tasks or for learning new tools used to the support the partnership 

2) Training for members of the public and private sector on how to work together  

3) Overtime pay for first responders and emergency managers who participate in private 

sector-sponsored exercises 

4) Support inclusion of private sector in government-sponsored training and exercises 

Outreach and marketing to support recruitment, as well as sustain and increase year 

around partnership efforts: 

1) Support for in-person meetings, events, and conferences that bring the public and private 

sectors together 

2) Web-based and social media tactics  (webinars, emails, newsletters, alerts, databases, 

online collaboration tools, website development and maintenance, etc.) 

3) Traditional print and radio outreach (advertisements, localization of Ready public 

service announcements, etc.) 

4) Collateral (brochures, banners, fact sheets and other informational material) 

(Source: Draft of FEMA‘s Support for Public-Private Collaboration) 

 

A.6.5.1 Emergency action steps are actions that facilitate the ability of personnel to respond 

quickly and efficiently to incidents. Checklists, action lists, or SOPs, or both, have been written 

that identify emergency assignments, responsibilities, and emergency duty locations. Procedures 
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should also exist for alerting, notifying, locating, and recalling key members of the entity. The 

SOPs and notification procedures should be integrated. 

 

A.6.5.2  Functional needs populations are populations whose members might have additional 

needs before, during, or after an incident in one or more of the following functional areas:   

(1)  Maintaining independence 

(2)  Communication 

(3)  Transportation 

(4)  Supervision 

(5)  Medical care 

(6)  Literacy in the native language 

Individuals in need of additional response assistance might include those who have disabilities, 

including physical, mental health, development and learning, visual, auditory, or non-visible 

disability; live in institutionalized settings; are elderly; are children; are from diverse cultures 

and have limited proficiency in local language; or are transportation disadvantaged. 

 

A.6.6  Employee assistance and support might be called human continuity, human impact, 

workforce continuity, human aspects of business continuity, and so forth. Employee assistance 

and support is the ability to provide assistance and support to the entity‘s employees and their 

families/significant others affected by the incident. 

 

A.6.6.1 (1)  Communications procedures are the method that the entity and its employees will 

use to inform employees of the program pre-event, and to inform employees that the program is 

activated and available post-event. Employees should have a means of notifying the entity of 

the need for assistance through the communications system established. Similarly, the entity 

should develop a means of communicating with employees when business functions are 

interrupted at a site and staff have been sent home as well as when the interruption has occurred 

outside normal business hours. 

 

Various communications methodologies can be established, including the following: (1) 

automated notification systems or call centers, (2) email, web site, or voicemail broadcasts (3) 

call lists (See pages 148–150 of Implementing NFPA 1600 National Preparedness Standard for 

more information.) 

 

There are situations where customers, vendors, and other parties might be located at the entity‘s 

facility and the program should include the ability to provide assistance for them as well. 

 

A.6.6.1(2)  The entity should develop policies and procedures to store, retrieve, and control 

access of personal information when needed in an emergency situation, including systems to 

facilitate reunification of family members. 

 

 A.6.6.3 Family preparedness is an ongoing process to educate and train individuals to plan for, 

understand, and be able to implement the steps they need to take in the event of an emergency. 

The process must consider not just what it takes to be ready; it must include elements that build 

capabilities to recover rapidly and improve resilience. An organization must plan for protective 

actions and recovery of the individual at a personal level before establishing time-to-recovery 

objectives and dispensing duties. The organizational plan must include adequate education and 

training to ensure that the individual has prepared for, can communicate and know their family‘s 

status in order to function with full effectiveness. The training and education provided to 

employees should include preparations needed for the evacuating and sheltering of families, as 
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well as the unique needs of disabled or special individuals, before reporting for duty and include 

redundancy of the information needed to aid in personal recovery. A plan must ensure 

Americans understand and are prepared for self-sufficiency for at least 72 hours and for up to 

two weeks. 

 

Following the standard ―Plan-Do-Check-Act‖ (PDCA) model family preparedness actions can 

be integrated as follows: 

 

Plan 

Establish a system to identify, document, communicate, measure, educate and train employees 

on how to plan for, understand and implement the steps they need to take to prepare their 

families in the event of an emergency. 

 

Do: 

Implement a program that educates and trains individuals to be informed of risks, community 

and individual protective actions and skills required for effective response in an emergency or 

disaster situation. Individuals have specific responsibilities outside of their professional 

obligations. By taking personal preparedness measures, such as individual risk assessment to be 

informed, family preparedness planning for response and recovery and developing personal 

readiness kits individuals will be able to respond to an emergency with a greater level of 

confidence that they can meet their individual and household responsibilities as well as fulfill 

their professional duties and obligations. 

 

The preparedness and resiliency of employees from all sectors is a requirement for both public 

and private sector continuity and an emerging priority for resilience at all levels that requires a 

specific focus on the education and training for individual and family preparedness that builds 

resiliency at a granular level. The following categories of preparedness follow a national 

consensus on messaging about individual and family preparedness used by FMEA and other 

federal agencies as well as national nonprofit organizations conducting preparedness training.  

 

1. Risk assessment - Based on the individual‘s geography, living conditions, social-economic 

status, including work and home-based roles and responsibilities, a risk assessment should 

guide individuals to prepare for natural disasters and emergencies that are most likely to 

occur in their location.  Being prepared for these events will build resilience for unforeseen 

future emergencies. 

 

2. Protective Actions, Alerts and Warnings - based on the hazards identified in the risk 

assessment, knowledge and skills to take the appropriate primary and alternative protective 

actions that will decrease vulnerability in an event; knowledge of local alerts and warning 

systems and plans for how to receive updated information during an emergency; knowledge 

of jurisdiction‘s and frequent location‘s response plans (e.g. home, work, sports venues) 

including shelter and evacuation plans. 

 

3. Family emergency plan - designated rally locations if separated in an emergency, home 

fire escape plan, communication plan for when household members are separated or normal 

communications are disrupted (e.g. the cell phones are out), the unique needs for disabled or 

special individuals, emergency utility shut off, shelter and evacuation plans for individuals 

based on their frequent location plans and local jurisdiction emergency plans, emergency 

contact information. 
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4. Recovery plans for all types of emergencies (natural disaster, fire, death in family, 

insurance claims) 

 

5. Disaster resiliency plans for separated families (child, elder and home care), financial and 

personal records and management, manage shifted roles and responsibilities of an absent 

family member) 

 

6. Response and Recovery tools and supplies to support protective actions and plans 

(survival kits for multiple locations and each household/family member, copies of 

identification and essential documents, contents of wallet, and medicine cabinet) 

 

The following represents the vital information necessary in preparation for, response and 

recovery following an event.  The vital information is divided into five basic information areas 

and is presented with its intended purpose and a recommended checklist of data components. 

Please note that a list of national resources has been provided at the end of this section. 
 

Personal Information is intended to provide the basic information needed to prove an 

individual‘s identity, provide key medical information to first responders or to aid in the 

information needed to apply for disaster assistance relief. Personal information may include: 

 

Family contact information 

– Date of Birth 

– Birth Place 

– Phone numbers 

– Social Security Number 

– Driver‘s License Number 

– Other identification Numbers 

– Email addresses 

– Blackberry Pin Number (If applicable) 

Family Medical Information 

– Immediate Medical Concerns 

– Major Health Issues 

– Known Allergies 

– Current Medications (name, dosage, frequency) 

– Medical Insurance Provider Information 

 

Financial Information is intended to help an individual rebuild their financial history and/or to 

make an insurance claim following an emergency. Financial Information may include: 

 

– Bank Information – Checking, Savings, Safe Deposit Box, Other 

– Investments – Stocks, Bonds, CD, Ira 401K, Pension, Brokerage, Other 

– Debts – Credit Cards, Auto Loans, Student Loans, Other Debts 

– Real Property – Home, Rental, Time Share, Senior Housing, Other 

– Personal Property (Major Items) – Automobiles, Motorcycles, Boats, RV, Other 

– Personal Property (Minor Items) – Furniture, Jewelry, Art, Collectibles, Other 

– Income Sources – Wages, Bonuses, Commissions, Rent, Leases, Alimony, Child 

Support, Other 

– Expenses – Mortgage, Electric, Gas, Water, Cable, Home phone, Cellular, Trash, Pet 

Care, Other 
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– Insurances – Home, Vehicle, Renters, Other 

– Tax Record History – Federal, State, Business, Estate, Other 

 

Emergency Information is intended to help an individual and their family in pre-planning their 

emergency action steps specific to their geographic risks, communication methods and 

assembling of disaster emergency kit resources, etc. Emergency Information may include: 

 

– Emergency communication methods 

o Emergency contacts (out-of-town, regional, primary, work, etc.) 

o Other relevant contacts (employer, insurance agent, landlord, school, etc.) 

o Virtual Rallying Point Locations (Facebook, Myspace, Twitter, etc.) 

– Shelter-in-place or pre-arranged alternative shelter locations 

o Evacuation plans and routes 

o Rally point locations near the home (when the emergency is localized to the 

home or a few homes) 

o Utility shut-off procedures 

– Disaster kit (home, work, car) 

o First aid, go bag, food and water 

– Geographical identification of risks (natural or man-made) 

o Local emergency resources (CERT, Red Cross, 511, 211, etc.) 

– Critical workplace information (goes to Yes, But what do I do?) 

o Workplace disaster assistance (benefits, policies, processes) 

o Workplace roles and responsibilities 

– Emergency physical access information (secured areas, garage, pool, etc.) 

– Emergency technology access information (work files, voicemail, home files, etc.) 

– Location of spare keys 

– Wallet contents 

 

Household Information is intended to assist an alternative provider in assuming household 

responsibilities and/or family care at a moment‘s notice. Household Information may include: 

 

– Household Details 

o Security System 

o Mail Delivery 

o Waste Removal 

o Watering 

o Landscaping 

o Housecleaning 

o Pool or Spa 

o Water 

o Non-Emergency Utility Controls 

– Routine Bill Pay Information 

o Type of bill, amount, what account it is paid out of, due date and payment 

method (check, automatic, online) 

– Child & Elder Care information – Emergency Contact Information, Nicknames, 

Physician Information, Special Considerations, etc. 

– Pet Care – Breed, Markings, Veterinarian, Special Considerations, Vaccination 

Dates, Medical History, etc. 

– Household Security 

o Online accounts (User Names, passwords, and secret question answers) 
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o ATM Card numbers 

o Home Alarms 

o Gated Community Access Codes 

o Any other number that someone else may need to assume care of your 

household or important family members 

 

Legal Information is intended to assist a household in rebuilding the critical legal family 

information and to provide critical legal information that may need to be conveyed (such as 

medical directives and final considerations). Legal Information may include: 

 

– Legal Service Provider Information 

– Marriage Certificates 

– Divorce and Custody Court Orders 

– Alimony and Childcare Court Orders 

– Adoption Papers 

– Wills and Trusts 

– Birth, Marriage and Death Certificates 

– Powers of Attorney and Medical Releases 

– Location of Identification Cards 

– Location of Tax and Financial Records 

– Medical Directives and Final Considerations 

 

Check: 

 Education and training must prepare personnel to respond to emergencies and disasters 

and ensure performance of the organizations essential functions. Education and training of 

all personnel is critical for building the resilience that will allow the organization or 

business to recover rapidly and resume its mission and functions. As part of its training 

program, the organization must provide documentation of training conducted, the date of 

training, those completing the training, and the training facilitator/instructor. This process 

and its supporting documentation will help ensure that individuals have received the 

necessary guidance and support and know prior to, during, and after an event what is 

expected of them. Training shall follow the criteria set forth in Section 6.11. et.al. 

Act:  

 Based on measures of documented understanding, adequacy and effectiveness of the 

education and training, the organization shall take any corrective actions to improve or 

enhance the Individual and Family preparedness education and training program.  

Program improvements shall follow the criteria set forth in Section 8 et.al. 

Resources 

The following resources provide guidance to help individuals in taking family preparedness 

measures. 

 

FEMA  

Ready.Gov 

 Be Informed - Risk assessment and protective actions located at:  

http://www.ready.gov/america/beinformed/index.html 

 Make a Plan - Family emergency plan located at: 

http://www.ready.gov/america/makeaplan/index.html  

http://www.ready.gov/america/beinformed/index.html
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 Get a Kit – Emergency Supply Kit information located at 

http://www.ready.gov/america/getakit/index.html and checklist is located at: 

http://www.ready.gov/america/getakit/kit-print.html 

Are You Ready? http://www.fema.gov/areyouready/index.shtm  
Family emergency plan located at: 

http://www.ready.gov/america/_downloads/familyemergencyplan.pdf 

FEMA/Citizen Corps and Operation Hope 

Emergency Financial First Aid Kit (EFFAK) located at: http://www.operationhope.org/effak/ 

http://www.fema.gov/help/publications.shtm 

 

CENTERS for DISEASE CONTROL AND PREVENTION (CDC) 

http://emergency.cdc.gov/preparedness/  

 

American Red Cross http://www.redcross.org/  

Links to Preparing and Getting Trained include information on: 

 Prepare your Home and Family 

 Prepare your employees and workplace 

 

USCG 

 Family emergency plan located at: 

http://www.uscg.mil/legal/la/Personal_Readiness_Plan.asp 

Legal readiness checklist located at: 

http://www.uscg.mil/legal/la/Legal%20Readiness%20Checklist.pdf 

 

A.6.7.1  Key stakeholders from both internal and external entities should be considered. 

Alternative operating or backup facilities. Alternate site(s) should be identified for departments 

or agencies which have critical functions and procedures should be developed so that these 

critical operations can continue. 

Vital records. Procedures have been put in place to ensure the selection, preservation, and 

availability of records essential to the effective functioning of the entity under emergency 

conditions and to maintain the continuity of operations. Vital records may include financial 

data, personnel records, engineering drawings, etc. Protection of records should comply with 

applicable laws [Health Insurance Portability and Accountability Act (HIPAA) or other privacy 

laws]. 

Protection of resources, facilities, and personnel. The entity should have the ability to allocate 

needed resources and restore functions during and after incidents. Plans should address 

deployment procedures to relocate/replicate resources or facilities, increase protection of 

facilities, and inform and train personnel in protective measures. Preparedness should be 

increased based on the threat level. 

 

A.6.8.1  The crisis communications plan should include a pre-established structure and process 

for gathering and disseminating emergency or crisis information to both internal and external 

stakeholders. (See Chapter 8 of Implementing NFPA 1600 National Preparedness Standard for 

more information.) The communications plan should identify not only key stakeholders but also 

who on the communications team is responsible for tailoring and communicating appropriate 

information to each stakeholder group, before, during, and after an incident. Formal awareness 

initiatives should be established in advance of an emergency with the intention of reaching 

populations that could be impacted by a risk or hazard. A means of collecting inquiries and 

responding to concerns from the public should also be incorporated into the process to better 

http://www.ready.gov/america/getakit/kit-print.html
http://www.fema.gov/areyouready/index.shtm
http://www.ready.gov/america/_downloads/familyemergencyplan.pdf
http://www.fema.gov/help/publications.shtm
http://emergency.cdc.gov/preparedness/
http://www.redcross.org/
http://www.uscg.mil/legal/la/Personal_Readiness_Plan.asp
http://www.uscg.mil/legal/la/Legal%20Readiness%20Checklist.pdf
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ensure a two-way dialogue. This can be done through pamphlets, speaker‘s bureaus, the 

Internet, community meetings, newsletters, and other means. (See page 178 of Implementing 

NFPA 1600 National Preparedness Standard for more information.) 

 

A.6.8.2 (1)  Stakeholder liaisons and others tasked with communications responsibilities should 

coordinate information through a central communications hub to ensure an organized, 

integrated, and coordinated mechanism for the delivery of understandable, timely, accurate, and 

consistent information to all parties. (See Chapter 8, p. 178, of Implementing NFPA 1600 

National Preparedness Standard for more information.) Information or tools that can be 

prepared in advance, such as pre-scripted information bullets or template press releases, can 

help speed the release of information. Similarly, narrowing the time between when information 

becomes known and when it is approved for release to the public can be a critical factor in 

shaping public opinion. (See pages 180–182 in Implementing NFPA 1600 National 

Preparedness Standard for more information on templates and the approval process.) 

 

A.6.8.3  A joint information center (JIC) can be established during incident operations to 

support the coordination and dissemination of critical emergency as well as public affairs 

information from all communications operations related to the incident, including federal, state, 

local, and tribal public information officers (PIOs) as well as private entity or corporate 

communications staff. The JIC can be physical or virtual. (See pages 176–177 of Implementing 

NFPA 1600 National Preparedness Standard for more information.) 

 

A.6.9.1  An IMS is used to systematically manage an emergency. The system used varies 

among entities and among jurisdictions within entities. In minor incidents, IMS functions might 

be handled by one person: the incident commander or equivalent designee. 

An example of an effective public sector IMS would be the National Incident Management 

System (NIMS), as used in the United States, or its equivalent in other countries.  In the NIMS 

model, incident management is structured to facilitate activities in five major functional areas: 

command, operations, planning, logistics, and finance and administration. For private sector 

entities, it is acceptable for the IMS to be organized in whatever way best fits the organizational 

structure, as long as these functions are covered and it is clear how the entity will coordinate its 

operations with public sector resources arriving at the incident scene.   

The attached diagram provides one example of how private sector functions (such as 

engineering, sales, legal, etc.) could potentially align with the NIMS roles of planning, logistics, 

operations, and finance/administration.  But each organization is unique and should structure its 

IMS to best fit its needs, even if its roles do not neatly align with the NIMS categories.  For 

more information on structuring private sector crisis management teams, see Implementing 

NFPA 1600, Appendix A.   
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A.6.9.2 Effectively managing resources from multiple sources includes record keeping, tracking 

assignments, deploying and demobilizing resources, designating facilities, implementing and 

maintaining accountability, and tracking. 

 

A.6.9.5  Management by objectives represents an approach that is communicated throughout the 

entire organization. This approach includes establishing overarching objectives for the 

following:   

(1)  Developing and issuing assignments, plans, procedures, and protocols 

(2)  Establishing specific, measurable objectives for various incident management functional 

activities, and directing efforts to attain them, in support of defined strategic objectives 

(3)  Documenting results to measure performance and facilitate corrective action with 

reliance on an IAP, which provides a coherent means of communicating the overall incident 

objectives in the contexts of both operational and support activities 

 

The mission defines the current state of the entity, the vision establishes where the entity wants 

to be, and the goals are the broad statements of how the entity will accomplish both the mission 

and the vision. The goals might be short term and long term. 

 

Goals are general guidelines designed to communicate the desired outcome and are not typically 

measurable but are broad statements of what the entity wants to accomplish. An example of a 

goal would be that the continuity of operation of the entity would not be interrupted as a result 

of an incident. 

 

A.6.10  An emergency operations center (EOC) is the physical location where the coordination 

and support of incident management activities take place. The EOC should have adequate work 

space, communications, and backup utilities and should meet other basic human needs for each 

representative. 

For complex incidents, EOCs may need to be staffed by personnel representing multiple 

jurisdictions, functional disciplines, and resources. 

The physical size, staffing, and equipping of an EOC will depend on the size of the entity, 

resources available, and anticipated incident management support required. EOCs should be 

organized and staffed to provide coordination and support to the incident. 

  

EOCs can be permanent facilities or can be established to meet temporary, short-term needs. 

 

A.6.10.1  Primary and alternative emergency operations centers are a facility or capability from 

which direction and control are exercised during an incident. This type of center or capability is 

designated to ensure that the capacity exists for the leadership to direct and control operations 

from a centralized facility or capability in the event of an incident. 

Alternative EOCs attempt to ensure that facilities are available and located so as not to be 

impacted by the same event. This might also include department operations centers (DOCs), 

which focus on internal agency incident management and response and are linked to and, in 

most cases, are physically represented in a higher level EOC. Incident command posts (ICPs) 

should also be linked to DOCs and EOCs to ensure effective and efficient incident management. 

 

An ICP located at or in the immediate vicinity of an incident site, although primarily focused on 

the tactical on-scene response, can perform an EOC-like function in smaller-scale incidents or 

during the initial phase of the response to larger, more complex events. EOCs, or those centers 

to support larger, more complex events, are established in a central or permanently established 

facility at a higher level of organization within a jurisdiction. 
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A.6.10.2  Virtual EOCs – where team members are located separately but linked via conference 

call or other virtual electronic meeting tool – are an acceptable means of meeting the 

requirement. 

 

A.6.11  Training addresses known knowledge, skill, and ability requirements while education 

addresses unknown knowledge, skill, and ability requirements. 

 

A.6.11.1  Competency-based education and training program focuses on the specific knowledge 

elements, skills, and/or abilities that are objective; measurable (i.e., demonstrable on the job); 

and, necessary to  the effective implementation of NFPA 1600 and other requirements. 

Education is instruction, structured to achieve specific competency-based objectives, that 

imparts primarily knowledge. Training is instruction that imparts and/or maintains the skills 

(and abilities such as strength and endurance) necessary for individuals and teams to perform 

their assigned system responsibilities. Training objectives should be competency-based and 

specify a level of proficiency that relates to the relevant competencies (―awareness, operations, 

or expert‖).  Proficiency is the degree of understanding of the subject matter and its practical 

application through training and performance.  (Examples of competency frameworks to be 

added to Annex B-2).  

 

A.6.11.3  Example public education programs can be found in Annex B-2  

  

A.6.11.4  All personnel designated to perform specific task(s) should demonstrate competence 

to safely perform those tasks and meet the expected criteria identified in performance 

objectives. Competency-based performance is an accepted concept in public, private, and not-

for-profit entities. One comprehensive definition of ―competency‖ is: ―A cluster of related 

knowledge, skills, and attitudes that affects a major part of one‘s job (a role or responsibility), 

that correlates with performance on the job, that can be measured against well-accepted 

standards, and that can be improved via training and development‖ (Training, July 1996). An 

―essential‖ competency is critical for an employee to perform safely, effectively meeting the 

criteria identified in the performance objective. Competencies are gained through a multitude of 

ways: life experience, formal education, apprenticeship, on-the-job experience, self-help 

programs, and training and development programs. All of these together might contribute to 

competence in performing a designated task. 

 

A.6.11.7  Information that should be included in public outreach and awareness efforts include 

regulatory disclosures such as those required by the Emergency Planning and Community 

Right-to-Know Act (EPCRA), the Community Awareness Emergency Response (CAER), and 

the Clery Act. Other non-regulatory examples of awareness that might be included in public 

education include severe weather outreach and alerts, shelter-in-place, and evacuation. See also 

A.6.8. 

 

A.7.2 An exercise is an instrument used to train for, assess, practice, and improve performance 

in prevention, protection, response, and recovery capabilities in a risk-free environment. 

Exercises can be used for testing and validating policies, plans, procedures, training, equipment, 

and interagency agreements; clarifying and training personnel in roles and responsibilities; 

improving interagency coordination and communications; identifying gaps in resources; 

improving individual performance; and identifying opportunities for improvement. 
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Note: An exercise is also an excellent way to demonstrate community resolve to prepare for 

disastrous events. 

(See U.S. Department of Homeland Security Exercise and Evaluation Program.) 

 

Exercise and testing might be synonymous in certain areas; however, there are times they are 

not synonymous. As an example, testing of a data center recovery plan will need to have an 

indication of success or failure. 

 

Exercise is the principal means of testing a program‘s ability to implement its response 

procedures. It allows the entity and other agencies and organizations to practice procedures and 

interact with other agencies in a controlled setting. Participants identify and make 

recommendations to improve the overall program. The fundamental purpose is to improve 

implementation procedures. In support of that goal, an exercise should be used to achieve the 

following:  

 

(1) Reveal planning weaknesses and strengths in the plan or SOPs (standard operating 

procedures) and (SOGs) (standard operating guidelines), or to test and validate recently 

changed procedures 

(2) Improve the coordination between various response organizations, elected officials, 

and community support organizations 

(3) Validate the training of the critical elements of response, (e.g., incident command, 

hazard recognition, evacuation, decontamination) 

(4) Increase the entity‘s general awareness and understanding of the hazards present 

(5) Identify additional resources, equipment, or personnel, needed to prepare for and 

respond to an incident 

 

A.7.3 Exercises include activities performed for the purpose of training and conditioning team 

members and personnel in appropriate responses with the goal of achieving maximum 

performance. 

An exercise can involve invoking response and operational continuity procedures, but is more 

likely to involve the simulation of a response or operational continuity incident, or both, 

announced or unannounced, in which participants role-play in order to assess the issues that 

arise, prior to a real invocation. 

Exercises should include, but not be limited to, tabletops, simulations, and full operational 

exercises. Exercises are generally divided into the three types specified in the paragraphs that 

follow.  

Tabletop. The basic purpose of a tabletop exercise is to solve problems in a group discussion. 

This normally provides key individuals an opportunity to evaluate coordination, review plan, 

and SOP elements, and prepare for larger and more complex exercises. Tabletop exercises do 

not involve response personnel or equipment but are designed to allow for problem solving to 

occur through discussion. Each problem or element of the exercise must be given adequate time 

for discussion to allow for complete problem solution.  

 

Functional. Functional exercises are a hands-on activity that is designed to evaluate a limited 

number of functions within the overall plan and does require the use of response personnel and 
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equipment, as well as the coordination needed for those functions. Several functional exercises 

might be needed to test specific areas of the plan independently for appropriate evaluation. 

 

Full-scale. Full-scale exercises are designed to physically test a major portion of the plan, 

bringing together the functional elements tested during the previous functional exercises. These 

exercises typically require the activation of an EOC to coordinate the activities of all entities 

involved.  

Exercises and testing should be used to achieve the following: 

  (1) Reveal planning weaknesses and strengths in the plan or standard operating 

procedures/standard operating guidelines (SOP/SOG), or to test and validate recently changed 

procedures 

  (2) Improve the coordination between various response organizations, elected officials, and 

community support organizations 

  (3) Validate the training of the critical elements of response (e.g., incident command, hazard 

recognition, evacuation, decontamination) 

  (4) Increase the entity‘s general awareness and understanding of the hazards present 

  (5) Identify additional resources, equipment, or personnel needed to prepare for and respond to 

an incident 

  (6) Include activities performed for the purpose of training and conditioning team members 

and personnel in appropriate responses, with the goal of achieving maximum performance. 

  An exercise can involve invoking response and operational continuity procedures, but is more 

likely to involve the simulation of a response or operational continuity incident, or both, 

announced or unannounced, in which participants role-play in order to identify those issues that 

might arise, prior to a real invocation. 

 

A.7.6  A minimum annual frequency of exercising or testing is recommended where no set time 

period is established. 

 

A.8.1 Improvements to the program can be made in many ways, such as following an exercise 

or test of the program, following an actual event that required one or more of the program 

elements to be activated, or through a scheduled periodic review of the program. 

 

A.8.1.2 The program should be reviewed on a regularly scheduled basis, after major changes to 

or within the organization (i.e.. new facility, process, product, policy, etc.), after scheduled 

exercises (testing of the program), or following an incident that required a part of the plan 

associated with the program to be utilized. Consideration should be given to the use of external 

evaluators.  

 

A.8.1.3(5) Many emergency management entities and programs in both the public and private 

sector are supported in part by grants from government entities or private sources. 

A.8.2 The corrective action process should follow a review of the program or follow an actual 

event or exercise to identify program deficiencies and take necessary corrective actions to 

address such deficiencies. The corrective action program should include techniques to manage 

the capabilities improvement process. The corrective action program should begin following the 

―after-action‖ discussion/critique of the incident or exercise or should take place during the 

incident if a lengthy or extended event is being managed. During the evaluation process, 
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deficiencies that require improvement should be identified. Process deficiencies should be 

identified within one or more of the program elements found in this standard.  

Corrective actions should be identified by using the following three categories:  

(1) Plan or SOPs revisions 

(2) Training and exercises 

(3) Equipment additions or modifications and facilities 

A task group should be assigned to each identified area of noted deficiency to develop the 

necessary actions for improvement, and a time schedule for development of the necessary 

corrective action should be established. 

The task group should do the following:  

(1) Develop options for appropriate corrective action. 

(2) Make recommendations for a preferred option. 

(3) Develop an implementation plan, and include training if required. 

(4) Ensure that, during the next exercise, the corrective actions are evaluated to determine 

if the corrective actions have been successful. 

The entity should establish a process to identify the root cause of the deficiencies noted. 

The entity should establish a change management process (i.e., a process involving all sectors of 

a entity‘s operations in which changes to the operations are reflected in the plan and, vice versa, 

changes in the plan are reflected in the entity's operations). 

 

A.8.2.1 The corrective action program should include the following:  

(1) Development of a problem statement that states the problem and identifies its impact 

(2) Review of the past history of corrective action issues from previous evaluations and 

identification of possible solutions to the problem 

(3) Selection of a corrective action strategy and prioritization of the actions to be taken, as 

well as an associated schedule for completion 

(4) Provision of authority and resources to the individual assigned to implementation, so 

that the designated change can be accomplished 

(5) Identification of the resources required to implement the strategy 

(6) Check of the progress of completing the corrective action 

(7) Forwarding of problems that need to be resolved by higher authorities to that level of 

authority that can resolve the problem 

(8) Testing of the solution through exercising once the problem is solved 

 

A.8.2.2 The appropriate corrective actions might not be taken due to budgetary or other 

constraints or will be deferred as a part of the long-range capital project. However, temporary 

actions might be adopted during the time it takes to fund and implement the desired option 
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_______________________________________________________________________________________________
1600-70     Log #22

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new text to read as follows:
The emergency management and business continuity community comprises many different entities, including

the government at distinct levels (e.g., federal, state/provincial, territorial, tribal, indigenous, and local levels); business
and industry; not-for-profit, nongovernmental organizations; and individual citizens. Each of these entities has its own
focus, unique missions and responsibilities, varied resources and capabilities, and operating principles and procedures.

Adding “not-for-profit” makes this paragraph agree with .

_______________________________________________________________________________________________
1600-71     Log #23

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new text to read as follows:
This standard promotes a common understanding of the fundamentals of planning and decision making to help

entities examine all hazards and produce an integrated, coordinated, and synchronized program for Disaster/Emergency
Management and Business Continuity.

Adding the recommended text reinforces the unique nature of NFPA 1600 by reminding the users the
program is integrated with Disaster/Emergency Management AND Business Continuity.

_______________________________________________________________________________________________
1600-72     Log #27

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new text to read as follows:
The procedures which is used to assess the capability with a “pass or fail" Testing is sometimes

called a “trial” and used with assessing supporting plans. Testing should start with simple component testing building
toward system testing. As with exercise, the intent of testing is to improve the overall performance of an entity.

The recommended addition to Annex A is intended for clarifying the new definition for Testing.

The committee feels that definition is a duplication of hat is already in the standard.
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1600-73     Log #25

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Revise text to read as follows:
Exercise is the principal means of testing a program’s ability to implement its response procedures.

It allows the entity and other agencies and organizations to practice procedures and interact with other agencies in a
controlled setting. Participants identify and make recommendations to improve the overall program. The fundamental
purpose is to improve the implementation of procedures. In support of that goal, an exercise should be used to achieve
the following:
(1) Reveal planning weaknesses and strengths in the plan or standard operating procedures/standard operating

guidelines (SOP/SOG), or to test and validate recently changed procedures
(2) Improve the coordination between various response organizations, elected officials, and community support

organizations
(3) Validate the training of the critical elements of response (e.g., incident command, hazard recognition, evacuation,

decontamination)
(4) Increase the entity’s general awareness and understanding of the hazards present
(5) Identify additional resources, equipment, or personnel needed to prepare for and respond to an incident
Exercises include activities performed for the purpose of training and conditioning team members and personnel in

appropriate responses, with the goal of achieving maximum performance.
An exercise can involve invoking response and operational continuity procedures, but is more likely to involve the

simulation of a response or operational continuity incident, or both, announced or unannounced, in which participants
role-play in order to identify those issues that might arise, prior to a real invocation.

Exercises and can be used for: validating policies, plans, procedures, training, equipment, and
interorganizational agreements; clarifying and training personnel in roles and responsibilities; improving
inter-organizational coordination and communications; identifying gaps in resources; improving individual performance;
and identifying opportunities for improvement, and controlled opportunity to practice improvisation. A test is a unique
and particular type of exercise, which incorporates an expectation of a pass or fail element within the goal or objectives
of the exercise being planned.

The revised definition clarifies and simplifies while focusing on the improving the performance of the
entity. Portions of the existing A.3.3.9 have been proposed as a new A.7.5 Exercise Design.

Add text to read as follows:
Exercises and can be used for: validating policies, plans, procedures, training, equipment, and

interorganizational agreements; clarifying and training personnel in roles and responsibilities; improving
inter-organizational coordination and communications; identifying gaps in resources; improving individual performance;
and identifying opportunities for improvement, and controlled opportunity to practice improvisation.

The committee accepted the first part of the proposal  and dropped the last sentence so that
there was no definition in the Annex.
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_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add new text to read as follows:

There are multiple ways to perform a Risk Assessment:
(1) “What-if”: The purpose of the what-if analysis is to identify specific hazards or hazardous situations that could result

in undesirable consequences. This technique has limited structure and relies on knowledgeable individuals who are
familiar with the operation of the critical systems, the interaction between critical systems and the broad range of
potential failures that could occur.  The value of this type of Risk Assessment is totally dependent on the quality of the
team performing it and how thorough they are in determining all of the significant hazards. This is the most basic method
and is included to some extent in all of the following methods.
(2) Checklist: A specific list of items is used to identify risks, specific hazards and hazardous situations by comparing

the current or projected situations with accepted standards and risk assessments performed on similar systems. The
person initially developing the checklist would typically review applicable standards on the equipment and systems to be
analyzed to collect what information is available from analysis on similar equipment or systems.  The value of this type
of Risk Assessment is dependent on the quality of the checklist as to whether it accurately includes all of the significant
hazards and the skill and understanding of the checklist user.  Where comprehensive information is available developed
by industry experts on the equipment and systems to be analyzed, this type of risk assessment can be very effective.
(3) Failure Modes, Effects and Criticality Analysis (FMECA): Each element in a system is examined individually and

collectively to determine the effect when one or more elements fail. This is a bottom-up approach: each of the elements
is examined, all of the ways it can fail are listed (failure modes) and the effect of each failure to the element itself and on
the overall system is predicted. Then a criticality level is assigned for each failure mode, base on the overall effect on
the system.  An interdisciplinary team is required and it is time consuming in direct proportion to how thorough and to
what level of detail the analysis is taken. This technique is well suited for assessing potential equipment failures and
how they impact the overall mission of the system being analyzed. The value of this type of Risk Assessment is
dependent on the skill and understanding of the team performing the analysis and how comprehensive the scope is for
the analysis.
(4) Fault Tree Analysis (FTA): This is a top-down approach where an undesirable event is identified as the “top event”

in the “tree” and the potential causes that could lead to the undesirable event are identified as “branches” below.
Boolean Algebra is used to connect the potential causes of failure in the branches to other branches and the top event.
If the failure rate and repair data is available for all of the initiating failures in the Fault Tree, quantitative results
(unreliability and unavailability) can be calculated for the “top event” and each of the branches. The value of the
assessment is dependent on the competence of the team in using the FTA process, on their skill and understanding of
the systems they are analyzing, and on the depth to which they take the analysis. In addition to the major benefit of
quantitative analysis, FTA also specifically addresses an individual issue and is therefore ideal for incremental
improvement over time.  An individual systems (such as waste water) or type of facility (911 Call Center) can be
comprehensively analyzed.
(5) Reliability Block Diagram (RBD): An RBD is a block diagram in which the major components are connected

together in the same manner as they are in an electrical one-line diagram or mechanical piping diagram.  Each of the
blocks have the failure and repair data for that component included in the block.  The junctions connecting the block are
set according to the system redundancy (e.g. “one out of two” when there are two components and only one is required
to carry the load).  Quantitative results (reliability, availability, etc.) for the RBD are obtained by performing the series
and parallel combinations of the blocks.  RBD is a very effective tool in providing quantitative analysis for system that
have flow characteristics (such as electrical power, water and waste water systems).  It is more intuitive and less prone
to major omissions in the analysis than the previous methods, since the RBD is primarily based on the electrical one-line
diagram or mechanical piping diagrams.  The value of this type of Risk Assessment is dependent on the availability and
accuracy of failure and repair data for the equipment being modeled, the accuracy in which the RBD matches the
system being analyzed and the quality of the statistician or software program used to perform the calculations.
Methods 1 thru 3 are strictly qualitative analysis.  Methods 4 and 5 can provide qualitative analysis, provided the failure

and repair rates for the equipment being modeled are available.  The method used for the Risk Assessment should be
comparable with the criticality of the system being analyzed.  A gradient level of risk assessment, with probabilistic
modeling providing the quantitative method used for the most critical systems, greatly increases the probability that they
will be designed sufficiently robust so that they are available when needed to deliver emergency services and provide
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for disaster recovery.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
The requirement for the various types of critical systems needs to align with the importance of the system to the

protection of life and property.  A gradient level of risk assessment with probabilistic modeling provides a quantitative
method to ensure the most critical systems have designed sufficiently robust so that they are available when needed to
deliver emergency services and provide for disaster recovery.
Therefore hardening the key pieces of the infrastructure (such as 911 Call Centers) that are required for recovery from

the event or to mitigate significant escalation of the damages should be specifically addressed as part of the Prevention
strategy.   The essential infrastructure elements should be given a priority ranking, so the most critical elements receive
the most resources.  It also provides the sequence in which to make incremental improvements most effectively.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

Add text to read as follows:
(5) Reliability Block Diagram (RBD): An RBD is a block diagram in which the major components are connected together
in the same manner as they are in an electrical one-line diagram or mechanical piping diagram.  Each of the blocks
have the failure and repair data for that component included in the block.  The junctions connecting the block are set
according to the system redundancy (e.g. “one out of two” when there are two components and only one is required to
carry the load).  Quantitative results (reliability, availability, etc.) for the RBD are obtained by performing the series and
parallel combinations of the blocks.  RBD is a very effective tool in providing quantitative analysis for system that have
flow characteristics (such as electrical power, water and waste water systems).  It is more intuitive and less prone to
major omissions in the analysis than the previous methods, since the RBD is primarily based on the electrical one-line
diagram or mechanical piping diagrams.  The value of this type of Risk Assessment is dependent on the availability and
accuracy of failure and repair data for the equipment being modeled, the accuracy in which the RBD matches the
system being analyzed and the quality of the statistician or software program used to perform the calculations.
Methods 1 thru 3 are strictly qualitative analysis.  Methods 4 and 5 can provide qualitative analysis, provided the failure

and repair rates for the equipment being modeled are available.  The method used for the Risk Assessment should be
comparable with the criticality of the system being analyzed.  A gradient level of risk assessment, with probabilistic
modeling providing the quantitative method used for the most critical systems, greatly increases the probability that they
will be designed sufficiently robust so that they are available when needed to deliver emergency services and provide
for disaster recovery.

The submitter identified items that are already in the document.
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_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add text to read as follows:
(6) Determine the maximum acceptable down time (MAD) [or maximum acceptable outage time (MAO)] for each

process, based on the identified consequences and the critical success factors for the function. The MAD (MAO)
represents the maximum period of time the organization can tolerate the loss of capability.
(7) Determine the rate at which the severity of the identified consequences increase by if the MAD is not met.
(8) Confirm the current level of preparedness of the critical processes to manage a disruption. This might include

evaluating the level of redundancy within the process (e.g., spare equipment) or the existence of alternate suppliers.
A.5.4.5  There are essential infrastructure elements required to respond/recover from the event, such communication

facilities (911 Call Centers) for the police and fire departments.  The water supply and waste water removal systems
have critical elements, such as key pumping stations that broadly affect the distribution of water or prevent release of
sewage.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
For example, take the health risks due to loss of sewage pumping station.  For the most part, sewage systems or pump

stations are generally in the lowest surrounding area.  Typically pumping stations don’t have a holding pond available.
 The sewer enters a wet well located at the pumping station and how much storage the wet well and incoming sewer
have determines how long the pumping station can be out of service before it begins to back up into basements or
overflow out of manholes.  At high flows for larger pumping stations, this is generally not a huge amount of time (in some
cases this may be between 15 minutes to half an hour).  Backups and overflows are both health and environmental
issues.
Wastewater that backs up in basements can cause significant damage to homes and is generally a significant health

concern for the residents.  Cleanup includes throwing away anything that cannot be safely cleaned up and disinfected. 
Cleanup requires proper personal protection and care in dealing with raw sewage.  If the backup were to a business, the
amount of damage or problems that can occur would obviously depend upon the extent of the backup (how much and
how long), what kind of equipment, storage, or other use the business makes of its lower level(s), how the backup may
affect the health and well being of employees and customers, and how it affects the general operation of the business
itself.
Wastewater that is released into the environment can cause environmental damage, e.g., fish kills and algae blooms,

and can be a significant health hazard, e.g., high levels of pathogens in swimming areas or incidental contact with raw
sewage near areas of the spill.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.
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_______________________________________________________________________________________________
Robert Schuerger, HP Critical Facilities Services

Add new text to read as follows:
In order to ensure the most critical systems are available when needed, specific criteria are needed as part of

the gradient scale.  Shown below are guidelines that provide some of the details to be included in the prevention
strategy.
Category I – Systems that have been designated to remain operational or be immediately restorable to service after the

event for emergency services to function or to prevent significant escalation of the damages.  On-site generation
capable of supporting the critical systems for 72 hours with only refueling and minor servicing (no loss of power to the
critical systems while servicing) is required.  Risk assessment should include probabilistic modeling, such as fault tree or
reliability block diagram (RBD) for the electrical power to the Category I systems to verify an availability of 0.9999 and a
mean time to repair of less than 1.0 hours.  The probabilistic modeling shall also include naturally occurring hazards,
such as earthquakes, floods, hurricanes and snow/ice storms to the extent that weather data is available.  For hazards
for which there is no data available, such as human-caused events, the risk assessment should include a systematic
method analysis, such as FMECA or fault tree.  The analysis should what types of events are most likely to cause the
critical systems to be taken out of service with a mitigation strategy to minimize the probability of it occurring.
Category II – Systems that have been designated to significantly contribute to the delivery of emergency services or

are essential for disaster recovery or to prevent significant escalation of the damages.  Category II systems are typically
restorable to operation within 4 hours.  Risk assessment should include probabilistic modeling, such as fault tree or
reliability block diagram (RBD) for the electrical power to the Category II systems to verify an availability of 0.9995 and a
mean time to repair of 4.0 hours or less.  The probabilistic modeling shall also include naturally occurring hazards, such
as earthquakes, floods, hurricanes and snow/ice storms to the extent that weather data is available.  For hazards for
which there is no data available, such as human-caused events, the risk assessment should include a systematic
method analysis, such as FMECA or fault tree.  The analysis should include what types of events are most likely to
cause the critical to be taken out of service with a mitigation strategy to minimize the probability of it occurring.
Category III – Systems that have significant impact on the protection of life and property, but are not immediately

essential for providing emergency services or to prevent significant escalation of the damages.  Category III systems are
typically restorable to operation within 24 hours.  Risk assessment may include probabilistic modeling, such as fault tree
or reliability block diagram (RBD) for the electrical power to the Category III systems to verify an availability of 0.9973
and a mean time to repair of 24.0 hours or less.  The agency determining the criticality of the facility may deem
qualitative analysis is sufficient for Category III systems.  The analysis should include what types of events are most
likely to cause the critical system to be taken out of service with a mitigation strategy to minimize the probability of it
occurring.
Category IV – Critical systems that have significant impact on the protection of life and property, but are not

immediately essential, as there are multiple systems or facilities providing the same function.  Category IV systems are
typically restorable to operation within 24 hours for the time utility power, water and sewage disposal are available to the
facility. A qualitative analysis is sufficient for Category IV systems.  The analysis should includes what types of events
are most likely to cause the critical system to be taken out of service with a mitigation strategy to minimize the
probability of it occurring.

Major disasters, such as floods from hurricanes and earth quakes significantly disrupt normal
transportation and communication lines.  Relief efforts are stopped before they can get started if there is no way for
them to find out where the relief is needed and how to get to the area.
Major disasters also significantly disrupt normal services, such as electrical power, natural gas, water and sewage

service.  How quickly relief is required before the situation becomes life threatening to the general population varies
significantly due to the circumstances.  In all cases the loss of water and sewage will significantly impact the general
public in a matter of a few days.  Health related issues due to water contamination can escalate much quicker.
The requirement for the various types of critical systems needs to align with the importance of the system to the

protection of life and property.  A gradient level of risk assessment with probabilistic modeling provides a quantitative
method to ensure the most critical systems have designed sufficiently robust so that they are available when needed to
deliver emergency services and provide for disaster recovery.  A set of specific requirements for the various levels of
criticality needs to be included in the article to provide direction, adequate design criteria and for consistent application.
The classifying governmental agency having jurisdiction would benefit from consistent guidelines to be use in

determining which systems in their jurisdiction should be addressed.  A gradient level of criticality provides a method to
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ensure the most critical systems have the resources allocated to them so that they are available when needed to deliver
emergency services and provide for disaster recovery.
Therefore hardening the key pieces of the infrastructure (such as 911 Call Centers) that are required for recovery from

the event or to mitigate significant escalation of the damages should be specifically addressed as part of the Prevention
strategy.   The essential infrastructure elements should be given a priority ranking, so the most critical elements receive
the most resources.  It also provides the sequence in which to make incremental improvements most effectively.
This is the joint work of Robert Schuerger, Michael Simon and Robert Arno.

The committee feels that the proposal is too prescriptive and too specific for the standard.

_______________________________________________________________________________________________
1600-77     Log #29

_______________________________________________________________________________________________
Dean R. Larson, Purdue University Calumet

Add new text to read as follows:
Exercises and testing should be used to achieve the following:
(1) Reveal planning weaknesses and strengths in the plan or standard operating procedures/standard operating

guidelines (SOP/SOG), or to test and validate recently changed procedures
(2) Improve the coordination between various response organizations, elected officials, and community support

organizations
(3) Validate the training of the critical elements of response (e.g., incident command, hazard recognition, evacuation,

decontamination)
(4) Increase the entity’s general awareness and understanding of the hazards present
(5) Identify additional resources, equipment, or personnel needed to prepare for and respond to an incident
(6) Include activities performed for the purpose of training and conditioning team members and personnel in

appropriate responses, with the goal of achieving maximum performance.
An exercise can involve invoking response and operational continuity procedures, but is more likely to involve the

simulation of a response or operational continuity incident, or both, announced or unannounced, in which participants
role-play in order to identify those issues that might arise, prior to a real invocation.

A portion of this recommended addition to Annex A exists as in the 2010 Edition.

_______________________________________________________________________________________________
1600-78     Log #CP23

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Revise text to read as follows:

The committee wants to add documents and conduct an update for the annex to make sure the
references are correct.
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_______________________________________________________________________________________________
Michael A. Anthony, University of Michigan / Rep. APPA.ORG - Leadership in Education

Include the ISO TC 223 Committee on Societal Security web page in this list:

B.2 Web Sites of Interest.   Web sites are included as examples of program development resources available on the
Internet. Inclusion in this annex does not constitute an endorsement. The user is cautioned that website addresses
change, and a search engine might be needed to locate the correct URL.

There is a fair amount of correlation between the ISO document and the NFPA document and a URL
will hasten harmonization where appropriate for both organizations.  More detailed information about the ISO business
plan for this document is available here:

Include the ISO TC 223 Committee on Societal Security web page in this list:

The committee agrees that the internet link should  be included in the standard, but feels that
the link should be directed only to the top level of the domain.

_______________________________________________________________________________________________
1600-80     Log #CP42

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Annex C update
Update Annex C to reflect changes adopted by the committee and include the revised hazard list from revised Annex A.

This proposal is an update to the self-assessment annex that was included in the 2010 edition. The
addition of the hazard list from Annex A was a committee decision at the 2010 ROC meeting.
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_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Annex D Management System Guidelines Plan-Do-Check-Act (PDCA) Cycle
This annex is an example of a type B management system guideline. To implement as a Type A

management requirement standard (
), the implementation should be by directive from an authority having jurisdiction and

criteria for each program element should be developed and approved by that same authority. Table D.1 provides a list of
program elements and their location in the 2010 edition of . This annex was developed using the same ISO
guidance used by ISO/TC 223

****Insert Artwork here****
Figure D.1 Here

The committee updated the graphic image to reflect the changes in the 2013 edition of 1600 and
removed all other content which will be addressed in the new MSS Annex.
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Final Action: Accept 

Substantiation: The committee updated the graphic image to reflect the changes in the 2013 

edition of 1600 and removed all other content which will be addressed in the new MMS Annex  

 

Annex D Management System Guidelines 

 

This annex is not a part of the requirements of this NFPA document but is included for 

informational purposes only. 

D.1  

 

The Plan-Do-Check-Act (PDCA) (see Figure D.1), also known as the Deming cycle or Deming 

wheel, is a four-step problem solving process typically used for business process improvement 

and quality assurance management. 

 

 

FIGURE D.1 The Plan-Do-Check-Act (PDCA) Cycle. 
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_______________________________________________________________________________________________
Michael A. Anthony, University of Michigan / Rep. APPA.ORG - Leadership in Education - Association of

Education Facility Executives
Add the following text to the list in this section:

IEEE 493-2007 - IEEE Recommended Practice for the Design of Reliable Industrial and Commercial Power Systems
The IEEE “Gold Book” (493) is the most comprehensive document on quantitative methods for

electrical power system reliability in the world.  Since reliable power systems are as important to life safety as homeland
security, all NFPA committees should have this book as a reference document in order to become more familiar with the
terms of art of reliability engineering.  For the first time, this reference document appeared in the 2011 National Electrical
Code in Chapter 7:

Members of that NEC committee agreed that this resource offered a way to convey opinions about power security into
the realm of science.  Very often, the AHJ is put in the position of having to assess the reliability and availability of
security-related infrastructure. It would be reasonable for the AHJ to ask for reliability calculations, much as he or she
might ask for short circuit or ampere demand calculations in a power system design. Unfortunately, the training of many
electrical engineers does not include formal, reliability analysis so reference to this document will provide a starting point
for establishing equivalencies in the reliability assumptions that form the foundation of business continuity risk
assessments.

The committee's intent is to included documents that have specific application to the core
elements of an emergency management and business continuity program.  The committee feels that the document
referenced by the submitter is too specific.

_______________________________________________________________________________________________
1600-83     Log #45

_______________________________________________________________________________________________
Robert G. Arno, EYP Mission Critical Facilities, Inc.

Add new text to read as follows:

Supporting data for risk assessment is very hard to find. Statistical methods addressing risk
assessments are only as good as the accurate details found in databases. This database is the most comprehensive
Reliability and Maintainability data source in the world. Listing statistically sound information on over 300 different
components comprising the makeup of a facility.
The suggestion is to not only reference the database but to add the database to NFPA 1600 in the reference section.

Included in this section would also be the definitions used in creating the database’s statistics.  This would provide the
user a comprehensive source of information at the analyst finger tips.

The committee's intent is to included documents that have specific application to the core
elements of an emergency management and business continuity program.  The committee feels that the document
referenced by the submitter is too specific.
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_______________________________________________________________________________________________
1600-84     Log #CP25

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

Committee authorized members to update Annex E at the ROC meeting.
The committee wants to update the annex with the latest informational references.

_______________________________________________________________________________________________
1600-85     Log #CP41

_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

**Insert Annex E**

This crosswalk has been included in multiple editions.  This proposal updates the tables to reflect
changes in the three documents.

_______________________________________________________________________________________________
1600-86     Log #47

_______________________________________________________________________________________________
Michael A. Anthony, University of Michigan / Rep. APPA.ORG - Leadership in Education - Association of

Educational Facility Executives
To the list of Informational References, add the following peer reviewed paper, which was

presented at the IEEE Industrial Applications Society Technical Meeting in Newport Beach California, May 1-5, 2011

The best emergency management decisions when quantitative approaches inform qualitative
assessments -- and vice-versa.  This is an example of a quantitative approach to designing and affirming the availability
of 911 communications center.  The paper, presented by Robert Arno at the conference, is attached herewith
Note:  Supporting material is available for review at NFPA Headquarters.

The committee's intent is to included documents that have specific application to the core
elements of an emergency management and business continuity program.  The committee feels that the document
referenced by the submitter is too specific.
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_______________________________________________________________________________________________
Technical Committee on Emergency Management and Business Continuity,

****Insert Include 1600_LCP_R Here****

The committee included this version of NFPA 1600 written as a management system standard to
provide an option for users.
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Annex _X__ NFPA 1600 2013 Edition as a Management System Standard 

 

Information in this annex is intended to be adopted by the entity at its discretion, replacing 

chapters 1 – 8.  Although this annex is written in mandatory language, it is not intended to be 

enforced or applied unless specifically adopted by the entity, thereby replacing chapters 1 – 8 

and becoming the full requirements of the standard.  A management system is defined as a 

framework of processes designed to ensure the achievement of an entity’s “business” objectives. 

  By adopting this annex, the entity is committing to using a management system standard for 

implementation and maintenance of the program. 

 

The outline of the Management System Standard comes from the work the Technical 

Coordination Group (JTCG) established by ISO’s Technical Management Board (ISO/TMB) 

with the goal of coordinating the development of ISO management system standards with a view 

to enhancing their consistency and alignment. 

 

NFPA 1600 2010 Edition as a  Management System Standard  with  Standardized High 

Level Structure and Identical Text 

 

 

The following represents a suggested re-ordering of NFPA 1600-2010 to conform to ISO JTCG 

TF1 2010 N36 High Level Structure and Identical Text.   

Suggested changes or additions to the NFPA 1600-2010 text based on ISO JTCG TF1 2010 N36 

High Level Structure and Identical Text are in Arial font. Original NFPA1600-2010 text is in 

NewBaskerville-Roman font. 

 

 

Introduction 

IMPORTANT NOTE: This NFPA document is made available for use subject to important 

notices and legal disclaimers. These notices and disclaimers appear in all publications 

containing this document and may be found under the heading “Important Notices and 

Disclaimers Concerning NFPA Documents.” They can also be obtained on request from 

NFPA or viewed at www.nfpa.org/disclaimers. 

NOTICE: An asterisk (*) following the number or letter designating a paragraph indicates that 

explanatory material on the paragraph can be found in Annex A. Information on referenced 

publications can be found in Chapter 2 and Annex E. 

1. ScopeChapter 1 Administration 

1.1* Scope. This standard shall establish a common set of criteria for all hazards 

disaster/emergency management and business continuity programs, hereinafter referred to as 

“the program.” 

1.2* Purpose. This standard provides the fundamental criteria for a management system 

designed to develop, implement, assess, and maintain the program for prevention, mitigation, 

preparedness, response, continuity, and recovery. 

1.3* Application. This document shall apply to public, not-for-profit, non-governmental 

organizations (NGO), and private entities on a local, regional, national, international, and global 

basis. 

2. Normative references Chapter 2 Referenced Publications 
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2.1 General. The documents or portions thereof listed in this chapter are referenced within this 

standard and shall be considered part of the requirements of this document. 

2.2 NFPA Publications. (Reserved) 

2.3 Other Publications. 

Merriam-Webster’s Collegiate Dictionary, 11th edition, Merriam-Webster, Inc., Springfield, 

MA, 2003. 

2.4 References for Extracts in Mandatory Sections. (Reserved) 

3. Terms and definitions Chapter 3 Definitions 

3.1 General. The definitions contained in this chapter shall apply to the terms used in this 

standard. Where terms are not defined in this chapter or within another chapter, they shall be 

defined using their ordinarily accepted meanings within the context in which they are used. 

Merriam-Webster’s Collegiate Dictionary, 11th edition, shall be the source for the ordinarily 

accepted meaning. 

3.2 NFPA Official Definitions. 

3.2.1* Approved. Acceptable to the authority having jurisdiction. 

3.2.2* Authority Having Jurisdiction (AHJ). An organization, office, or individual responsible 

for enforcing the requirements of a code or standard, or for approving equipment, materials, an 

installation, or a procedure. 

3.2.3 Shall. Indicates a mandatory requirement. 

3.2.4 Should. Indicates a recommendation or that which is advised but not required. 

3.2.5 Standard. A document, the main text of which contains only mandatory provisions using 

the word “shall” to indicate requirements and which is in a form generally suitable for mandatory 

reference by another standard or code or for adoption into law. Non-mandatory provisions shall 

be located in an appendix or annex, footnote, or fine-print note and are not to be considered a 

part of the requirements of a standard. 

3.3 General Definitions. 

3.3.0 Accountability. Answerable for a particular activity or action to a particular entity. 

3.3.1 All-Hazards. An approach for prevention, mitigation, preparedness, response, continuity, 

and recovery that addresses a full range of threats and hazards, including natural, human-caused, 

and technology-caused. 

3.3.2* Business Continuity. An ongoing process to ensure that the necessary steps are taken to 

identify the impact of potential losses and maintain viable recovery strategies, recovery plans, 

and continuity of services. 

3.3.3 Continual Improvement. Recurring process of enhancing the management program in 

order to achieve improvements in overall performance consistent with the entity’s policy, goals, 

and objectives. 

3.3.4* Continuity. A term that includes business continuity, continuity of operations [COOP], 

operational continuity, succession planning, continuity of government [COG], which support the 

resilience of the entity. 

3.3.5 Crisis Management. The ability of an entity to manage incidents that have the potential to 

cause significant security, financial, or reputational impacts. 

3.3.6 Damage Assessment. An appraisal or determination of the effects of the incident on 

humans, on physical, operational, economic characteristics, and on the environment. 

3.3.7 Disaster/Emergency Management. An ongoing process to prevent, mitigate, prepare for, 

respond to, maintain continuity during, and recover from an incident that threatens life, property, 

operations, or the environment. 
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3.3.8 Entity. A governmental agency or jurisdiction, private or public company, partnership, 

non-profit organization, or other organization that has emergency management and continuity of 

operations responsibilities. 

3.3.9* Exercise. Activity in which the entity’s plan(s) is rehearsed in part or in whole to ensure 

that the plan(s) contains the appropriate information and produces the desired result when put 

into effect. 

3.3.10 Impact Analysis [Business Impact Analysis (BIA)]. A management level analysis that 

identifies the impact of losing the entity’s resources. 

3.3.11* Incident. An event that has the potential to cause interruption, disruption, loss, 

emergency, crisis, disaster, or catastrophe. 

3.3.12 Incident Action Plan. A verbal plan, written plan, or combination of both, that is updated 

throughout the incident and reflects the overall incident strategy, tactics, risk management, and 

member safety that are developed by the incident commander. 

3.3.13* Incident Management System (IMS). The combination of facilities, equipment, 

personnel, procedures, and communications operating within a common organizational structure, 

designed to aid in the management of resources during incidents. 

3.3.14 Interoperability. The ability of diverse personnel, systems, and organizations to work 

together seamlessly. 

3.3.14a* Management System. A framework of processes designed to ensure achievement of a 

"business" objective. 

3.3.15 Mitigation. Activities taken to reduce the impacts from hazards. 

3.3.16* Mutual Aid/Assistance Agreement. A prearranged agreement between two or more 

entities to share resources in response to an incident. 

3.3.17 Preparedness. Ongoing activities, tasks, and systems to develop, implement, and 

maintain the program capabilities. 

3.3.18* Prevention. Activities to avoid an incident or to stop an incident from occurring. 

3.3.19* Recovery. Activities and programs designed to return conditions to a level that is 

acceptable to the entity. 

3.3.20* Resource Management. A system for identifying available resources to enable timely 

access to resources needed to prevent, mitigate, prepare for, respond to, maintain continuity 

during, or recover from an incident. 

3.3.21* Response. Immediate and ongoing activities, tasks, programs, and systems to manage 

the effects of an incident that threatens life, property, operations, or the environment. 

3.3.21a Responsibility. Obligation to ensure that an action is taken. 

3.3.22 Risk Assessment. Process of hazard identification, probability analysis, vulnerability 

analysis, and impacts analysis. 

3.3.23 Situation Analysis. The process of collecting, evaluating, and disseminating information 

related to the incident, including information on the current and forecasted situation, and on the 

status of resources for management of the incident. 

3.3.24 Vital Records. Information critical to the continued operation or survival of an entity. 

4. Context of the organization 

4.1  Understanding the organization and its context. 

The organization shall determine external and internal issues that are relevant to its purpose and 

that affect its ability to achieve the intended outcomes of its Disaster/Emergency Management 

and Business Continuity (D/EM-BC) management system.  
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These issues shall be taken into account when establishing, implementing, maintaining and 

improving the organization’s D/EM-BC management system. 

4.5 Laws and Authorities. 

4.5.1* The program shall comply with applicable legislation, policies, regulatory requirements, 

and directives. 

4.5.2* The entity shall establish and maintain a procedure(s) to comply with applicable 

legislation, policies, regulatory requirements, and directives. 

4.5.3* The entity shall implement a strategy for addressing the need for revisions to legislation, 

regulations, directives, policies, and industry codes of practice. 

4.2  Understanding the needs and expectations of interested parties  

When establishing its disaster/emergency management and business continuity program, the 

entity shall determine: 

· its relevant interested parties and  

· their requirements (i.e. their needs and expectations whether stated, implied or obligatory) 

4.3  Determining the scope of the management system  

The organization shall determine the scope of the Disaster/Emergency Management and 

Business Continuity management system, such that the boundaries and applicability of the 

management system can be clearly communicated to relevant internal and external parties. 

When determining the scope of the management system the organization shall consider: 

· the external and internal issues referred to in 4.1 

· the requirements referred to in 4.2,  

The organization shall retain documented information on the scope of the Disaster/Emergency 

Management and Business Continuity management system  

4.4  Disaster/emergency management and business continuity management system 

The organization shall, establish, implement, maintain and improve disaster/emergency 

management and business continuity management system in accordance with the requirements of 

this International Standard including the processes needed and their interactions. 

5. Leadership 

5.1 General 

Persons in top management and other relevant management roles throughout the organization 

shall demonstrate leadership with respect to the disaster/emergency management and business 

continuity management system. 

Note  This can be shown, for example, by motivating and empowering persons to contribute to 

the effectiveness of the disaster/emergency management and business continuity management 

system. 

5.2 Management commitment 

Top management shall demonstrate its commitment by 

(1) ensuring the disaster/emergency management and business continuity management system is 

compatible with the strategic direction of the organization  

(2) integrating the disaster/emergency management and business continuity management system 

requirements into the organization’s business processes; 

(3) providing the resources to establish, implement, maintain and continually improve the 

disaster/emergency management and business continuity management system 

(4) communicating the importance of effective disaster/emergency management and business 

continuity management and conforming to the disaster/emergency management and business 

continuity management system requirements;  
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(5) ensuring that the disaster/emergency management and business continuity management 

system achieves its intended outcomes 

(6) directing and supporting continual improvement 

Note reference to “business” in this International Standard should be interpreted broadly to mean 

those activities that are core to the purposes of the organization’s existence. 

4.1* Leadership and Commitment. 

4.1.1 The entity leadership shall demonstrate commitment to and accountability for the program 

to prevent, mitigate the consequences of, prepare for, respond to, maintain continuity during, and 

recover from incidents. 

4.1.2. The leadership commitment shall include the following: 

(1) Policies, plans, and procedures to develop, implement, and maintain the program 

(2) Resources to support the program 

(3) Reviews and evaluations to ensure program effectiveness 

(4) Correction of deficiencies 

5.3 Policy 

Top management shall establish a Disaster/Emergency Management and Business Continuity 

(D/EM-BC) policy.  

The policy shall: 

(1) be appropriate to the purpose of the organization; 

(2) provide the framework for setting D/EM-BC  objectives; 

(3) include a commitment to satisfy applicable requirements, 

(4) include a commitment to continual improvement of the D/EM-BC  program and management 

system 

(5) be communicated within the organization 

(6) be available to interested parties, as appropriate 

The organization shall retain documented information on the D/EM-BC policy. 

4.1.3 The entity shall adhere to policies, execute plans, and follow procedures developed to 

support the program 

4.4 Program Administration. The entity shall have a documented program that includes the 

following: 

(1) Executive policy, including vision, mission statement, roles and responsibilities, and enabling 

authority 

(2)*Program scope, goals, objectives, and method of program evaluation 

(3) Program plans and procedures that include the following: 

(a) Anticipated cost 

(b) Priority 

(c) Time schedule 

(d) Resources required 

(4) Applicable authorities, legislation, regulations, and industry codes of practice as required by 

Section 4.5 

(5) Program budget and schedule, including milestones 

(6) Records management practices as required by Section 4.8 

5.4 Organizational roles, responsibilities and authorities  

Top management shall ensure that the responsibilities and authorities for relevant roles are 

assigned and communicated within the organization. 

Top management shall assign the responsibility and authority for 
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(1) ensuring that the D/EM-BC  management system conforms to the requirements of this 

International Standard 

(2) reporting on the performance of the D/EM-BC  management system to top management 

4.2* Program Coordinator. The program coordinator shall be appointed by the entity and 

authorized to develop, implement, administer, evaluate, and maintain the program. 

4.3* Program Committee. 

4.3.1* A program committee shall be established by the entity in accordance with its policy. 

4.3.2 The program committee shall provide input for, and/or assist in, the coordination of the 

preparation, development, implementation, evaluation, and maintenance of the program. 

4.3.3* The program committee shall include the program coordinator and others who have the 

expertise, the knowledge of the entity, and the capability to identify resources from all key 

functional areas within the entity and shall solicit applicable external representation. 

6.9 Incident Management. 

6.9.1* The entity shall develop a program to direct, control, and coordinate response to and 

recovery from an incident. 

6.9.2* The program shall describe specific organizational roles, titles, and responsibilities for 

each incident management function. 

6.9.3 The entity shall establish procedures and policies for coordinating mitigation, preparedness, 

response, continuity and recovery activities. 

6.9.4 The entity shall coordinate the activities specified in 6.9.3 with stakeholders in the 

mitigation, preparedness, response, continuity, and recovery operations. 

6.9.5* Emergency operations/response shall be guided by an incident action plan or management 

by objectives. 

6 Planning 

Chapter 5 Planning 

6.1 Actions to address risks and opportunities  

The organization shall consider the issues referred to in 4.1 and the requirements referred to in 

4.2 and determine the risks and opportunities that need to be addressed to  

(1) assure the management system can achieve its intended outcome(s)  

(2) prevent undesired effects 

(3) realize opportunities for improvement. 

The organization shall: 

(1) evaluate the need to plan actions to address these risks and opportunities, and 

(2) where applicable 

(a) integrate and implement these actions into its Disaster/Emergency Management and Business 

Continuity (D/EM-BC)  management system processes (see 8.1) 

(b) ensure information will be available to evaluate if the actions have been effective (see 9.1) 

5.1 Planning Process. 

5.1.1* The program shall follow a planning process that develops strategic, crisis management, 

prevention, mitigation, emergency operations/response, continuity, and recovery plans. 

5.1.2 Strategic planning shall define the vision, mission, and goals. 

5.1.3 Crisis management planning shall address issues that threaten the strategic, reputational, 

and intangible elements of the entity. 

5.1.4 The entity shall include key stakeholders in the planning process. 

5.2 Common Plan Requirements. 
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5.2.1* Plans shall identify the functional roles and responsibilities of internal and external 

agencies, organizations, departments, and positions. 

5.2.2 Plans shall identify lines of authority. 

5.2.3 Plans shall identify lines of succession for the entity. 

5.2.4 Plans shall identify interfaces to external organizations. 

5.2.5 Plans shall identify the process for delegation of authority. 

5.2.6 Plans shall identify logistics support and resource requirements. 

5.2.7* Plans shall address the health and safety of personnel. 

5.2.8* Plans shall be individual, integrated into a single plan document, or a combination of the 

two. 

5.2.9* The entity shall make sections of the plans available to those assigned specific tasks and 

responsibilities therein and to key stakeholders as required. 

5.3* Planning and Design. 

5.3.1* The program shall include the requirements specified in Chapters 4 through 8, the scope 

of which shall be determined through an “all-hazards” approach, and the risk assessment. 

5.3.2* The program requirements shall be applicable to prevention, mitigation, preparedness, 

response, continuity, and recovery. 

5.4* Risk Assessment. 

5.4.1* The entity shall conduct a risk assessment in accordance with Section 5.4 to identify 

strategies for prevention and mitigation and to gather information to develop plans for response, 

continuity, and recovery. 

5.4.2* The entity shall identify hazards and monitor those hazards and the likelihood of their 

occurrence. 

5.4.2.1* Hazards to be evaluated shall include the following: 

(1) Natural hazards (geological, meteorological, and biological) 

(2) Human-caused events (accidental and intentional) 

(3) Technologically caused events (accidental and intentional) 

5.4.2.2 The vulnerability of people, property, the environment, and the entity shall be identified, 

evaluated, and monitored. 

5.4.3* The entity shall conduct an analysis of the impact of the hazards identified in 5.4.2 on the 

following: 

(1) Health and safety of persons in the affected area at the time of the incident (injury and death) 

(2) Health and safety of personnel responding to the incident 

(3)*Continuity of operations 

(4)*Property, facilities, assets, and critical infrastructure 

(5) Delivery of the entity’s services 

(6) Supply chain 

(7) Environment 

(8)*Economic and financial condition 

(9) Regulatory and contractual obligations 

(10) Reputation of or confidence in the entity 

5.4.4* The analysis shall evaluate the potential effects of regional, national, or international 

incidents that could have cascading impacts. 

5.5* Business Impact Analysis. 

5.5.1 The entity shall conduct a business impact analysis (BIA). 
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5.5.2 The BIA shall evaluate the potential impacts resulting from interruption or disruption of 

individual functions, processes, and applications. 

5.5.3* The BIA shall identify those functions, processes, and applications that are critical to the 

entity and the point in time when the impact(s) of the interruption or disruption becomes 

unacceptable to the entity. 

5.5.4* The BIA shall evaluate the potential loss of information and the point in time that defines 

the potential gap between the last backup of information and the time of the interruption or 

disruption. 

5.5.5 The BIA developed in Section 5.5 shall be used in the development of plans to support the 

program. 

5.5.6 The impact analysis required by 5.4.3 and the BIA required by Section 5.5 shall be 

permitted to be conducted in conjunction with each other or separately. 

6.2 Objectives and plans to achieve them  

Top management shall ensure that D/EM-BC objectives are established and communicated for 

relevant functions and levels within the organization.   

The D/EM-BC objectives shall:  

(1) be consistent with the D/EM-BC  policy 

(2) be measurable (if practicable)  

(3) take into account applicable requirements 

(4) be monitored and updated as appropriate   

The organization shall retain documented information on the D/EM-BC objectives. 

To achieve its D/EM-BC  objectives, the organization shall determine:  

(1) who will be responsible 

(2) what will be done 

(3) what resources will be required 

(4) when it will be completed 

(5) how the results will be evaluated 

4.6 Performance Objectives. 
4.6.1* The entity shall establish performance objectives for program requirements in accordance 

with Chapter 4 and program elements in accordance with Chapters 4 through 8. 

4.6.5 The performance objectives shall depend on the results of the hazard identification, risk 

assessment, and business impact analysis. 

4.6.6* Performance objectives shall be developed by the entity to address both short-term and 

long-term needs. 

4.6.7* The entity shall define the terms short term and long term. 

7. Support 

7.1 Resources  

The organization shall determine and provide the resources needed for the Disaster/Emergency 

Management and Business Continuity (D/EM-BC)  management system 

4.7* Finance and Administration. 

4.7.1 The entity shall develop financial and administrative procedures to support the program 

before, during, and after an incident. 

4.7.2 There shall be a responsive financial management and administrative framework that 

complies with the entity’s program requirements and is uniquely linked to response, continuity, 

and recovery operations. 



9 

NFPA 1600 Log #CP29 Rec F2012 ROP 
 

4.7.3 There shall be crisis management procedures to provide coordinated situation-specific 

authorization levels and appropriate control measures. 

4.7.4 The (financial management and administrative) framework shall provide for maximum 

flexibility to expeditiously request, receive, manage, and apply funds in a non-emergency 

environment and in emergency situations to ensure the timely delivery of assistance. 

4.7.5 The (financial management and) administrative process shall be documented through 

written procedures. 

4.7.6 The (financial management and administrative) (process)/program shall be capable of 

capturing financial data for future cost recovery, as well as identifying and accessing alternative 

funding sources and managing budgeted and specially appropriated funds. 

4.7.7 Procedures shall be created and maintained for expediting fiscal decisions in accordance 

with established authorization levels, accounting principles, and other fiscal policy. 

4.7.8* The procedures specified in 4.7.7 shall include the following: 

(1) Establishment and definition of responsibilities for the program finance authority, including 

its reporting relationships to the program coordinator 

(2) Program procurement procedures 

(3) Payroll 

(4)*Accounting systems to track and document costs 

(5) Management of funding from external sources 

6.1* Resource Management. 

6.1.1* The entity shall conduct a resource management needs assessment based on the hazards 

identified in 5.4.2. 

6.1.2 The resource management needs assessment shall include the following: 

(1)*Human resources, equipment, training, facilities, funding, expert knowledge, materials, 

technology, information, intelligence, and the time frames within which they will be needed 

(2) Quantity, response time, capability, limitations, cost, and liability connected with using the 

involved resources 

(3) Resources and any needed partnership arrangements essential to the program 

6.1.3* The entity shall establish procedures to locate, acquire, store, distribute, maintain, test, 

and account for services, human resources, equipment, materials, and facilities procured or 

donated to support the program. 

6.1.4* Facilities capable of supporting response, continuity, and recovery operations shall be 

identified. 

6.1.5 Resource management shall include the following tasks: 

(1) Establishing processes for describing, taking inventory of, requesting, and tracking resources 

(2) Resource typing or categorizing resources by size, capacity, capability, and skill 

(3) Mobilizing and demobilizing resources in accordance with the established IMS 

(4) Conducting contingency planning for resource deficiencies 

6.1.6 A current inventory of internal and external resources shall be maintained. 

6.1.7 Donations of human resources, equipment, material, and facilities shall be managed. 

6.2* Mutual Aid/Assistance. 

6.2.1 The need for mutual aid/assistance shall be determined. 

6.2.2 If mutual aid/assistance is needed, agreements shall be established. 

6.2.3* Mutual aid/assistance agreements shall be documented in the program. 

6.10* Emergency Operations Centers (EOCs). 
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6.10.1* The entity shall establish primary and alternate EOCs capable of managing response, 

continuity, and recovery operations. 

6.10.2* The EOCs shall be permitted to be physical or virtual. 

7.2 Competence  

The organization shall: 

(1) determine the necessary competence of person(s) doing work under its control that affects its 

D/EM-BC  performance 

(2) ensure these persons are competent on the basis of appropriate education, training, or 

experience, 

(3) where applicable, take actions to acquire the necessary competence, and evaluate the 

effectiveness of the actions taken 

(4) retain appropriate documented information as evidence of competence. 

Note Applicable actions may include, for example: the provision of training to, the mentoring of, 

or the re-assignment of current employees; or the hiring or contracting of competent persons. 

6.11* Training and Education. 

6.11.1* The entity shall develop and implement a training and education curriculum to support 

the program. 

6.11.2 The goal of the curriculum shall be to create awareness and enhance the knowledge, 

skills, and abilities required to implement, support, and maintain the program. 

6.11.3 The scope of the curriculum and frequency of instruction shall be identified. 

6.11.4 Personnel shall be trained in the entity’s IMS and other components of the program to the 

level of their involvement. 

6.11.5 Records of training and education shall be maintained as specified in Section 4.8. 

6.11.6 The curriculum shall comply with applicable regulatory and program requirements. 

6.11.6 The curriculum shall comply with applicable regulatory and program requirements. 

6.11.7* A public education program shall be implemented to communicate the following: 

(1) Potential hazard impacts 

(2) Preparedness information 

(3) Information needed to develop a preparedness plan 

7.3 Awareness  

Persons doing work under the organization’s control shall be aware of: 

(1) the D/EM-BC  policy 

(2) their contribution to the effectiveness of the D/EM-BC  management system, including the 

benefits of improved D/EM-BC  performance 

(3) the implications of not conforming with the D/EM-BC  management system requirements 

7.4 Communication 

6.3* Communications and Warning. 

The organization shall determine the need for internal and external communications relevant to 

the D/EM-BC management system including  

(1) what to communicate 

(2) when to communicate 

(3) to whom it will communicate 

6.3.1* The entity shall determine communications and warning needs, based on required 

capabilities to execute plans. 

6.3.2* Communications and warning systems shall be reliable, redundant, and interoperable. 
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6.3.3* Emergency communications and warning protocols and procedures shall be developed, 

tested, and used to alert stakeholders potentially impacted by an actual or impending incident. 

6.3.4 Advisory and warning systems shall be integrated into planning and operational use. 

6.3.5* The entity shall develop and maintain the following capabilities: 

(1) Communications between the levels and functions of the organization and outside entities 

(2) Documentation of communications 

(3) Communications with emergency responders 

(4) Central contact facility or communications hub 

6.3.6 The entity shall establish, implement, and maintain procedures to disseminate warnings. 

6.3.7 The entity shall develop procedures to advise the public, through authorized agencies, of 

threats to life, property, and the environment. 

6.3.8* The entity shall disseminate warning information to stakeholders potentially impacted. 

6.3.9 The entity shall document issued warnings. 

6.8* Crisis Communications and Public Information. 

6.8.1* The entity shall develop a plan and procedures to disseminate and respond to requests for 

pre-incident, incident, and post-incident information to and from the following: 

(1) Internal audiences, including employees 

(2) External audiences, including the media and special needs populations 

6.8.2* A capability shall be established and maintained to include the following: 

(1)*Central contact facility 

(2) System for gathering, monitoring, and disseminating information 

(3) Procedures for developing and delivering coordinated messages 

(4) Pre-scripted information bulletins or templates 

(5) Protocol to coordinate and clear information for release 

6.8.3 The entity shall establish a physical or virtual information center. 

7.5 Documented information  

4.8* Records Management. 

7.5.1 General 

The organization’s D/EM-BC management system shall include: 

(1) documented information required by this International Standard 

(2) documented information determined by the organization as being required for the 

effectiveness of the D/EM-BC management system 

4.8.1 The entity shall develop a records management program 

4.8.2 Records Management policies shall be created, approved, and enforced to address the 

following: 

(1) Records classification 

(2) Maintenance of confidentiality 

(3) Maintenance of integrity incorporating audit trail 

(4) Record retention 

(5) Record storage 

(6) Record archiving 

(7) Record destruction 

(8) Access control 

(9) Document control 

7.5.2 Create and update 

The process for creating and updating documented information shall ensure appropriate: 
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(1) identification and description (e.g. a title, date, author, number ) 

(2) format (e.g. language, software version, graphics) and media (e.g. paper, electronic) 

(3) review and approval for adequacy 

Note  The extent of documented information for a D/EM-BC management system can differ 

from one organization to another due to: 

(1) the size of organization and its type of activities, processes, products and services,  

(2) the complexity of processes and their interactions, and  

(3) the competence of persons  

4.8.3 The entity shall apply the records management program to existing and newly created 

records. 

4.8.4 The entity shall develop and enforce procedures coordinating the access & circulation of 

records within and outside the organization. 

4.8.5 The entity shall execute the Records Management Program. 

7.5.3 Control of documented Information 

Documented information required by the D/EM-BC  management system and by this 

International Standard shall be controlled.  

Control of documented information shall include the following, as applicable: 

(1) Distribution 

(2) Access  

(3) Storage and preservation 

(4) Retrieval and use 

(5) Control of changes (e.g. version control)  

(6) Preservation of legibility (i.e. clear enough to read) 

(7) Prevention of the unintended use of obsolete information  

(8) Retention and disposition 

Documented information of external origin determined by the organization to be necessary for 

the planning and operation of the D/EM-BC management system shall be identified as 

appropriate, and controlled.  

When establishing control of documented information, the organization shall ensure that there is 

adequate protection for the documented information (e.g. protection against compromise, 

unauthorized modification or deletion). 

Note  Access implies a decision regarding the permission to view the documented information 

only, or the permission and authority to view and change the documented information, etc. 

8. Operation  

8.1 Operational planning and control 

The organization shall determine, plan, implement and control those processes needed to address 

the risks and opportunities determined in 6.1 and to meet requirements, by: 

(1) establishing criteria for those processes 

(2) implementing the control of these processes in accordance with the criteria 

(3) keeping documented information to demonstrate that the processes have been carried out as 

planned. 

The organization shall control planned changes and review the consequences of unintended 

changes, taking action to mitigate any adverse effects, as necessary 

The organization shall control processes that are contracted-out or outsourced.  

5.6 Prevention. 
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5.6.1* The entity shall develop a strategy to prevent an incident that threatens life, property, and 

the environment. 

5.6.2* The prevention strategy shall be based on the information obtained from Section 5.4 and 

shall be kept current using the techniques of information collection and intelligence. 

5.6.3 The prevention strategy shall be based on the results of hazard identification and risk 

assessment, impact analysis, program constraints, operational experience, and cost benefit 

analysis. 

5.6.4 The entity shall have a process to monitor the identified hazards and adjust the level of 

preventive measures to be commensurate with the risk. 

5.7 Mitigation. 

5.7.1* The entity shall develop and implement a mitigation strategy that includes measures to be 

taken to limit or control the consequences, extent, or severity of an incident that cannot be 

prevented. 

5.7.2* The mitigation strategy shall be based on the results of hazard identification and risk 

assessment, impact analysis, program constraints, operational experience, and cost benefit 

analysis. 

5.7.3* The mitigation strategy shall include interim and long-term actions to reduce 

vulnerabilities. 

6.4 Operational Procedures. 

6.4.1 The entity shall develop, coordinate, and implement operational procedures to support the 

program and execute its plans. 

6.4.2* Procedures shall be established and implemented for response to and recovery from the 

impact of hazards identified in 5.4.2. 

6.4.3* Procedures shall provide for life safety, property conservation, incident stabilization, 

continuity, and protection of the environment under the jurisdiction of the entity. 

6.4.4 Procedures shall include the following: 

(1) Control of access to the area affected by the incident 

(2) Identification of personnel engaged in activities at the incident 

(3) Accounting for personnel engaged in incident activities 

(4) Mobilization and demobilization of resources 

6.4.5 Procedures shall include a situation analysis that incorporates a damage assessment and a 

needs assessment to identify resources to support activities. 

6.4.6 On activation of a local emergency operations center (EOC), communications and 

coordination shall be established between the IMS and the EOC. 

6.4.7* Procedures shall allow for concurrent activities of response, continuity, recovery, and 

mitigation. 

6.5 Emergency Response. 

6.5.1* Emergency operations/response plans shall assign responsibilities for carrying out specific 

actions in an emergency. 

6.5.2* The plan shall identify actions to be taken to protect people (including those with special 

needs), property, operations, and the environment and to provide incident stabilization. 

6.5.3 The plan shall include the following: 

(1) Communication and warning in accordance with Section 6.3 

(2) Crisis communication and public information in accordance with Section 6.8 

(3) Protective actions for life safety 

(4) Direction and control in accordance with Section 6.8 
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(5) Resource management in accordance with Sections 6.1 and 6.2 

(6) Donation management in accordance with 6.1.7 

6.6* Employee Assistance and Support. 

6.6.1* The entity shall develop a strategy for employee assistance and support to include the 

following: 

(1) Communications procedures 

(2)*Contact information, including emergency contact outside anticipated hazard area 

(3) Accounting for persons affected, displaced, or injured by the incident 

(4) Temporary, short-term, or long-term housing, and feeding and care of those displaced by an 

incident 

(5) Mental health and physical well-being of individuals affected by the incident 

(6) Pre-incident and post-incident awareness 

6.6.2 The strategy shall be flexible for use in all incidents. 

6.7 Business Continuity and Recovery. 

6.7.1* The continuity plan shall identify stakeholders that need to be notified; critical and time-

sensitive applications; alternative work sites; vital records, contact lists, processes, and functions 

that must be maintained; and personnel, procedures, and resources that are needed while the 

entity is recovering. 

6.7.2 The recovery plan shall provide for restoration of functions, services, resources, facilities, 

programs, and infrastructure. 

9. Performance Evaluation 

Chapter 7 Testing and Exercises 

9.1 Monitoring, measurement, analysis and evaluation  

The organization shall determine:  

(1) what needs to be measured and monitored;  

(2) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure 

valid results. 

(3) when the monitoring and measuring shall be performed;  

(4) when the analysis and evaluation of monitoring and measurement results shall be performed. 

The organization shall evaluate the Disaster/Emergency Management and Business Continuity 

(D/EM-BC) performance and the effectiveness of the D/EM-BC  management system.  

Additionally, the organization shall:  

(1) take action when necessary to address adverse trends or results before a nonconformity 

occurs.  

(2) retain relevant documented information as evidence of the results. 

7.1 Entity Evaluation. The entity shall evaluate program plans, procedures, and capabilities 

through periodic testing and exercises. 

7.2* Exercise Evaluation. Exercises shall be designed to evaluate program plans, procedures, 

and capabilities. 

7.3* Methodology. Exercises shall provide a standardized methodology to practice procedures 

and interact with other entities in a controlled setting. 

7.4 Frequency. Testing and exercises shall be conducted on the frequency needed to establish 

and maintain required capabilities. 

7.5 Exercise Design. Exercises shall be designed to do the following: 

(1) Evaluate the program 

(2) Identify planning and procedural deficiencies 
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(3) Test or validate recently changed procedures or plans 

(4) Clarify roles and responsibilities 

(5) Obtain participant feedback and recommendations for program improvement 

(6) Measure improvement compared to performance objectives 

(7) Improve coordination between internal and external teams, organizations, and entities 

(8) Validate training and education 

(9) Increase awareness and understanding of hazards and the potential impacts of hazards on the 

entity 

(10) Identify additional resources and assess the capabilities of existing resources, including 

personnel and equipment needed for effective response and recovery 

9.2 Internal Audit  

The organization shall conduct internal audits at planned intervals to provide information to 

assist in the determination of whether the D/EM-BC  management system  

(1) conforms to  

(a) the organization’s own requirements for its D/EM-BC  management system 

(b) the requirements of this International Standard. 

(2) is effectively implemented and maintained. 

The organization shall  

(1) plan, establish, implement and maintain an audit programme(s), including the frequency, 

methods, responsibilities, planning requirements and reporting, while taking into consideration 

the importance of the processes concerned and the results of previous audits. 

(2) define the audit criteria and scope for each audit  

(3) select auditors and conduct audits to ensure objectivity and the impartiality of the audit 

process. 

(4) ensure that the results of the audits are reported to relevant management 

(5) retain documented information as evidence of the results. 

9.3 Management review  

Top management shall review the organization's D/EM-BC  management system, at planned 

intervals, to ensure its continuing suitability, adequacy and effectiveness. 

The management review shall include consideration of:  

(1) the status of actions from previous management reviews;  

(2) changes in external and internal issues that are relevant to the D/EM-BC  management 

system, 

(3) information on the D/EM-BC  performance, including trends in: 

(a) nonconformities and corrective actions 

(b) monitoring and measurement evaluation results and  

(c) audit results 

(4) opportunities for continual improvement 

The outputs of the management review shall include decisions related to continual improvement 

opportunities and the possible need for changes to the D/EM-BC  management system 

The organization shall retain documented information as evidence of the results of management 

reviews. 

8.1.1 The entity shall improve effectiveness of the program through management review of the 

policies, performance objectives, evaluation of program implementation, and changes resulting 

from preventive and corrective action. 
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8.1.2* Reviews shall be conducted on a regularly scheduled basis, and when the situation 

changes to challenge the effectiveness of the existing program. 

8.1.3 The program shall also be re-evaluated when any of the following occur: 

(1) Regulatory changes 

(2) Changes in hazards and potential impacts 

(3) Resource availability or capability changes 

(4) Organizational changes 

(5)*Funding changes 

(6) Infrastructure, economic, and geopolitical changes 

(7) Changes in products or services 

(8) Operational changes 

8.1.4 Reviews shall be conducted based on post-incident analyses, lessons learned, and 

operational performance. 

8.1.5 The entity shall maintain records of its reviews and evaluations, in accordance with the 

records management practices developed under Section 4.8. 

8.1.6 Documentation, records, and reports shall be provided to management for review and 

follow-up. 

10. Improvement  

Chapter 8 Program Improvement 

10.1 Nonconformity and corrective action 

The organization shall: 

(1) identify nonconformities, 

(2) react to the nonconformities, and as applicable  

(a) take action to control, contain and correct them, 

(b) deal with the consequences  

The organization shall also evaluate the need for action to eliminate the causes of 

nonconformities, including:  

(1) reviewing nonconformities 

(2) determining the causes of nonconformities, 

(3) identifying if potential similar nonconformities exist elsewhere in the Disaster/Emergency 

Management and Business Continuity (D/EM-BC) management system 

(4) Evaluating the need for action to ensure that nonconformities do not recur or occur elsewhere 

(5) determining and implementing action needed, and 

(6) reviewing the effectiveness of any corrective action taken.  

(7) making changes to the D/EM-BC  management system, if necessary 

Corrective actions shall be appropriate to the effects of the nonconformities encountered. 

The organization shall retain documented information as evidence of  

(8) the nature of the nonconformities and any subsequent actions taken, and  

(9) the results of any corrective action 

8.2* Corrective Action. 

8.2.1* The entity shall establish a corrective action process. 

8.2.2* The entity shall take corrective action on deficiencies identified. 

10.2 Continual improvement 
The organization shall continually improve the suitability, adequacy or effectiveness of the 

D/EM-BC  management system.  
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NOTE The organization can use the processes of the D/EM-BC management system such as 

leadership, planning and performance evaluation, to achieve improvement 
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Technical Committee on Emergency Management and Business Continuity,

(Add new annex “maturity models”)
Annex Y
An internal assessment of the development, implementation and progress made in the organization's emergency
management/business continuity process is an important part of its growth and success.  The entity should consider
benefits of developing a documented method to conduct an assessment which tracks its continuous improvement and
progress.  This can be done through a "maturity model" or other form of internal metrics the organization has adopted
and committed to monitoring for tracking its progress through a defined time period.  By quantifying progress through a
scalable method, the entity can also benefit by documenting  its efforts when responding to an internal or external audit
process.  This form of continuous improvement allows the entity to set goals (short through long term), track its
progress, eliminate waste in cost and effort while monitoring present state through future state.  This also helps in
substantiating the need for capital, expense, personnel and other process components which can help to improve
implementation of its business continuity process.  Internal metrics can be monitored over a defined time period
(example: semi annual, or annual) and cross compared with other divisions, departments or sectors of the entity.
Included in the entity's maturity model/metrics can be scalable progress on the following subject areas:
1. Program Initiation and Management
2. Risk Evaluation and Control
3. Business Impact Analysis
4. Business Continuity Strategies
5. Emergency Response and Operations
6. Business Continuity Plan Development and Documentation
7. Awareness and Training Programs
8. Exercise, Audit and Maintenance
9. Crisis Communications
10. Coordination With External Agencies
Best practices, lessons learned and other criteria discovered during the assessment can be shared throughout,

resulting in process improvement for entire organization.
The committee introduced maturity models because of their value plan for the continued development of

the program.
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Dean R. Larson, Purdue University Calumet

Add new text annex material:
APELL (Awareness and Preparedness for Emergencies at the Local Level) consists of a series of programs developed

in 1988 under the leadership of the United Nations Environmental Programme (UNEP) with the cooperation of multiple
organizations, including the U.S. EPA, in response to the tragic accident in Bhopal, India.  APELL is a multi-stakeholder
dialogue tool that establishes adequate coordination and communication in situations where the public might be affected
by accidents and disasters.
APELL process implementation consists of ten steps:
● Step ONE - Identify the emergency response participants and establish their roles, resources and their concerns,
● Step TWO - Evaluate the hazards and risks that may result in emergency situations in the community,
● Step THREE - Have participants review their own emergency response plans for adequacy relative to a co-ordinated

response
● Step FOUR - Identify the required response tasks not covered by existing plans
● Step FIVE - Match the Step 4 tasks to the resources available from the identified participants
● Step SIX - Make changes necessary to improve  existing plans and integrate existing plans into an overall

community plan and gain agreement
● Step SEVEN - Commit an integrated community plan to writing and get approvals from the local government
● Step EIGHT - Educate participating groups about the integrated plan and ensure that all responders are trained
● Step NINE - Establish procedures for periodic testing, review and updating of the plan
● Step TEN - Educate the general community on the integrated emergency response plan
The APELL process informs the community about the risks they are exposed to and educates the community on how

to react to accidents/disasters.  The program promotes the coordination between representatives from the industry, the
local level institutions and the public. The  APELL process included the preparation of an integrated community
preparedness plan, including preparing the community for early warnings of emergencies.
The APELL program for technological hazards was implemented over ten years ago in Bahía Blanca, Argentina a city

located in the south east of the province of Buenos Aires, Argentina, by the Atlantic Ocean. It has a population of over
300,000 inhabitants. The city has an important sea port with a depth of 40 feet (12 m), kept constant upstream almost all
along the length of the bay, where the Naposta Stream drains. Bahía Blanca means "White Bay". The name is due to
the typical color of the salt covering the soils surrounding the shores.
The need for the APELL program in Bahia Blanca is reinforced when reviewing the number and amounts of hazardous

chemicals produced each year. The industrial complex is made up of three types of industry: Petroleum Industry with an
installed capacity of 4 million tons a year producing ethanol, petrol, naphtha, GLP, fuel oil, gas oil, gasoline, asphalt,
kerosene; Petrochemical Industry installed capacity of 3.4 million tons a year with ethylene, VCM, PVC, polyethylene,
urea, pure ammonia as products; and, Chemical Industry installed capacity of 350 thousand tons a year producing
chlorine, caustic soda.
Led by Ing. Nestor Sposito, of Dow Chemical in Bahia Blanca and a member of the NFPA Capitulo Argentina, the

APELL program for technological hazards as been successfully used to implement NFPA 1600 Standard on
Disaster/Emergency Management and Business Continuity Programs, a standard developed to define a program for the
integration of  Emergency Management and Business Continuity, applicable to the private, public, and not-for-profit
sectors.  The community support for the project has been excellent led the mayor of Bahia Blanca establishing the goal
for his city to be the first in the world to implement NFPA 1600.  Due to the success of combining APELL with NFPA
1600 in Argentina, a recent conference held with representatives of chemicals companies in Zhanjiagang, China
included presentations on the Bahia Blanca project and on NFPA 1600.
IRAM, the national standards body of Argentina, issued IRAM/NFPA 1600 as their national standard, the result of

nearly three years of cooperative effort between NFPA volunteers in both Argentina and the United States including
working with the APELL process in Bahia Blanca.
Other APELL programs have been produced for mining, port areas, multi-hazards, transportation, and tourism and are

available at http://www.unep.fr/scp/sp/.
In response to the Bhopal incident, under the leadership of the United Nations Environmental

Programme [correct spelling] (UNEP), a group representing various, including the U.S. Environmental Protection
Agency, the APELL (Awareness and Preparedness for Emergencies at the Local Level) for Technological hazards.
Additional APELL programs for mining, port areas, multi-hazards, transportation, and tourism have been developed.
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In 2010, NFPA signed a MOU with UNEP to share various NFPA programs including NFPA 1600.  APELL programs

are a current “tool” for implementation of NFPA 1600 and should be covered in annex material for the 2013 Edition.
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