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Executive Summary
These are the proceedings of a Workshop on Power Over the Ethernet (PoE). The Workshop was held on
3 October 2017 at the University of New Hampshire InterOperability Lab (UNH-IOL) in Durham, New
Hampshire. This topic is of direct interest to multiple organizations and committees responsible for the
administration of model codes and standards (e.g., NFPA 70, National Electrical Code®, NFPA 72 Fire
Alarm, NFPA 79 Industrial Machinery, NFPA 99 Healthcare, NFPA 730/731 Premises Security, and NFPA
1221 Emergency Services Communication Systems).
The workshop goal was to facilitate a research planning effort for the consideration of concepts involving
Power over the Ethernet (PoE), to identify and prioritizes knowledge gaps and recommend next steps and
action items in support of the applicable codes and standards. Objectives included: summarizing activity
and trends (e.g., common and perceived applications); confirming the definition of PoE and jurisdictional
scope of applications; clarification of technology and perceived obstacles (e.g., types of common
equipment using PoE, changes to cable constructions, relationship between PoE cable and IOT, etc.);
update of impacted stakeholders (e.g., role of stakeholders, etc.); and review of all pertinent supporting
information critical to stakeholders (e.g., applicable codes & standards [IEEE, NFPA and others], product
safety evaluation, certification, etc.).
The workshop agenda included a review of previous work, on-going relevant work, discussion on data
gaps on the topic, and recommendations for effective dissemination and future research. The key
takeaways from the workshop re-affirmed the importance of this topic and its potential broad impact,
and highlighted certain specific areas that need further attention. This included technical issues such as
clarifying terminology, as well as non-technical issues such as the need for training and awareness
campaigns. The key summary observations from this summit are the following:
1. Regulatory Coordination: define terminology; declare goals and objectives; clarify occupancies and
applications; establish key attributes; facilitate enforcement; address products; and document
coordination.
2. Key Technical Issues: define power versus communication; address intelligent coordinated power;
outline risk analysis approaches; address data integrity; and clarify power supplies.
3. Research and Data: clarify predictive data analytics; address fundamental baseline issues; and address
knowledge gaps.
4. Training, Education and Awareness: implement training and education; optimize format delivery;
facilitate awareness outreach; and promote stakeholder engagement.
This workshop on PoE is an important step for addressing this issue, but it is only the beginning of a longer
journey as we dive into this new era referred to in the mainstream media as the “Internet of Things.” This
new era, along with the devices and technologies that support it, such as PoE, are here to stay. It is
imperative that the regulatory community rises to address this new sweeping challenge.
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1) Background and Introduction
The infrastructure for low powered data (Ethernet) that is regulated by the NEC® and other codes and
standards is changing.
Traditionally, the cables used were only operating at very low power levels. Now, this same cable
infrastructure is being used to supply power for IP phones, security cameras, lighting, PLC controllers,
mass notification, kiosk/annunciation, charging of electronic devices and other applications.
In many installations, these cables are bundled together in large bundles. If high currents are supplied
through these bundles, overheating may result. In the past, advances in fire resistant insulation have
significantly reduced the number of fires in signaling circuit cables, though the proliferation of new
applications with increasing power demand is raising questions on over-heating and fire risk. Adding to
the complexity of this situation is the lack of data on perceived hazards such as fire events, to support or
deny specific regulatory requirements. This workshop is needed to clarify if this new application will affect
the current safety record.
The goal of this workshop is to facilitate a research planning effort for the consideration of concepts
involving Power over the Ethernet (PoE), to identify and prioritizes knowledge gaps and recommend next
steps and action items in support of the applicable codes and standards.
In support of this goal, the workshop had the following objectives:
•
Summarizing activity and trends (e.g., common and perceived applications);
•
Confirming the definition of PoE and jurisdictional scope of applications;
•
Clarification of technology and perceived obstacles (e.g., types of common equipment using
PoE, changes to cable constructions, relationship between PoE cable and IOT, etc.);
•
Update of impacted stakeholders (e.g., role of stakeholders, etc.); and
•
Review of all pertinent supporting information critical to stakeholders (e.g., applicable codes
& standards [IEEE, NFPA and others], product safety evaluation, certification, etc.).
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2) Agenda and Presentation Overview
The agenda for this workshop is illustrated in Table 1: Workshop Agenda. This was structured to provide
an overview of previous work, review on-going relevant work, discuss data gaps, reflect on areas for future
work, consider recommendations on effective next steps, and discuss other applicable issues. Break-out
groups were utilized to maximize participation by all attendees in smaller more engaged groups.

Table 1 Workshop Agenda
TIME

8:00 – 8:05am
8:05 – 8:15am
8:15 – 8:20 am
8:20 – 9:05 am
9:05 – 9:35 am
9:35 – 9:50 am
9:50 – 10:50 am

Agenda: Tuesday 3/October 2017

11:50 am – Noon
12:00 – 1:00 pm

Call to Order, and Meeting Preliminaries
Welcoming Remarks
Workshop Objectives & Deliverables
Overview Presentation: Future of Power over the Ethernet
Overview Presentation: Today’s Safety Infrastructure
Introduction to PoE and PoE Certification Testing at UNH-IOL
Tour of UNH-IOL, PoE showcase, and Morning Break
Stakeholder Panel Discussion: (Invited and Pending)
Donny Cook, Ernie Gallo, Jeff Sargent, Jim Simpson, Wayne Moore
Break-Out Group Assignments
Networking Lunch

1:00 – 1:45 pm

Practical PoE Case Study Issue: Data Collection & Margins of Safety

1:45 – 3:00 pm
3:00 – 3:15 pm
3:15 – 4:15 pm
4:15 – 4:45 pm
4:45 – 5:00 pm

Break-Out Group Discussions
Afternoon Break
Break-Out Group Reports
Plenary Discussion and Prioritization of Next Steps
Workshop Closing Remarks and Adjournment

10:50 – 11:50 am

Casey Grant
Meeting Hosts
Casey Grant
George Zimmerman
Don Bliss
Jeff Lapak
Panel Members
Casey Grant
Chad Jones /
Randy Ivans
All Attendees
All Attendees
All Attendees
Casey Grant

The overall workshop baseline was established by the following three presentations: first by George
Zimmerman summarizing the past, present and potential future of Power over the Ethernet; second by
Don Bliss on a regulatory overview of the safety infrastructure; and third by a presentation from Jeff Lapak
on the introduction to PoE and PoE Certification Testing at UNH-IOL.
The opening presentations reviewed key fundamentals that were independently known in part by most
attendees but not necessarily by all collectively. The slides for all the workshop presentations are included
in Annex B. The following is a brief summary of each of these three presentations:
• George Zimmerman clarified the future of PoE with review of certain defined concepts and terms,
how the regulatory documents have been attempting to address this topic; and emerging issues
like single pair and Intelligent Coordinated Power (ICP) & Energy Management Systems.
• Don Bliss provided a high level overview of the regulatory infrastructure, and the involved process
of revising, maintaining and legislative adoption of modes code and supporting standards, along
with the critical needs of the enforcement infrastructure.
• Jeff Lapak outlined an overview of certification testing for PoE, against a backdrop of the
operational details of the University of New Hampshire’s InterOperability Laboratory.
The slides used by these speakers provide additional detail. One example of helpful overview information
is the categorization of the PoE Types and Classes handled by the InterOperability Laboratory, and this is
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illustrated in Figure 1, Interoperable PoE Types and Classes. This is shared here as a case study approach
for providing clarity and categorizing basic PoE.

Figure 1 Interoperable PoE Types and Classes
A panel discussion was held after attendees had a tour through the University of New Hampshire’s
InterOperability Laboratory to witness actual PoE applications, testing and research. After the tour, five
subject matter experts representing the broad spectrum of stakeholder interests held a panel discussion
on the current development and regulations of PoE equipment. This was composed of the following:
electrical inspector (Donny Cook), NEC task group chair on PoE (Ernie Gallo), legislative facilitator (Jeff
Sargent), premises security (Jim Simpson), and fire alarm (Wayne Moore).
The panel included a broad cross-section of representation, and they clarified specific issues and concerns
relating to enforcement, regulatory adoption, processing of code revisions for emerging technologies,
end-user interests, and specific applications like fire alarm and premises security. This stimulated dialogue
with all workshop attendees and highlighted certain dimensions of this topic area. Multiple points were
discussed, and examples include (but not limited to) the following:
• concepts of retrofit and renovation don’t easily apply since PoE is typically considered everchanging and on-going;
• enforcement approaches are critical and need clarification;
• data itself is a new commodity and requires special attention to maintain its safe use (e.g., data
used for critical tasks like surgery require high levels of integrity); and
• training and education (e.g., IT departments that have traditionally had oversight of a facilities
PoE and will need new or different training);
After the Panel discussion, a joint back-to-back presentation session was provided by Chad Jones of Cisco
and Randy Ivans of UL, presenting on the topics of Data Collection and Margins of Safety for PoE. Through
separate independent presentations these both addressed the fundamental issue of bundling of cables
with higher power loads, and perceived hazard concerns based on metrics such as factors of safety. Both
described the science behind this issue and clarified empirical testing and case study situations to support
the science. This brought clear focus on attempts to quantify bundling of cables with increased power
loads that can potentially support or be translated into certain regulatory requirements.
All attendees then broke into four different groups discussing the key issues that needed to be addressed.
The four groups each did a presentation based on their discussion and finally, Casey Grant facilitated a
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final discussion on areas/data for future research and dissemination. The workshop participants are
summarized in Annex A. Figure 2 provides an illustration of the workshop presentations.

Figure 2 Workshop Presentations While In Session
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3) Break-Out Group Discussions
Following introductory remarks and baseline presentations up through the lunch break, breakout group
discussions were conducted to clarify the collective consensus perspective on a series of key questions.
The questions are summarized in Table 2: Break-Out Group Questions. These questions were distinctly
separated into baseline issues, fundamental issues, topical issues, and general issues. Of these, the topical
issues were intended to be more focused on tangible on-going sub-topics areas of high interest, and this
exercise was intended to surface other issues not already addressed by the questions in Table 2.

Table 2 Break-Out Group Questions
BREAK-OUT GROUP QUESTIONS
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The break-out groups were evenly balanced with a diverse mix of attendees. They were given a neutral
identifier in no order of priority as follows: Group 1; Group 2; Group 3; and Group 4. They collectively
reported back during the plenary session as summarized in Table 3: Individual Break-Out Group Results.
This summarizes the raw output from each of the four break-out groups (with editing for clarity and
consistency). It’s noted that not all groups responded to each question.

Table 3 Individual Break-Out Group Results
BREAK-OUT GROUP QUESTIONS

1) BASELINE ISSUES
a) Terminology. What key terms need standardized universal definitions (e.g., PoE, wire, cable,
managed loading, etc.)?
GROUP 1
• Define PoE (i.e., what do we call PoE?).
• Clarify power over LAN cable or power over communication cable.
GROUP 2
• Transmission of data and power
• The basic definition of a “bundle”
• Focus on using “Current” and not “Power”
• Clarify “communication power”
• Clarify “PoE Power” not used for communications
• Clarify “workmanlike manner”
• Define PoE in terms of universally understanding “safe PoE”
GROUP 3
• Wire vs Cable • Bundle • PoE • Power • Low Voltage, Limited Energy might be better
• How to differentiate class/types between specification -maybe have them reference each
other
• ICP (Intelligent Coordinated Power)
• COPS (Critical Operations Power System)
GROUP 4
• What is power? (i.e. lighting, low voltage, Class 2 power, etc.)
• What is PoE? (do we need to define it and use it)
• Bundle? What constitutes a bundle? (i.e. cable laying in tray?)
b) Define Key Issues. Identify, define and prioritize the critical baseline issues, such as: (i) levels
of integrity (e.g., COPS Critical Operations Power Supply, fire alarm, security, egress, lighting,
etc.); (ii) interruption and surge hazards (for equipment); factors of safety; and other topical
issues.
GROUP 1
• POE is a technology
• Code definition of a communication circuit vs class II circuit
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•
•
•
•
•
•
•
•
•
•
•
•
•
GROUP 2
•
•
•
GROUP 3
•
•
•
•
•
•

•
•
GROUP 4
•
•
•
•
•
•
•
•

Different requirements on wires that do the same thing. Consider the physics of the wire
as the limiting factor. The same regulatory requirements should apply regardless of the
application the wire is used (e.g., communications versus video surveillance).
Consider specifications for all cables, and not only network cables.
Address pairing of cables (i.e. single pair cabling, double, quadruple).
Address mixed cables.
Clarify lack of conduit filling requirements in NEC chapter 8
Address all aspects of inspections, both before and after equipment is installed.
Consider new labeling requirements for switches.
Address a data supported exception for class 4 PoE.
Coordinate listing requirements that transfer liability and assure continued safety.
Coordinate the designer’s cable plan with the specifications used by the contractors for the
installation.
Declare how the PoE circuits are going to be used, for the inspectors and others.
Clearly define cable use, with different colors for different uses.
Define realistic worst-case scenarios.
Powering for communications
Transmission for power only
PoE for fire safety applications (including fire alarms)
Secondary Power Source
o Define priorities like how NFPA 72 handles signals
o e.g., UPS (Uninterruptible Power Supply)
Define functionality
Shared networks
Education and training for all
Define system robustness
Clarify true PoE versus simply running power over an Ethernet cable
o Focused only on chapter 8 for communication cable that use power, that is
dangerous
o E.g., cable type versus application
Resources for inspection and third-party verification
Re-inspection
Confusion of PoE Class & NEC Class
Define power by use or by itself? Technology vs. function delineation
PoE & non-PoE – What is it? Or what isn’t it? What defines it?
What is a communications device or circuit?
Levels of integrity for functionality
Is 60 v High or low voltage?
Is PoE a fire hazard or more an issue for degradation of information or integrity of cable?
50v vs. 60v – shock hazard, etc.
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c) Data & Data Analytics. Identify and prioritize key data & data analytic needed to impact policy
and related activities. Identify and describe the barriers and obstacles for addressing data in
support of safety concerns, including non-technical (e.g., legal, privacy, labor, security, etc.)
GROUP 2
• Clarify relevant data points and elements (e.g., 400 mA level versus 350mA or 450mA).
• Address smaller bundle cables .
• Provide support for local inspectors.
• Clarify role and use of third party.
• Consider the use of a checklist or punch list for the third party support and enforcement
GROUP 3
• Clarify data needs
• Clarify occupancies
• Prospectively collect data
o e.g., surge and interruption
o e.g., chapter 7 versus chapter 8
• Centralized national data collection, to influence policy
d) Stakeholders. Which stakeholders are needed to address this topic? Who is missing or underrepresented?
GROUP 1
• Insurance
• NFPA79 on industrial machinery
GROUP 2
• Owner (of facility, building, application, etc.)
• Supplier of equipment or system
• On-site end-user representative (e.g., office manager or facilities representative)
• Inspectors
• Installers
• Community (i.e., broad consumer interests)
• Communication utilities
GROUP 3
• NFPA 1221 representatives (911 centers)
• End-users (e.g., Am. Soc. for Healthcare Engineering, Assoc. of Physical Plant Admin, etc.)
• Building code users
GROUP 4
• Inspectors
• Installers
• Manufacturing
• Designers
• Contractors
• Owners/End Users (underrepresented)
• Research & Testing
• Insurers
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2) FUNDAMENTAL ISSUES
a) Hazards. Summarize and prioritize the key electrical hazards (e.g., shock, arc-flash, surge,
interruption, etc.) and key fire related hazards (fire ignition, fuel load, flame spread, products
of combustion, etc.).
GROUP 1
• Smoke propagation
• Toxicity
• Data integrity
• Impact on business continuity
• Shock hazard
GROUP 2
• Use of LP (limited power) is not all you need
• Shock hazard from non-approved devices, including plugging and unplugging
• Surge
• Business, Communication and data interruption
GROUP 3
• On-going ITM: Inspection Testing & Maintenance (e.g., fire alarm maintenance)
• Equipment plugging/unplugging (e.g., cord removal spark concerns)
• Heating/Overheating
• Existing cabling, and when to get permits
• Cyber security issues
• Interoperability (and compatibility), including with counterfeit equipment and devices.
GROUP 4
• Is PoE a fire hazard or more an issue for degradation of information or integrity of cable?
• 50v vs. 60v – shock hazard, etc. (some codes call out 50, some 60)
b) Applications & Occupancies. Do regulatory approaches need to be occupancy specific (e.g.,
similar to NFPA 101)? How should occupancies be sub-divided? How should critical activities
like COPS Critical Operations Power System, fire alarm, healthcare and premises security be
handled?
GROUP 1
• Coordinate data and power in the regulatory codes
• Address circuit integrity
• Address critical systems
GROUP 2
• Occupancy specific is important (e.g.. Hospital)
• Address and define use of PoE in applicable codes and standards
GROUP 3
• Should be based on risk analysis
• Should be based on applications, and not occupancies (e.g., fire alarms, patient monitoring,
surgical suites, etc.)
• Need clear sharp definitions of applications and occupancies
• Challenged by changing physical environment (i.e., use of a building)
• Clarify the documentation of NEC structure for communications (signaling over power
lines)
• Consider residential as a special case vs. other occupancies
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GROUP 4
•
•
•
•

Should it be occupancy based vs. PoE presence in the building and how it is installed?
Installation practice more important than occupancy
Is augmentation needed in PoE distribution in life safety applications
Who is appropriately trained for installing a life safety system on PoE? (Team approach –
NFPA 72 Class N)
o Life Safety Issues
o Priority of Service
o Ability to hack system

c) Other Fundamental Issues. Are there other fundamental issues not mentioned above that
should be addressed?
GROUP 2
• Coordinate impact in codes and standards (i.e., don’t solve an issue in one standard and
create a problem in another)
• Survivability
• Redundancy
• Cybersecurity
• Reliability
• The needs of the enforcers (i.e., the AHJs: authorities having jurisdiction)
• Listing of products, devices, systems, etc.
• Realistic, informative and relevant punch lists for installers, Inspectors and others
GROUP 4
• Training!!
3) TOPICAL ISSUES
a) Managed Loading (aka, dynamic loading or smart loading). What are the primary obstacles
for the safe use of managed loading?
Clarify the necessary safeguards (e.g.,
integrity/protection/etc.).
GROUP 1
• Address managed loading in the code.
• When systems are wired, make sure they are loaded for occupant safety (critical data
needed). Require system controllers to makes sure every wire isn’t at maximum load all the
time.
GROUP 2
• Expand on the limited information to support a universal understanding
• Clarify operations for better management
• Address the use of AIM (automatic infrastructure management) to improve loading
• Recognize the gray area beyond issues focused only on safety
GROUP 3
• ICP – Intelligent coordinated power
o Can it be allowed for in the code to expand capacity?
o Assuming yes, where does it belong, Article 725 or 800?
o Need two tables – one for ICP and one for non-ICP based
o Consider a new Article to address ICP (to also enable reference by other codes)
• Need to clarify and address enforcement concerns with ICP
• Need to comprehensively define ICP
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GROUP 4
•

Can equipment monitor and control distribution to ensure safety?

b) Factors of Safety. What are the key elements and characteristics that require factors of safety?
Clarify what is presently used (if known), and what is needed.
GROUP 1
• Avoid cable loading controlled by software.
• Provide failsafe backups and reliable hardware.
• Provide a class II back up.
• Coordinate loading as allowed by code.
• Clarify code requirements for monitoring.
GROUP 2
• Clarify the relationship between safety and performance, which now is not clear.
GROUP 3
• Depends on criticality of the application, as defined by a risk analysis.
• Quantify the factors of safety for existing NEC requirements.
• Re-examine and confirm previous assumptions for existing factors of safety
GROUP 4
• Energy Management vs. all current all the time
• Prioritization (emergency devices) – (Keyed connectors, tool access, application)
c) Scalability of Applications. What are the barriers for the safe use of plug-and-play approaches
that can substantially increase the needs of the supporting infrastructure (e.g., power supplies,
etc.)?
GROUP 1
• Future flexibility of installations is a lot easier with PoE than other approaches
GROUP 2
• The scale of power can be large.
• Clarify which PoE injector should be used when addressing scaling
• Use of multiport and multi-span approaches is a challenge
• Clarify how to handle multi-cable installations
GROUP 3
• Use of existing installations
• Clarify boundaries
• Address ICP: Intelligent coordinated power
• Clarify the limits of plug and play solution, through the product standards
GROUP 4
• Awareness of what to look for to trigger a check
d) Product Issues. Identify and prioritize key product issues and concerns (e.g., certification,
aftermarket, counterfeit, etc.)
GROUP 1
• Clarify how to maintain priority when on a shared network
• Address temporary interference with safety systems (e.g., viral videos crashing a fire alarm
system).
• Address RF (radio frequency) interference, causing integrity and security concerns.
• Address external influences (e.g., space, weather).
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GROUP 2
•
•
•
•
GROUP 3
•
•
•
•
•
GROUP 4
•

Coordinate voluntary model product standards (e.g., IEEE) with mandatory adopted codes.
Address non-compliant equipment
Consider listing performance standards
Include reference to IEEE standards in all applicable NFPA documents (e.g., NFPA 72 and
730)
Lacking a clear definition of PoE, leading to fake and/or false claims.
Counterfeit products (i.e., from the cyber marketplace).
Providing listed products versus self-certification.
Listing for the intended purpose, possibly as a complete system (e.g., a listed PoE switch,
though not as part of a fire alarm system that might have additional requirements).
Address listing for software, and/or other methods to assure software integrity.
Self-Certification and AHJ approval – may be a barrier to acceptance

e) Other Topics. Are there other key topical issues not mentioned above that should be
addressed?
GROUP 1
• Continue to promote the technology advisory and coordination process
GROUP 2
• Continuing coordination among impacted stakeholders
4) GENERAL ISSUES
a) Research Gaps: What research is currently needed? What is the priority for this research?
GROUP 1
• Identify and address the gaps in the regulatory landscape (i.e., codes and standards).
• Clarify data on bundles (e.g., single pair cabling versus data on 25 pair cabling).
• Address inter-document technical coordination
GROUP 2
• Need modeling and theories, in addition to measurements and testing
• Address and clarify the regulatory environment (i.e., how the code is administrated)
• Provide effective training/education for installers and inspectors
• Establish tools for design, installation, and inspection (e.g., checklist for implementation)
GROUP 3
• Data to define future trends, based an on-going data collection plan
o Clarify the underlying data architecture (e.g. loads, failures, etc.).
o Address data from devices versus data on devices.
o Identify the data that should be captured, as well as its intended use (e.g., fire
alarm operation for policy and code changes).
• Interoperability and compatibility of devices and systems.
GROUP 4
• Traditional builds vs. future PoE builds and how does it affect branch circuits and PoE to
successfully replace life safety systems?
• How to control/recognize “Non PoE”?
• Survey of “Power & Data” methods applications and characteristics.
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o

What are the hazards associated with these? Prioritize, classify and what now is
needed?

b) Future Trends: With continually evolving technologies and materials, what other issues should
be considered, now and in the future?
GROUP 1
• Consider PoE desktops applications (e.g., computer running the fire alarm system).
GROUP 2
• Define the emerging technology
o Single pair implementation [100 meters reach with 1GB, 50 watts (2 wires)]
o Connector resistance
o Internet of Things infrastructure (thermostats, sensors)
o Back-up power
o Transmit thermal performance
o API (Application Programming Interface) switch
GROUP 3
• Use of more power (e.g., 200 watts).
• Coordination of all applicable standards (e.g., IEEE standards)
• Proliferation of the “Internet of Things” (or whatever the preference is to call the trend of
all things to ultimately communicate).
GROUP 4
• How to deal with technology moving faster than codes?
• Traditional builds vs. future DC Distribution builds and how does it affect branch circuits
and DC Distribution to successfully replace life safety systems?
• Survey of “Power & Data” methods applications and characteristics.
o What are the hazards associated with these? Prioritize, classify and what now is
needed?
c) Other Issues? Are there any other issues not addressed elsewhere? For PoE safety, are there
any declarative statements on this topic that are important and should be stated?
GROUP 1
• Involve other stakeholders, such as NFPA 79 representative and insurance.
• Establish an advisory council to coordinate technical requirements between the codes and
standards.
GROUP 2
• Consider the following priority topics:
o Define and clarify communication/data/power versus just power
o Implement Training and education
o Conduct research (modeling and theories)
o Clarify virtues of these emerging technologies like PoE
o Address the needs of the entire ecosystem of stakeholders (e.g., designers,
developers, vendors, installers, inspectors, end-users, etc.).

Each break-out group split on their own to separately and independently address each of the questions.
The participation in each break-out group is summarized in Annex A. An attempt was made to provide a
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balanced mix of subject matter expertise in each group, so that the groups could provide balanced
discussion.
Each group appointed a lead facilitator, a recorder and a timekeeper. Following the independent
discussions of each group, each lead facilitator reported out their results in a short presentation during a
plenary session. This revealed multiple consistent issues. A summary of the consolidated results for each
question is shown in Table 4: Consolidated Break-Out Group Results. This provides an important distilled
deliverable from this workshop.

Table 4 Consolidated Break-Out Group Results
CONSOLIDATED BREAK-OUT GROUP RESULTS

1) BASELINE ISSUES
i) Terminology. What key terms need standardized universal definitions (e.g., PoE, wire,
cable, managed loading, etc.)?
• Define PoE: Power over the Ethernet
o Need universal detailed understanding of the concept
o Clarify Transmission of data and power
o Clarify “PoE Power” not used for communications, and used for “communication
power”
•
Define key mainstream concepts lacking universal definitions, such as: wire, cable,
bundle, workmanlike manner
• Define ICP: Intelligent Coordinated Power
• Define COPS: Critical Operations Power System, and other important power systems
b) Define Key Issues. Identify, define and prioritize the critical baseline issues, such as: (i) levels
of integrity (e.g., COPS Critical Operations Power System, fire alarm, security, egress, lighting,
etc.); (ii) interruption and surge hazards (for equipment); factors of safety; and other topical
issues.
• Training, Education and Awareness
o Provide training for all.
o Recognize POE as a technology.
o Clarify the advantages and disadvantages of PoE.
• Design Issues - General
o Clarify powering for communications
o Clarify transmission for power only
o Establish fundamental parameters, such as functionality, system robustness,
shared networks,
o Define PoE use for fire safety applications (e.g., fire alarms)
o Address secondary power supplies
• Design Issues - Wire and Cable
o Consider specifications for all cables, and not only network cables.
o Consider the physics of the wire as the limiting factor, with the same regulatory
requirements regardless of the application the wire is used (e.g., communications
versus video surveillance).
o Address pairing of cables (i.e. single pair cabling, double, quadruple).
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Address mixed cable types and applications (e.g., LP Limited Power and non-LP, or
some data only, or some data and power combination).
Inspection, Enforcement and Commissioning
o Address all aspects of inspections, both before and after equipment is installed.
o Define realistic worst-case scenarios.
o Declare how the PoE circuit are going to be used, for the inspectors and others.
o Coordinate the designer’s cable plan with contractor’s specifications.
o Clearly define cable use, with different colors for different uses.
o Resources for inspection and third-party verification
o Re-inspection
Product Issues
o Consider new labeling requirements for switches.
o Coordinate listing requirements that transfer liability and assure continued safety.
o

•

•

c) Data & Data Analytics. Identify and prioritize key data & data analytic needed to impact policy
and related activities. Identify and describe the barriers and obstacles for addressing data in
support of safety concerns, including non-technical (e.g., legal, privacy, labor, security, etc.)
• Identify and clarify data needs
• Prospectively collect data
o Address surge and interruption
o Clarify relevant data points and elements (e.g., 400 mA level vs. 350mA or 450mA).
o NEC chapter 7 applications versus chapter 8
o Clarify occupancies and applications.
o Address specific bundles of cables.
o Provide support for local inspectors.
o Clarify role and use of third party.
• Establish a centralized national data collection, to influence policy
d) Stakeholders. Which stakeholders are needed to address this topic? Who is missing or underrepresented?
• Communication utilities
• Consumer and community representation (i.e., broad consumer interests)
• Contractors and installers
• Designers (of applications and installations)
• Equipment and system suppliers (i.e., manufacturers)
• Inspectors, Enforcers and AHJs
• Insurers
• NFPA 79 representatives (e.g., industrial machinery)
• NFPA 1221 representatives (e.g., 911 centers)
• Research and testing
• Users and Owners (including on-site facility representatives)
e) Other. Are there other baseline issues not mentioned above that should be addressed?
• Consider the use of a checklist or punch list to facilitate third-party support and
enforcement.
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2) FUNDAMENTAL ISSUES
a) Hazards. Summarize and prioritize the key electrical hazards (e.g., shock, arc-flash, surge,
interruption, etc.) and key fire related hazards (fire ignition, fuel load, flame spread, products
of combustion, etc.).
• Fire hazards
o Smoke propagation and toxicity
o Fire ignition
 Heating or overheating
 Equipment plugging/unplugging (e.g., cord removal spark concerns)
o Fuel load (e.g., existing cable bundles)
• Electrical hazards
o Shock hazard (e.g., from non-approved devices)
o Surge and interruption
• Data hazards
o Data integrity
o Cyber security issues
o Interoperability (and compatibility)
• Other concerns
o Business, Communication and data interruption (i.e., business continuity)
o On-going ITM: Inspection Testing & Maintenance (e.g., fire alarm maintenance)
o Existing cabling
b) Applications & Occupancies. Do regulatory approaches need to be occupancy specific (e.g.,
similar to NFPA 101)? How should occupancies be sub-divided? How should critical activities
like COPS, fire alarm and premises security be handled?
• Regulatory issues
o Clarify the documentation of regulatory structure (i.e., NEC) for communications
(e.g., signaling over power lines)
o Coordinate data and power in the regulatory codes
o Should be based on risk analysis
o Address and define use of PoE in applicable codes and standards
• Applications versus occupancies
o Need clear sharp definitions of applications and occupancies
o Establishing clear occupancies is important (e.g.. Hospital)
o Should be based on applications, and not occupancies (e.g., fire alarms, patient
monitoring, surgical suites, etc.)
o Consider residential as a special case versus other occupancies
• Key concerns
o Address circuit integrity
o Address critical systems
o Challenged by changing physical environment (i.e., use of a building)
o Installation practice more important than occupancy
o Clarify training for installing a life safety system based on PoE to assure integrity
(based on life safety issues, priority of service, ability to disrupt or hack, etc.)
c) Other Fundamental Issues. Are there other fundamental issues not mentioned above that
should be addressed?
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•

•
•

Training
o Support the needs of enforcers (i.e., AHJs: authorities having jurisdiction)
o Provide realistic, informative and relevant punch lists for installers, Inspectors and
others
Regulatory coordination
o Coordinate impact in codes and standards
o Don’t solve an issue in one standard and create a problem in another)
Product issues
o Clarify essential product and system performance characteristics (e.g.,
survivability, redundancy, cybersecurity, reliability, etc.).
o Address “listing” of products, devices, systems, etc.

3) TOPICAL ISSUES
a) Managed Loading (aka, dynamic loading or smart loading). What are the primary obstacles
for the safe use of managed loading? Clarify the necessary safeguards (e.g., integrity /
protection / etc.).
• Define ICP (Intelligent coordinated power), comprehensively and universally
o Identify and summarize safety concerns with ICP.
o Clarify equipment monitoring and control to ensure safety.
o Expand on the limited information to support a universal understanding
o Clarify operations for better management
• Address ICP regulatory requirements
o Address the use of AIM (automatic infrastructure management) to control loading
o Coordinate existing requirements, such as NEC Article 725 or 800
o Consider a new Article to address ICP (to also enable reference by other codes)
o Consider multiple tables (e.g., one for ICP and one for non-ICP based systems)
o Require system controllers to assure every wire doesn’t exceed maximum load.
• Clarify and address enforcement concerns with ICP
b) Factors of Safety. What are the key elements and characteristics that require factors of safety?
Clarify what is presently used (if known), and what is needed.
• Key parameters
o Clarify the relationship between safety and performance, which now is not clear.
o Avoid cable loading controlled by software.
o Provide fail safe backups and reliable hardware (e.g., provide a class II back up.
o Clarify code requirements for monitoring.
o Energy Management vs. all current all the time
• Implement a risk analysis to clarify the criticality of applications.
• Prioritize emergency and safety devices (e.g., keyed connectors, tool access, application)
• Existing factors of safety
o Quantify factors of safety for existing NEC requirements.
o Re-examine and confirm previous assumptions for existing factors of safety
c) Scalability of Applications. What are the barriers for the safe use of plug-and-play approaches
that can substantially increase the needs of the supporting infrastructure (e.g., power supplies,
etc.)?
• General issues
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•

•

o Define boundaries to clarify system scalability
o Clarify the limits of plug and play solution, through the product standards
o The scale of power can be large.
o Future flexibility of installations is a lot easier with PoE than other approaches
Specific issues
o Clarify which PoE injector should be used when addressing scaling
o Use of multiport and multi-span approaches is a challenge
o Clarify how to handle multi-cable installations
Other issues
o Address ICP: Intelligent coordinated power
o Address existing installations and infrastructure

d) Product Issues. Identify and prioritize key product issues and concerns (e.g., certification,
aftermarket, counterfeit, etc.)
• Regulatory issues
o Coordinate voluntary model product standards (e.g., IEEE) with mandatory
adopted codes.
o Support performance standards to enable “listed” equipment
o Include reference to IEEE standards in all applicable NFPA documents (e.g., NFPA
72 and 730)
• Technical concerns
o Clarify how to maintain priority when on a shared network
o Address temporary interference with safety systems (e.g., viral videos crashing a
fire alarm system).
o Address RF (radio frequency) interference, causing integrity and security concerns.
o Address external influences (e.g., space, weather).
• Marketplace concerns and enforcement
o Address non-compliant equipment
o Lack of a clear definition of PoE leads to fake and/or false claims.
o Counterfeit products (i.e., from the cyber marketplace).
o Providing “listed” products versus self-certification (i.e., self-certification may be a
barrier to AHJ acceptance)
o “List” products for the intended purpose, possibly as a complete system (e.g., a
listed PoE switch may need special processing with a fire alarm system).
o Address listing for software, and/or other methods to assure software integrity.
e) Other Topics. Are there other key topical issues not mentioned above that should be
addressed?
• Promote the overall technology advisory and coordination process
• Facilitate networking and dialogue among impacted stakeholders
4) GENERAL ISSUES
a) Research Gaps: What research is currently needed? What is the priority for this research?
• Regulatory landscape
o Identify and address the gaps in the regulatory landscape (i.e., codes and
standards).
o Address inter-document technical coordination
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•

•

•

Technical issues
o Clarify impact of PoE on existing infrastructure
 Address interoperability and compatibility of devices and systems.
 Bundles (e.g., single pair cabling versus data on 25 pair cabling).
 Traditional builds vs. future PoE builds (e.g., branch circuits)
o Address modeling and theories, in addition to measurements and testing
o Address methods to recognize and control “Non PoE”.
Data and data analytics
o Define future trends, based an on-going data collection plan
o Clarify the underlying data architecture (e.g. loads, failures, etc.).
o Define and prioritize “power & data” methods applications and characteristics.
o Address data from devices versus data on devices.
o Identify the data that should be captured, as well as its intended use (e.g., fire
alarm operation for policy and code changes).
Training and Education
o Provide effective training/education for installers and inspectors
o Establish tools for design, installation, and inspection (e.g., checklist for
implementation)

b) Future Trends: With continually evolving technologies and materials, what other issues should
be considered, now and in the future?
• General issues
o Increase of sensors and need to communicate, based on the proliferation of the
“Internet of Things”.
o Need for data and data analytics to clarify trends
o Use of more power (e.g., 200 watts).
o Consider PoE desktops applications (e.g., computer running the fire alarm system).
o Transition of the existing infrastructure versus new applications.
o DC Distribution (i.e., affect branch circuits, etc.).
• Emerging technologies
o Conductors (e.g., single pair implementation versus multi-pair)
o Proliferation of the Internet of Things infrastructure (thermostats, sensors)
o Backup power supplies
o Monitoring and coordination of thermal performance
o Connector resistance
• Regulatory issues
o Coordination of all applicable standards (e.g., IEEE standards)
o Address technology moving faster than codes?
o Proliferation of the “Internet of Things”.
c) Other Issues? Are there any other issues not addressed elsewhere? For PoE safety, are there
any declarative statements on this topic that are important and should be stated?
• Regulatory Coordination: Establish an advisory council to coordinate technical
requirements between the codes and standards of all involved organizations.
• Power and Communication Requirements: Define and clarify communication/data/power
versus just power
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•
•
•
•

Research: Conduct research in support of modeling and establishing theoretical
fundaments;
Training and Education: Implement training and education, and clarify the virtues of
emerging technologies like PoE.
Stakeholders: Address the needs of the entire ecosystem of stakeholders (e.g., designers,
developers, vendors, installers, inspectors, end-users, etc.).
Networking: Promote and facilitate dialogue and networking, and involve all impacted
stakeholders (including others such as insurance, NPFA 79 rep, etc.

At the conclusion of the break-out group sessions each group facilitator presented their groups findings.
This was followed be a general discussion of issues by all workshop participants. The open discussion
revealed multiple consistencies between the four groups, and these are captured and reflected on Table
4: Consolidated Break-Out Group Results. Various other details were mentioned during this discussion.
An example was performance attributes, and this is shared in Figure 3: Performance Attributes (source:
“Research Roadmap for Smart Fire Fighting”, NIST Special Pub. 1191, Pg. 218, Fig. 14.5). If any single
component attributes is problematic for something impacting safety, the likelihood will be high that the
device, component or system will not prevail and proliferate in the marketplace.

Figure 3 Performance Attributes

----- Page 22 of 104 -----

4) Summary Observations
This one-day “Power over the Ethernet Research Planning Workshop” at the University of New Hampshire
InterOperability Laboratory provided an important focus on this topic. The event addressed research
planning and facilitated dialogue among key stakeholders to identify and prioritize knowledge gaps,
recommend next steps, and plan action items in support of reasonable, realistic, and safe regulatory
oversight.
The overall PoE issue is relatively complex and evolving, and it represents an emerging technology with a
need for further attention. This PoE Research Planning Workshop provides an important and useful
review, validation and identification of gaps for Power over Ethernet. This topic is of direct interest to
multiple organizations and committees responsible for the administration of model codes and standards
(e.g., NFPA 70, National Electrical Code®, NFPA 72 Fire Alarm, NFPA 79 Industrial Machinery, NFPA 99
Healthcare, NFPA 730/731 Premises Security, and NFPA 1221 Emergency Services Communication
Systems).
The key summary observations from this summit are the following:
1. Regulatory Coordination
1.1. Terminology: Define and promote a universal understanding of key terminology (e.g., PoE,
Power, Communication, Wire, Cable, Intelligent Coordinated Power, etc.).
1.2. Goals and Objectives: Declare clear goals and objectives for all transmission applications (e.g.,
minimize fire and electrical hazards, maintain data integrity, etc.).
1.3. Occupancies and Applications: Clarify and define occupancy requirements for applications
involving PoE concepts, and categorize applications based on their criticality (e.g., COPS Critical
Operations Power System, fire alarm, security, etc.).
1.4. Key Attributes: Establish the performance parameters that all devices, components and
associated systems need in terms of key attributes (e.g., availability, durability, maintainability,
operability, reliability, stability, interoperability, compatibility, etc.)
1.5. Enforcement: Indicate essential details for inspection and re-inspection, in the form of relevant
and useable checklist information.
1.6. Products: Facilitate the focus on “listed” products through standards that provide assurance of
the products functioning as expected for their intended purpose and in support of scalable
installations.
1.7. Document Coordination: Generate a clear and simplified overview of the entire regulatory
landscape relating to this topic. Establish an advisory council (or equivalent) to coordinate
technical requirements between the codes and standards of all involved organizations.
2. Key Technical Issues
2.1. Power versus Communication: Define, categorize and clarify requirements for the multiple
options of transmitting power and communications, over one or multiple conductors (e.g., power
only, communication only, communication/data/power in some combination, etc.), in
coordination with defined occupancy and applications, as well as existing versus new
installations.
2.2. Intelligent Coordinated Power: Clarify, summarize, categorize, and address all applicable
technical details for Intelligent Coordinated Power (ICP) to assure safe and effective
implementation.
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2.3. Risk Analysis: Outline an approach for conducting a comprehensive risk analysis for each
applicable application, to determine the appropriate factors of safety and other key factors.
Clarify the factors of safety for existing systems and approaches for purposes of a baseline.
2.4. Data Integrity: Address new requirements for the objective of maintaining data security and
integrity (e.g., software, systems, etc.), especially in support of critical systems like COPS, fire
alarm, security, etc.
2.5. Power Supplies: Clarify requirements for primary and back-up power supplies, contingent on
occupancies, applications and other factors.
3. Research and Data
3.1. Predictive Data Analytics: Identify and clarify data needs and prospectively collect essential data
for use with predictive data analytics. Establish a centralized national data collection, to support
policy and regulatory revisions.
3.2. Fundamental Baseline: Conduct research in support of validated modeling and establishing
theoretical fundamentals for PoE systems.
3.3. Knowledge Gaps: Conduct research projects in support of all knowledge gaps identified by this
workshop, including regulatory issues, technical issues, and other issues such as training,
education and awareness.
4. Training, Education and Awareness
4.1. Training and Education: Implement training and education in support of all aspects of PoE, with
a special focus on supporting inspection, enforcement and commissioning.
4.2. Format Delivery: Consider the use of a straight-forward yet relevant checklists and/or punch lists
to facilitate third party support and enforcement.
4.3. Awareness Outreach: Facilitate outreach addressing the overall virtues of emerging technologies
like PoE.
4.4. Stakeholder Engagement: Promote and facilitate dialogue and networking, and involve all
impacted stakeholders. Address the needs of the entire ecosystem of stakeholders (e.g.,
designers, developers, vendors, installers, inspectors, end-users, etc.).
This workshop on PoE is an important step for addressing this issue, but it is only the beginning of a longer
journey as we dive into this new era referred to in the mainstream media as the “Internet of Things.” This
new era, along with the devices and technologies that support it, such as PoE, are here to stay. It is
imperative that the regulatory community rises to address this new sweeping challenge.
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Annex A: Workshop Attendees and Break-Out Groups Participants
The attendees to the Power over the Ethernet Workshop are summarized in Table 5.

Table 5 Workshop Attendees

Andrew Berezowski, Honeywell
George Bish, MasTec North America Inc
Don Bliss, NFPA
David, Burkhart, Code Consultants, Inc.
Brian Celella, Siemen Co
Terry Coleman, Electrical Training Alliance
Donny Cook, Shelby County Dept. of Dev Services
Amy Cronin, Strategic Code Solutions LLC
John D'Ambrosia, Huawei
Chris Diminico, MC Communications
Mark Earley, NFPA
Michael Farrell III, IBEW
Tom Farr, IBEW Local Union 357
Rick Foster, Innovative Engineering Services, LLC
Ernest Gallo, Ericsson
Joe Gochal, NFPA
Casey Grant, FPRF
Mitch Hefter, Philips Lighting
Noel Hernberger, IBEW
Palmer Hickman, Electrical Training ALLIANCE
Raymond Horner, Atkore International

Alex Ing , NFPA
Randy Ivans, UL ULC
Chad Jones, Cisco
Robert Jones, IEC
Ward Judson, ERICO International Corporation
Chad Kennedy, Schneider Electric
Kyle Krueger, Milwaukee Chapter, NECA
Jeff Lapak, UNH-IOL
Gregg Lupaczyk, Johnson Controls
Wayne Moore, Jensen Hughes
Mike O'Boyle, Philips Lighting
Denise Pappas, Valcom, Inc.
Timothy Ruiz, Code Consultants, Inc.
Jeff Sargent, NFPA
Masood Shariff, CommScope Inc.
Glenn Shwaery, University of New Hampshire
Jim Simpson, Electrical Training Alliance
Bill Wayman, Jensen Hughes
Lennart Yseboodt, Philips Lighting
Jason Zhao, FPRF
George Zimmerman, CME consulting

The participants in each Break-Out Group are summarized in Table 6.
Group 1
Don Bliss
Chad Kennedy
Alex Ing
Lennart Yseboodt
Brian Celella
Randy Ivans
Rick Foster
Ward Judson
Wayne Moore
John D’Ambrosia

Table 6 Break-Out Group Participants

Group 2
Ernie Gallo
Mark Earley
Jason Zhao
Chad Jones
Chris Diminico
Masood Shariff
Andrew Berezowski
Tom Farr
Michael Farrell
Tim Ruiz
Bill Wayman

Group 3
Amy Cronin
Joe Gochal
Casey Grant
Donny Cook
George Bish
Jeff Lapak
Dave Burkhart
Jim Simpson
Raymond Horner
Mike O’Boyle
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Group 4
George Zimmerman
Jeff Sargent
Denise Pappas
Mitch Hefter
Robert Jones
Kyle Krueger
Terry Coleman
Noel Hernberger
Gregg Lupaczyk
Glenn Shwaery
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Annex B: Workshop Presentations
Presentation 1: The Future of Power of Ethernet
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Presentation 2: Today’s Safety Infrastructure
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Presentation 3: Introduction to PoE and PoE Certification Testing at UNH-IOL
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Presentation 4: Practical PoE Case Study Issue: Data Collection
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Presentation 5: Practical PoE Case Study Issue: Margins of Safety
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